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Abstract—We study the problem of physical layer security in massive multiple-input multiple-output (MaMIMO)
cognitive radio networks (CRNs). In particular, we investigate the design of a smart jamming attack on the uplink
transmission of a CRN in the presence of a single antenna jammer. The jammer is aware of the transmission protocol
as well as the pilot set used for channel training in the MaMIMO systems. It attacks both the training and data
transmission phases but with different powers. To have the most destructive attack, the jammer optimally divides its
power between two phases to minimize the maximum energy efficiency of the secondary system. The resulting power
optimization is a non-convex problem and to solve it, we propose a method to transform it into a convex optimization
problem. Numerical results illustrate the effectiveness of the proposed smart jamming attack in decreasing the energy
efficiency of the secondary MaMIMO system.
Keywords-Physical layer security, massive MIMO, cognitive radio network, jamming, energy efficiency, convex
optimization, power allocation.
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I.

INTRODUCTION

In recent years, physical layer security in wireless
networks has been attracted considerable attention.
Two important attacks in wireless channels are
eavesdropping and jamming [1]. In the eavesdropping
attack, an illegitimate node listens to the
communications in the network to extract their
information, while the jammer is an illegitimate node
that generates and transmits a noise-like signal or a
signal that is similar to the original messages to
disable the legitimate communication link. Physical
layer security is referred to techniques that are
employed at the physical layer by tracking the nature
of physical layer transmission media to attain both
authentication and confidentiality [2].
Two emerging technologies that have been
adopted for using in next generation wireless
networks are massive multiple-input multiple-output
(MaMIMO) [3] - [4] and cognitive radio networks
(CRNs) [5]. Physical layer security in both of these
technologies been studied extensively before in
literature. In [6] it was shown that the MaMIMO
systems are secure against passive attacks and
increasing the number of antennas can unlimitedly
enhance the secrecy rate of the network. Nevertheless,
an active attacker can limit the secrecy rate of the
MaMIMO networks. There are also other papers in
recent years that study the problem of jamming
detection [7] or designing jamming resistant receivers
[8], [9] for MaMIMO systems. [10] and [11] show
that if a smart jammer that has some knowledge about
the network and then optimizes its transmission
parameters based on this knowledge it can
significantly degrade the performance of the
legitimate network. The problem of physical layer
security in the CRN has also been studied before in
literature [12] - [14]. In general, this problem has
been studied from two different aspects, namely,
spectrum sensing and cognitive communication.
Spectrum sensing is vulnerable to attacks like primary
user emulation (PUE) [12] and spectrum sensing data
falsification (SSDF) [13]. Moreover, the jamming
attack and eavesdropping can also be performed at the
signal transmission phases in CRNs [14].
Combination of the MaMIMO and CR (a.k.a.
MaMIMO CRN) can provide the benefits of both
technologies [15] -[19]. Authors in [15] showed that
by using a very large number of antennas at both
primary and secondary base stations, the achievable
sum rate of the MaMIMO CRNs considerably
increases. In [16], authors investigated the power
allocation problem in the MaMIMO CRNs by
maximizing downlink sum rate of the secondary
system through an orthogonal pilot sharing scheme.
[17] proposed a joint power allocation and secondary
user selection problem in the MaMIMO CRNs
downlink to select the maximum number of
secondary users while satisfying the quality of service
requirements. Achieving maximum network energy
efficiency (EE) while guaranteeing the fairness of EE
among cognitive users in the MaMIMO CRNs was
addressed in [18]. In [19], the problem of joint pilot

and data power allocation while guaranteeing EE was
investigated in the uplink of a MaMIMO CRN.
In contrast to the relatively extensive research that
has been individually done on the physical layer
security of MaMIMO systems and CRNs, the number
of papers that study this problem in the MaMIMO
CRNs is very limited [20] - [22]. In [20], secure
transmissions of the MaMIMO CRNs were provided
by exploiting linear precoders and artificial noise
generation in the presence of the passive multiantenna eavesdropper, and in [21] the system model
of [20] was studied in the case of pilot contamination
between the primary and secondary systems. Also,
intercepting the confidential downlink transmissions
of the primary and secondary systems along with the
uplink pilots contamination by the active
eavesdropper were investigated in [22].
In this paper, we study the problem of physical
layer security in the MaMIMO CRNs in the presence
of a smart jamming attack. In our work, we see the
system from the jammer’s point of view and try to
find the optimal attack that a smart jammer can design
to have the maximum subversive effect on the
performance of the legitimate system. Knowing these
attacks is essential for designing the countermeasure
techniques and make the systems more secure. We
assume that the smart jammer has some knowledge
about the legitimate network and uses this knowledge
to efficiently design its attack. The performance
metric is the EE of the secondary network. First, we
analytically derive the EE of the secondary network
and then use it as the objective of an optimization
problem that the jammer performs to optimally divide
its power between the training and data transmission
phases. The numerical simulations show the
effectiveness of the proposed jamming on decreasing
the EE of the CRN. The results also show that
increasing the number of antennas at both the primary
and secondary networks do not improve the
performance. In summary, our contributions are as
follows:
• We study the physical layer security of a
MaMIMO CRN in the presence of smart jamming
attacks.
• We design an optimal attack for a smart jammer
who has some information about the legitimate
network and use it to optimize its transmission.
• We analytically calculate the EE of a MaMIMO
CRN in the presence of a jamming attack.
• We formulate a power allocation problem to
optimally divide the power of the jammer among the
pilot and data transmission phases in the uplink
transmission.
• Since the resulting optimization problem is nonconvex, by utilizing relative entropy function and
some transformation in the constraint functions, we
form a convex optimization problem to be solved
efficiently by numerical methods.
The remaining of the paper is as follows. In
Section II, we introduce the system model. Analysis
of the uplink transmission and EE calculation are
given in Section III. Section IV is devoted to
formulate the power allocation problem and its
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solution. Numerical results and conclusions are
expressed in Sections V and VI, respectively.
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II.

SYSTEM MODEL

We study the uplink transmission of a timedivision duplex (TDD) multi-user MaMIMO CRN
with underlay spectrum sharing as illustrated in Fig. 1.
The number of users in the primary and secondary
systems are 𝐾 and 𝑀, respectively, and all of them are
single antenna users. Also, there is a primary base
station equipped with 𝑁𝑝 ≫ 1 antennas and a
secondary base station with 𝑁𝑠 ≫ 1 antennas in the
network. Although both 𝑁𝑝 and 𝑁𝑠 are very large
numbers, but the ratio between them is limited and
denoted by 𝛼. The channel coherence time is denoted
by 𝑇 in which the first 𝜏 symbols is devoted to
transmitting 𝜏-tuple mutual orthogonal pilot sequences
where 𝑚𝑎𝑥(𝐾, 𝑀) ≤ 𝜏 ≤ 𝑇 to estimate the channels
and the rest are used for transmitting data symbols.
The channel matrix between the primary users and
primary base station is shown by 𝑮 = 𝑯𝐺 𝑫𝐺 𝟏/𝟐 ,
where 𝑯𝐺 ∈ ℂ𝑁𝑝 ×𝐾 consists of i.i.d elements
distributed as 𝐶𝑁 ∼ (0,1) models the primary channel
small
scale
fading,
and
𝑫𝐺 =
𝑑𝑖𝑎𝑔(𝛽𝑔1 , 𝛽𝑔2 , . . . , 𝛽𝑔𝑘 , . . . , 𝛽𝑔𝐾 ) models the large scale
fading (i.e. path loss and shadowing) between the
primary users and the primary base station. The 𝑘th
column of 𝑮 denoted by 𝒈𝑘 is corresponding to the
channel of the 𝑘 th primary user. Similarly, for the
secondary system, 𝑭 = 𝑯𝐹 𝑫𝐹 𝟏/𝟐 shows the channel
matrix between the secondary users and the secondary
base station, where 𝑯𝐹 ∈ ℂ𝑁𝑠×𝑀 and 𝑫𝐹 =
𝑑𝑖𝑎𝑔(𝛽𝑓1 , 𝛽𝑓2 , . . . , 𝛽𝑓𝑚 , . . . , 𝛽𝑓𝑀 ) are defined similar to
their primary system counterparts. Moreover, the
channel of the 𝑚th secondary user is denoted by 𝒇𝑚
which is the 𝑚 th column of 𝑭 . Furthermore, 𝑽 ∈
ℂ𝑁𝑝 ×𝑀 is the channel matrix between the secondary
users and the primary base station whose 𝑚th column
of it is denoted by 𝒗𝑚 . Moreover, 𝑼 ∈ ℂ𝑁𝑠×𝐾 is the
channel matrix between the primary users and the
secondary base station whose 𝑘 th column of it is
denoted by 𝒖𝑘 .
As illustrated in Fig. 1, there is also a single
antenna jammer in the area that targets the secondary
system. The channel vectors between jammer and the
primary base station and secondary base station are
denoted by 𝒉𝑝 and 𝒉𝑠 , respectively. In this paper, we
like to find the worst case of the jamming attack to the
secondary system. To design the worst case jamming,
it is assumed that the jammer has some knowledge
about the secondary system and optimizes its attack
accordingly. This information includes the
transmission protocols (i.e. the length and starting time
of the pilot and data transmission phases) and also the
set of pilots that are employed by the secondary
system to estimate the channels. The jammer exploits
this information to optimally design its transmission
and make the maximum reduction to the sum EE of
the secondary system.

Figure 1. System Model.

III.

UPLINK TRANSMISSION AND EE CALCULATION

In this section, we analyze the signal transmission
in the network and derive the EE of the secondary
system in the presence of the jammer. The signal
transmission is performed in two phases namely pilot
phase and data transmission phase which are studied
in the following.
A. Pilot Transmission Phase
In the pilot transmission phase, each legitimate
user sends a pilot signal chosen from a pilot set to
estimate the channels. At the same time, the jammer
sends a pilot-like signal to creates pilot contamination
effects and to deteriorate the secondary user channel
estimation. Although the jammer is aware of the
transmission protocol and the set of secondary’s pilot
sequences, it has no information about the specific
pilot assigned to each secondary user at each time
slot. Therefore, the jammer sends a linear
combination of all the secondary’s pilot sequences. It
has been proved that this is the best strategy that a
jammer can adopt in massive MIMO systems [7].
The pilot sequences of the primary and secondary
systems are denoted by 𝚽𝑝 ∈ ℂ𝜏×𝐾 and 𝚽𝑠 ∈ ℂ𝜏×𝑀 ,
respectively. 𝝓𝐩

𝐤

is the 𝑘 th column of 𝚽𝑝 that

denotes the 𝑘 th primary user’s pilot sequence and
𝝓𝐬 is the 𝑚th column of 𝚽𝑠 that denotes the 𝑚th
𝐦

secondary user’s pilot sequence. The received signal
at the secondary base station is
𝒀𝑡𝑠 =

𝑇
𝑇
𝑇
√𝜏𝑝𝑡𝑠 𝑭 𝚽𝑠 + √𝜏𝑝𝑡𝑝 𝑼 𝚽𝑝 + √𝑞𝑡 ℎ𝑠 𝝓𝑗 + 𝑾,

(1)
where 𝑝𝑡

𝑠

, 𝑝𝑡𝑝 and 𝑞𝑡 are the average pilot

transmission powers of each secondary user, each
primary user and the jammer, respectively. Moreover,
𝑾 ∈ ℂ𝑁𝑠×𝑀 is
circularly-symmetric
complex
Gaussian noise matrix at the secondary base station

4
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with i.i.d. 𝐶𝑁 ∼ (0,1) elements, and 𝝓𝐣 = ∑𝑀
𝑚=1 𝝓𝐬𝐦
is the pilot sequence of the smart jammer.
Considering equation (1) and by assuming that all
pilot sequences are orthogonal, i.e. 𝚽𝑝 𝐻 𝚽𝑝 =
𝑰𝐾 , 𝚽𝑠 𝐻 𝚽𝑠 = 𝑰𝑀 , 𝚽𝑝 𝐻 𝚽𝑠 = 𝟎, and using minimum
mean squared error (MMSE) estimation, the
estimation of the 𝑚 th secondary user channel, 𝒇𝑚 ,
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̂ 𝑚 is equal to
denoted by 𝒇
1

̂𝑚 =
𝒇

√𝜏𝑝𝑡𝑠

𝒀𝑡𝑠 𝝓∗𝐬

𝐦

𝑚

𝐻

𝑞𝑡 𝛽ℎ

𝑠

𝑡𝑠 𝛽𝑓𝑚

+

1
𝜏𝑝𝑡 𝛽𝑓
𝑠 𝑚

) .

(2)

𝜏𝑝𝑡 𝛽2𝑓
𝑠 𝑚

𝑡𝑠 𝛽𝑓𝑚 +𝑞𝑡 𝛽ℎ𝑠 +1

𝑰𝑁𝑠 .

(3)

B. Data Transmission Phase
After pilot transmission and channel estimation in
the pilot phase, in the data transmission phase, the
users transmit their signals to the base stations. At the
same time, the jammer produces a noise-like
adversary signal and transmits it to the base stations.
By using linear decoding at the secondary system, the
resulting signal at the secondary base station is
obtained as
𝒚𝑑 = 𝑨𝐻 (√𝑝𝑑 𝑭𝒙 + √𝑝𝑑 𝑼𝒛 + √𝑞𝑑 𝒉𝑠 𝑠 + 𝒘), (4)
𝑠

𝑠

𝑝

where 𝑨 ∈ ℂ𝑁𝑠×𝑀 denotes linear detector at the
secondary base station which depends on the
secondary estimated channel. 𝑝𝑑 , 𝑝𝑑 and 𝑞𝑑 are the
𝑠

𝑝

average data transmission powers of each secondary
user, each primary user and the jammer, respectively.
𝒙 ∈ ℂ𝑀×1 and 𝒛 ∈ ℂ𝐾×1 respectively denote the
normalized symbol vectors transmitted by the
secondary and primary users. 𝑠 and 𝒘 ∈ 𝐶𝑁(0, 𝐼Ns )
signify the normalized symbol of the jammer and a
circularly-symmetric complex Gaussian noise at the
secondary base station, respectively. The 𝑚 th
elements of the vector 𝒚𝑑 in (4) is
𝑠

𝑦𝑚
𝑑𝑠

=

√𝑝𝑑𝑠

𝒂𝐻
𝑚

To obtain a closed-form solution of the 𝑆𝐸𝑚 , we
have used a lower bound of it as [23]

𝜏
𝑆𝐸𝑚 ≥ 𝑆𝐸𝑚 ≜ (1 − ) log 2 (1 + 𝔼(𝑆𝐼𝑁𝑅𝑠𝑚 )).
𝑇

(7)

(1 + 𝜏𝑝

} = 𝜏𝑝

𝒇𝑚 𝑥𝑚 +

𝑀

∑ √𝑝𝑑𝑠 𝒂𝐻𝑚 𝒇𝑖 𝑥𝑖

Since the desired signal is independent of
interference and noise signals, 𝔼(𝑆𝐼𝑁𝑅𝑠𝑚 ) of the 𝑚th
secondary user can be presented in equation (8) which
can be obtained using the maximum ratio combining
(MRC) detector in both primary and secondary base
stations.

𝔼(𝑆𝐼𝑁𝑅𝑠𝑚 )

.

+ ∑ √𝑝𝑑𝑝

𝒂𝐻
𝑚

𝐻
𝒖𝑘 𝑧𝑘 + √𝑞𝑑 𝒂𝐻
𝑚 𝒉𝑠 𝑠 + 𝒂𝑚 𝒘,

=

2
𝑝𝑑𝑠 .|𝔼{𝒇̂𝐻
𝑚 𝒇𝑚 }|

Δ

,

2
2
̂𝐻
̂𝐻
Δ = 𝑝𝑑𝑠 ∑𝑚
𝑖=1 𝔼 {|𝒇𝑚 𝒇𝑖 | } − 𝑝𝑑𝑠 |𝔼{𝒇𝑚 𝒇𝑚 }| +
.

2

2

̂𝐻
̂𝐻
𝑝𝑑𝑝 ∑𝐾
𝑘=1 𝔼 {|𝒇𝑚 𝒖𝑘 | } + 𝑞𝑑 𝔼 {|𝒇𝑚 𝒉𝑠 | } +
.

2
𝔼{||𝒇̂𝐻
𝑚 || }.

Moreover, the uplink power consumption of each
secondary can be expressed as [19]
1 𝜏
𝜏
𝑃𝐶 = ( 𝑝𝑡𝑠 + (1 − ) 𝑝𝑑𝑠 ) + 𝑃𝑐 ,
(9)
𝜖 𝑇

𝑇

where 𝜖 denotes the efficiency of power
amplifiers at the secondary users and 𝑃𝑐 signifies the
constant circuit operational expenditures during the
uplink transmission. By using equations (6) - (9), the
sumEE is obtained as in (10). It should be noted that
for simplifying equation (8), we have used the
channel independence, the Normal distribution
2
properties, resulting in 𝔼 {||𝑓𝑚 || } = 𝑁𝑠 𝛽𝑓𝑚 and
4

𝔼 {||𝑓𝑚 || } = 𝑁𝑠 (𝑁𝑠 + 2)𝛽𝑓2𝑚 . Furthermore, by using
equations (2) and (3) we have
𝜏
𝑇
𝜏
𝜏
( 𝑝 +(1− )𝑝𝑑𝑠 )+𝑃𝑐
𝜖 𝑇 𝑡𝑠
𝑇
2
𝑁𝑠 𝛽𝑓𝑚
Δ′

(1− )

𝑠𝑢𝑚𝐸𝐸 = (1

∑𝑀
𝑚=1 log 2 (1 +

)×

),

(10)

𝑘=1

.

(5)
where 𝒂𝑚 is the 𝑚 th column of 𝑨 and the first
term in the RHS of (5) is the desired signal and the
other terms are considered as interference plus noise.
The secondary’s sum EE (sumEE) is equal to the
summation of the EE of each secondary user, and the
EE of each secondary user is defined as the ratio of its
𝜏
spectral efficiency (SE=(1 − 𝑇)𝔼(log 2 (1 + SINR))) and
power consumption as [19]

𝐸𝐸𝑚 =

𝑆𝐸𝑚
.
𝑃𝐶

(6-a)

(8)

where

𝑖=1,𝑖≠𝑚
𝐾

(6-b)

−1

̂ 𝑚 is obtained as
Moreover, the covariance matrix of 𝒇
̂ 𝑚 𝒇̂ 𝑚
𝐶𝒇̂ = 𝔼{𝒇

𝑠𝑢𝑚𝐸𝐸 = ∑𝑀
𝑚=1 𝐸𝐸𝑚

where
Δ′ = (𝛽𝑓 +
𝑚

𝑝𝑑

𝑝

𝑝𝑑

𝑠

𝜏𝑝𝑡

𝑠

+

𝑠

1
𝜏𝑝𝑡

∑𝐾𝑘=1 𝛽𝑢 ) + 𝛽2𝑓 +
𝑘
𝑚

𝛽ℎ

𝑞𝑡
𝜏𝑝𝑡

𝑞𝑡 𝛽ℎ

𝑠

1

𝑠

) (∑𝑀𝑖=1 𝛽𝑓 + +
𝑝
𝑖

𝑞𝑑
𝑝𝑑

(𝑁𝑠 + 2)𝛽2ℎ + 𝑠 ).
𝑠
𝜏𝑝
𝑡𝑠

𝑠

(𝛽ℎ𝑠 𝛽𝑓 +
𝑚

𝑑𝑠

5
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IV.

POWER ALLOCATION PROBLEM FORMULATION

In this section, we intend to investigate the
optimal jamming attack which imposes the most
destructive effect on the sumEE of the legitimate
network. For this aim, the jammer optimally allocates
its power budget to attack the training and data
transmission phases. This power allocation is an
optimization problem in which the objective is to
minimize the maximum sumEE of the secondary
system. By defining
𝑎𝑚 = 𝛽2𝑓 + 𝛽𝑓
𝑚

𝑑𝑚 =

𝑚
∑𝑀
𝑖=1 𝛽𝑓
𝑖
0

𝜏

𝑦

summation of the relative entropies are convex [24].
By defining

(∑𝑀𝑖=1 𝛽𝑓 ),
𝑖

.

(𝑝𝑑𝑝 ∑𝐾𝑘=1 𝛽𝑢𝑘 + 1),

𝑏𝑚 = 𝛽𝑓
𝑐𝑚 =

𝑚

power budget of the jammer. Finally, 𝐶5 constrains
that all powers be positive.
The 𝑚𝑖𝑛 − 𝑚𝑎𝑥 optimization problem in (11) is a
non-convex problem. Thus, we first propose a convex
form for the 𝑚𝑎𝑥 part of (11) by some approximation
(i.e. we define some auxiliary variables and calculate
their bounds), and then use numerical methods to
solve it. To calculate the approximated-convex form
of the 𝑚𝑎𝑥 part of (11), we use the relative entropy
𝑥
function, i.e.𝑥log . The relative entropy function and

𝐴=

.

,

𝛽ℎ ∑𝑀
𝛽𝑓
𝑠 𝑖=1
𝑖
0
𝜏

1
1 𝜏
𝜏
( 𝑝 + (1 − ) 𝑝𝑑𝑠 ) + 𝑃𝑐
𝜖 𝑇 𝑡𝑠
𝑇

𝐵𝑚 = 𝑎𝑚 𝑝𝑡 𝑝𝑑 + 𝑏𝑚 𝑝𝑡 + 𝑐𝑚 𝑝𝑑 + 𝑑𝑚 𝑝𝑑 𝑞𝑡
𝑠

𝑠

𝑓𝑚 =

𝜏
𝛽ℎ

𝑔𝑚 =
ℎ𝑚 =
𝑖𝑚 =

𝛽ℎ
𝜏

𝑠

(𝑝𝑑 ∑𝐾𝑘=1 𝛽𝑢 +1)
𝑝
𝑘

0

𝜏

And calculating the upper bounds of them, we can
formulate the convex form of the 𝑚𝑎𝑥 part of (11) as
follows

,

we formulate a 𝑚𝑖𝑛 − 𝑚𝑎𝑥 optimization problem
for jammer power allocation as (11).

𝑀

𝜏

max

(1 − ) ∑ 𝐴 log2 (

𝑠

𝑚=1

𝑠

𝑠. 𝑡.

𝑇

𝐶 1 : 𝑝 𝑑 . 𝑁𝑝 ∑ 𝛽 𝑣
𝑠

𝑚

𝑚

min max

𝑞𝑡 ,𝑞𝑑 𝑝𝑡𝑠 ,𝑝𝑑𝑠

𝜏
𝑇
1 𝜏
𝜏
( 𝑝 +(1− )𝑝𝑑𝑠 )+𝑃𝑐
𝜖 𝑇 𝑡𝑠
𝑇

∑𝑀
𝑚=1

𝐾
𝐶1 : 𝑝𝑑𝑠 . 𝑁𝑝 ∑𝑀
𝑚=1 𝛽𝑣𝑚 ∑𝑘=1

𝑠. 𝑡.

𝐶2 :

𝑁𝑠 𝛽𝑓2𝑚 𝑝𝑡𝑠 𝑝𝑑𝑠
∆′′

,

𝐷 = 𝑝𝑡𝑠 𝑝𝑑𝑠 ,

(𝑝𝑑 ∑𝐾𝑘=1 𝛽𝑢 +1)
𝑝
𝑘

𝐵𝑚

𝑝𝑡 ,𝑝𝑑 ,𝐴,𝐶𝑚

(1− )

𝑠

,

,
0

𝑠

𝑚

𝐶𝑚 =

,

𝜏
𝑠

𝑠

(𝐵𝑚 + 𝑁𝑠 𝛽2𝑓 𝑝𝑡𝑠 𝑝𝑑𝑠 ) 𝐴

𝑚

𝑠

𝑠

+𝑒𝑚 𝑝𝑡𝑠 𝑞𝑑 + 𝑓𝑚 𝑞𝑑 𝑞𝑡 + 𝑔𝑚 𝑞𝑡 + ℎ𝑚 𝑞𝑑 + 𝑖𝑚 ,

,

𝑒𝑚 = 𝛽ℎ 𝛽𝑓 ,
𝛽2ℎ (𝑁𝑠 +2)

,

log 2 (1 +

𝑁𝑠 𝛽𝑓2𝑚 𝑝𝑡𝑠 𝑝𝑑𝑠

𝜏𝑝𝑡𝑝 𝛽𝑔2𝑘
𝜏𝑝𝑡𝑝 𝛽𝑔𝑘 +𝑞𝑡 𝛽ℎ𝑝 +1

∆′′

)

𝑘

≥ 𝛾𝑚 , ∀ 𝑚: 1, ⋯ , 𝑀

𝐶3 : 𝜏𝑝𝑡𝑠 + (𝑇 − 𝜏)𝑝𝑑𝑠 ≤ 𝐸𝑠𝑚𝑎𝑥 ,
𝐶4 : 𝜏𝑞𝑡 + (𝑇 − 𝜏)𝑞𝑑 = 𝑄𝑇,
𝐶5 : 𝑝𝑡𝑠 ≥ 0, 𝑝𝑑𝑠 ≥ 0, 𝑞𝑡 ≥ 0, 𝑞𝑑 ≥ 0,

(11)
where
∆′′ = 𝑎𝑚 𝑝𝑡 𝑝𝑑 + 𝑏𝑚 𝑝𝑡 + 𝑐𝑚 𝑝𝑑 + 𝑑𝑚 𝑝𝑑 𝑞𝑡 +
𝑠
𝑠
𝑠
𝑠
𝑠

𝑒𝑚 𝑝𝑡 𝑞𝑑 + 𝑓𝑚 𝑞𝑑 𝑞𝑡 + 𝑔𝑚 𝑞𝑡 + ℎ𝑚 𝑞𝑑 + 𝑖𝑚 .
𝑠

The constraints of (11) are as follows. 𝐶1 presents
the primary interference condition, where Γ is the
primary interference threshold, 𝐶2 specifies the
quality of service constraint of each secondary user in
which 𝛾𝑚 is the minimum SINR of the 𝑚th secondary
user. 𝐶3 represents the energy budget condition of
each secondary user, where 𝐸𝑠𝑚𝑎𝑥 is the maximum
allowed total energy for each secondary user. 𝐶4
denotes the total energy of the jammer, where 𝑄 is the

𝐴

)
𝜏𝑝𝑡 𝛽2𝑔
𝑝

𝑘

𝜏𝑝𝑡 𝛽𝑔 + 𝑞𝑡 𝛽ℎ + 1
𝑝

𝑘

≤ Γ,

𝑝

𝐶2 : (𝑁𝑠 𝛽2𝑓 − 𝛾𝑚 𝑎𝑚 )𝐷 ≥
𝑚

𝛾𝑚 (𝑏𝑚 𝑝𝑡 + 𝑐𝑚 𝑝𝑑 + 𝑑𝑚 𝑝𝑑 𝑞𝑡 + 𝑒𝑚 𝑝𝑡 𝑞𝑑
𝑠

≤ Γ,

∑

𝐶𝑚

𝑠

𝑠

𝑠

+𝑓𝑚 𝑞𝑑 𝑞𝑡 + 𝑔𝑚 𝑞𝑡 + ℎ𝑚 𝑞𝑑 + 𝑖𝑚 ), ∀ 𝑚: 1, ⋯ , 𝑀
𝐶3 : 𝜏𝑝𝑡 + (𝑇 − 𝜏)𝑝𝑑 ≤ 𝐸𝑠𝑚𝑎𝑥 ,
𝑠

𝑠

𝐶4 : 𝐴 ≤ 𝑎, 𝐷 ≤ 𝑑, 𝐶𝑚 ≤ 𝑐′𝑚 ,
𝐶5 : 𝑝𝑡 ≥ 0, 𝑝𝑑 ≥ 0,
𝑠

𝑠

(12)

where 𝑎, 𝑑 and 𝑐′𝑚 are the upper bounds of 𝐴, 𝐷
and 𝐶𝑚 , respectively. The objective function in the
maximization problem in (12) is a concave function,
since it is a negative convex function. Furthermore,
all the constraints in (12) are convex. Therefore, (12)
is a convex optimization problem and we use CVX
toolbox of MATLAB to solve it. Finally to obtain the
optimal powers of the jammer, we find the solution of
(12) for a finite set of pairs (𝑞𝑡 , 𝑞𝑑 ) satisfying
𝑞𝑡 , 𝑞𝑑 ≥ 0 and 𝜏𝑞𝑡 + (𝑇 − 𝜏)𝑞𝑑 = 𝑄𝑇 , and choose
the pair which results in the minimum value for the
solution of (12). Note that the aforementioned set is a
𝑄𝑇
set with a cardinality of 𝒩 =
, where Δ𝑞𝑡 is the
𝜏Δ𝑞𝑡

step size of discretization of the valid interval of 𝑞𝑡 ,
and therefore our search is computationally
affordable.
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V.

NUMERICAL RESULTS

In this section, the performance of the MaMIMO
CRN under the proposed jamming attack is
investigated. The parameters that we use in this
section have been presented in Table I1.
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TABLE I.

PARAMETERS.

Parameter
Channel coherence time (T)
Length of the pilot sequences (𝜏)
Number of primary users (K)
Number of secondary users (M)
Ratio between 𝑁𝑝 and 𝑁𝑠 (𝛼)
Maximum energy for secondary users (𝐸𝑠𝑚𝑎𝑥 )
Power budget of each primary user (P)
Minimum SINR of each secondary user (𝛾𝑚 )
Interference threshold of the primary system ( Γ)
Efficiency of power amplifiers (𝜖)
Constant circuit operational expenditures (𝑃𝑐 )

Value
200
20
5
10
1
1000 j
10 dB
-10 dB
10 dBw
0.4
-10 dBw

We define 𝜌 and 𝜁 as the ratio of the training
phase energy to the total energy for any primary user
and the jammer, respectively. Therefore, we have
𝑝𝑡 =
𝑝

𝑞𝑡 =

𝜌.𝑃.𝑇

𝜏
𝜁.𝑄.𝑇
𝜏

,

,

𝑝𝑑 =
𝑝

𝑞𝑑 =

(1−𝜌).𝑃.𝑇

(𝑇−𝜏)
(1−𝜁).𝑄.𝑇
(𝑇−𝜏)

.

,

𝐸𝑥𝑝𝑒𝑟𝑖𝑚𝑒𝑛𝑡 2: In this experiment, we investigate
that the value of 𝜁 that obtained from Fig. 3. of
experiment 1, is the optimal value for a given number
of antennas or not. For this aim, we consider the
impact of some values of 𝜁 on sumEE of the
secondary system. As shown in Fig. 4., the sumEE of
the secondary system with the value of 𝜁, obtained
from Fig. 3. for any given number of antennas at the
secondary base station has the most destructive
impact on the MaMIMO CRN network and can be
used for optimal jamming attacks. Thus, our proposed
convexify solution has good performance to solve the
optimization problem for design a destructive
jamming attack.
𝐸𝑥𝑝𝑒𝑟𝑖𝑚𝑒𝑛𝑡 3: In this experiment, we consider the
effect of increasing the jammer’s power budget on the
sumEE of the secondary system. Fig. 5. shows that by
increasing 𝑄 , the sumEE of the secondary system
tends to zero for any value of 𝜌. Thus, as expected, if
the jammer attacks the MaMIMO CRNs with higher
power budgets, it can more effectively degrade the
performance of the secondary system. Also, we see
that for small values of 𝑄, larger values of 𝜌 results in
larger sumEE of the secondary system.

(13-a)
(13-b)

In the following, we present three experiments to
study the performance of the system model.
𝐸𝑥𝑝𝑒𝑟𝑖𝑚𝑒𝑛𝑡 1: In this experiment, we study the
effect of increasing the number of secondary base
station antennas, 𝑁𝑠 , on the sumEE of the secondary
system and 𝜁. As illustrated in Fig. 2, by increasing
𝑁𝑠 , the sumEE of the secondary system decreases for
any value of 𝜌 . This means that, surprisingly by
increasing the number of antennas at the secondary
base station, the smart jammer can more successfully
degrade the secondary system performance. Also,
from Fig. 2, we see that varying the value of 𝜌
slightly affects the sumEE of the secondary system in
each 𝑁𝑠 . Also, we see that in the large number of 𝑁𝑠 ,
different energy allocation at the primary users does
not affect the sumEE. It means that in the MaMIMO
CRN, the jammer does not need any information
about the primary system.
According to Fig. 3., for small numbers of
secondary base station’s antennas the jammer should
allocate more energy to jam the data transmission
phase especially in lower 𝜌, and as the number of
secondary base station’s antennas increases, the
jammer’s optimal energy allocation ratio tends to a
fixed value which is 0.45. This means that, the
jammer requires no preprocessing for finding the
optimal energy allocation ratio in the case of jamming
MaMIMO CRN and only needs to have a constant
energy allocation ratio.

1
Due to the variance of the noise is normalized to one, the power
budget of each primary user and the jammer, denoted by 𝑃 and 𝑄,
respectively is measured in dB and, therefore, dimensionless.

Figure 2. Sum energy efficiency (sumEE) of the secondary
system versus the number of secondary base station antennas (𝑁𝑠 )
in different values of energy allocation ratio of the primary system
(𝜌) (with Q=10dB).

Figure 3. Optimal energy allocation ratio of the jammer (𝜁) versus
the number of secondary base station antennas (𝑁𝑠 ) in different
values of energy allocation ratio of the primary system (𝜌) (with
Q=10dB).
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