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Abstract—In the past few years, the design of RFID authentication protocols in accordance with the EPC Class-1 

Generation-2 (EPC C1 G2) standards, has been one of the most important challenges in the information security 

domain. Although RFID systems provide user-friendly services for end-users, they can make security and privacy 

concerns for them. In this paper we analyze the security of an RFID mutual authentication protocol which is based on 

EPC Class-1 Generation-2 standard and proposed in 2013. The designers of protocol claimed that their protocol is 

secure against different security attacks and provides user privacy. In this paper, we show that unlike their claims, their 

protocol is not secure against most of the security attacks such as replay attack, the tag’s ID exposure, and the spoofing 

attacks. As a result, their protocol cannot provide security of RFID users in different authentication applications. 

Finally, in order to prevent the aforementioned attacks and overcome all the existing weaknesses, we apply a 

modification in the updating procedure of the protocol and propose a strengthened version of it.  

Keywords-Security and Privacy;RFID Authentication protocols; EPC Class-1 Generation-2 standards. 

 

 
I. INTRODUCTION 

Radio Frequency Identification (RFID) technology 
is increasingly becoming part of our life. This 
technology is essential underlying technology found in 
almost every authentication applications such as access 
control systems, e-passport, public transportation 
passes, anti-theft cars and etc. [1]-[2]. Furthermore, 
RFID is a key enabler of the future Internet of Things 
(IoT) and it has a great economical potential. 

RFID technology allows automatic identification of 

objects with the help of a low cost small electronic 
chip, called “tag” or “smart tag”. RFID tags are 
"smarter" than the widely known barcodes, which 
makes RFID easier to use and more efficient than 
barcodes. The data stored on this “smart tag” can be 
read by wireless devices, called RFID readers. 
Generally, RFID systems are composed of three main 
parts, that third part called back-end server. All 
information and secret values of all tags are stored in 
the back-end server. The reader is located among the 
tag and the back-end server and exchanges data 
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between them. According to the power of tags, they 
classified to passive tags, semi-passive tags and active 
tags. Passive tags do not have supplies power for their 
computational, and electrical field that generated by 
the reader supplies their needed power. Tags are called 
semi-passive if they have battery for their internal 
circuitry runs. Note that semi-passive tags do not use 
their power for communication and the reader provides 
their communications power. In the last group, all 
needed energy for both internal circuitry run and 
communication supply by battery [3]-[4]. 

In the last few years different RFID authentication 
protocols in accordance with EPC C1 G2 have been 
proposed [5]-[9]. In 2007, Chien and Chen [5] 
proposed an improved authentication protocols for 
RFID EPC C1 G2 tags. In 2010, Yeh et al. [6] analyzed 
the security and the privacy of Chien and Chen’s 
protocol and proposed a strengthened version of their 
protocol that is based on EPC C1 G2 standard. In 2011, 
Habibi et al. investigated Yeh et al.’s protocol against 
different security and privacy attacks [7]. Habibi et al. 
showed that Yeh et al.’s protocol suffers from Reveal 
secret parameters, impersonation attacks, DoS attack 
and also it does not provide user privacy [7]. Another 
one of the newest protocol in this family is Pang et al.’s 
protocol that proposed recently in [8].  

In this paper, we will study the security of Pang et 
al.’s protocol and it will be shown that unlike their 
claims, their protocol have some vulnerabilities and is 
not secure against most of attacks such as the replay 
attack, the tag’s ID exposure, the spoofing attack. 

The rest of this paper is organized as follows: section 
II, describes some RFID protocol threats. These threats 
will be used at subsequent sections for security 
analyzes. Review of Pang et al.’s protocol provided in 
section III. In section IV, vulnerabilities of Pang et 
al.’s protocol described. Finally, conclusions are 
drawn in Section V. 

II. RFID PROTOCOL THREATS 

In RFID systems and their applications, security 
problem is one of the most important challenges. In this 
section, we briefly investigate some of the attacks and 
threats that RFID systems are vulnerable to them. Some 
of these attacks and threats as following 

A. Information Leakage 

In RFID systems, when the tag and the reader want 
to send message to each other, if the channel between 
the tag and the reader not be insecure, this communicate 
can be eavesdrop by adversary. Therefore, this is more 
important that the designed authentication protocol be 
secure against eavesdropping. Namely, the sent data 
between the tag and the reader should not leak any 
information to nobody [10], [11] . 

B. Replay attack 

Replay attack occurs when an attacker tries to 
obtain transmitted message or messages between the 
tag and the reader using eavesdropping. Consequently, 
after obtaining the messages by attacker, attacker 
replays it for the tag or the reader. In other word, the 
attacker uses obtained messages for impersonate a 
legitimate reader or a legitimate tag [12]. 

C. Denial-of-Service attack 

Message blocking attack or Denial-of-Service 
(DoS) attack is one of the different attacks on RFID 
systems. In this case, the attacker tries to block sent 
messages between the tag and the reader. DoS attack 
causes de-synchronization between the tag, the reader 
and the back-end server and de-synchronization makes 
the back-end server and the tag could not recognize 
each other in the next steps [13]-[14] 

D. Tag impersonation attack 

Tag impersonation attack occurs when an attacker 
is between a reader and tags, and the attacker tries to 
impersonate a reader to receive response from tag. The 
attacker does this work by sending an impersonated 
query to the tag. Then, an attacker sends the obtained 
response to the reader to impersonate the tag [10], [15]. 

III. REVIEW OF PANG ET AL.’S PROTOCOL 

In 2013, Pang et al. [8] proposed a mutual 
authentication protocol for RFID systems which is 
conforming to the EPC C1 G2 standards. In this section, 
we aim to review their protocol which will be 
cryptanalyzed in the next section. In review procedure, 
in order to simply and prevent confusing, the notations 
of original paper are used that are reported in Table I. 

TABLE I.  THE NOTATIONS 

 

Notation 
 

Description 

𝐄𝐏𝐂𝒔 
A 96-bit EPC code that build by XORing six 16-

blocks of the EPC code.  

𝐊𝒊 
The authentication key stored in the tag for 

database to authenticate the tag at the (𝑖 + 1)th 
authentication phase 

𝐏𝐢 
The access key stored in the tag for the tag to 

authenticate the database at the (𝑖 + 1)th 
authentication phase 

𝐂𝐢 
The database index stored in the tag to find the 

corresponding record of the tag in the database. 

RID The reader identification number 

𝐊𝐨𝐥𝐝 The old authentication key stored in the database 

𝐊𝐧𝐞𝐰 The new authentication key stored in the database 

𝐂𝐨𝐥𝐝 The old database index stored in the database 

𝐂𝐧𝐞𝐰 The new database index stored in the database 

𝐃𝒊 
The detailed information of the tag stored in the 

database 

(. )′ For second run of protocol 

𝐇(. ) Hash function 

𝓐 An attacker 

𝐑 The legitimate reader 

𝐓 The legitimate Tag 

⊕ Bitwise XOR 

∥ Concatenation operation 

𝐀 ⊕ 𝐁 Message A is XORed with message B 

𝐀 → 𝐁 A forwards a message to B 
 

    In Pang et al.’s protocol, the reader and the back-
end server exchange data over a secure channel but the 
channel between the tag and the reader is not secure.  
Pang et al.’s protocol consists of two phases that can be 
described as follows (Shown in Fig. 1) 

E. Initialization phase  

In this phase, the values of [𝐾𝑜𝑙𝑑 , 𝐶𝑜𝑙𝑑, 𝐾𝑛𝑒𝑤 , 𝐶𝑛𝑒𝑤, 
𝐸𝑃𝐶𝑠, 𝐷𝑖] that preloaded in the back-end server, set to 
initial values of 𝐾0 and 𝐶0 that generated randomly by 
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the manufacturer, 𝐾𝑜𝑙𝑑 = 𝐾𝑛𝑒𝑤 = 𝐾0 , 𝐶𝑜𝑙𝑑 = 𝐶𝑛𝑒𝑤 =
𝐶0. Also, the values of [𝐾𝑖, 𝐶𝑖, 𝐸𝑃𝐶𝑠] that preloaded in 
the tag, sets to 𝐾0  and 𝐶0  that stored in the back-end 
server, 𝐾𝑖 = 𝐾0 and 𝐶𝑖 = 𝐶0. 

F. Authentication phase  

In this phase, the authentication will be done in five 
steps. The stages can be expressed as follows, 

1) Reader→Tag: The reader generates a random 
number 𝑁1, and sends it to the tag. 

2) Tag → Reader: The tag generates a random 
number 𝑁2 , and computes 𝑀1 = 𝐸𝑃𝐶𝑆 ⊕ 𝑁1 ⊕ 𝐾𝑖 , 
𝐶𝑁2 = 𝑁2 ⊕ 𝑃𝑅𝑁𝐺(𝐾𝑖) , and 𝑀2 = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑆 ⊕
𝑁2 ⊕ 𝐶𝑖) ⊕ 𝐾𝑖 and forward them to the reader.  

3)  Reader → Back-end server: The reader 
receives the transmitted messeges from the tag and 
forwards (𝐶𝑖, 𝑀1, 𝐶𝑁2, 𝑀2, 𝑁1)  to the back-end 
server. After receiving messages from the reader, the 
back-end server performs the following steps,  

a) Using the received 𝐶𝑖 , the back-end server 
retrieves the database for  matching 𝐶𝑖 with 𝐶𝑜𝑙𝑑 or 
𝐶𝑛𝑒𝑤 and picks up 𝐸𝑃𝐶𝑆 of the original tag. Then, 
the back-end server computes 𝐾𝑖 by 𝐾𝑖 = 𝐸𝑃𝐶𝑆 ⊕
𝑁1 ⊕ 𝑀1 . If 𝐾𝑖 = 𝐾𝑜𝑙𝑑 , or 𝐾𝑛𝑒𝑤 , the back-end 
server obtains 𝑁2 = 𝐶𝑁2 ⊕ 𝑃𝑅𝐼𝑁𝐺(𝐾𝑖)  and 
checks whether 𝑀2 ⊕ 𝐾𝑖 = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑠 ⊕ 𝑁2 ⊕
𝐶𝑖)  or not. This process will continue until a 
matched tag be founded. Otherwise, the reader 
receives error message from the back-end server 
and the protocol aborts. 

4) Back-end server → Reader: This phase can be 
summarized as follows, 

a) After successful authentication, the back-end 
server computes 𝑀3 = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑠 ⊕ (𝑁2 ≫ 𝑙 4⁄ )) ⊕
𝐾𝑖, and forwards (𝐷𝑖 , 𝑀3) to the reader. 

b) The back-end server updates the secret values 
as follows,  

                𝐶𝑖𝑜𝑙𝑑 ← 𝐶𝑖 

 𝐶𝑖𝑛𝑒𝑤 ← 𝑃𝐸𝑁𝐺(𝑁1 ⊕ 𝑁2) ⊕ 𝐾𝑖 

                𝐾𝑖𝑜𝑙𝑑 ← 𝐾𝑖  

               𝐾𝑖𝑛𝑒𝑤 ← 𝐾𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄ ). 

5) Reader→Tag: The reader receives (𝐷𝑖 , 𝑀3) and 
forwards 𝑀3  to the tag. Then, the tag computes 
𝐶𝑅𝐶(𝐸𝑃𝐶𝑠 ⊕ (𝑁2 ≫ 𝑙 4⁄ )) ⊕ 𝐾𝑖  and checks that 
𝑀3 ⊕ 𝐾𝑖 = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑠 ⊕ (𝑁2 ≫ 𝑙 4⁄ )) or not. 

If they were equal, the tag authenticates the back-end 
server successfully and updates as following 

𝐶𝑖 ← 𝑃𝐸𝑁𝐺(𝑁1 ⊕ 𝑁2) ⊕ 𝐾𝑖  

𝐾𝑖 ← 𝐾𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄ ) 

Otherwise, the tag stops the session and the protocol 
aborts. 

II.  ATTACKS AND IMPROVEMENTS ON PANG ET AL.’S 

PROTOCOL 

In [8], Pang et al. claimed that their protocol 
provide security of RFID users. In this section, the 
security of Pang et al.’s protocol is investigated and it 
is shown that their protocol have some weaknesses and 
suffers from replay, DoS, tag impersonation and reader 
impersonation attacks. Finally, in order to remove these 
weaknesses and enhancing the security of pang et al.’s 
protocol, the updating of their protocol is modified.     

A. Reveal 𝐸𝑃𝐶𝑆  

In Pang et al.’s protocol, it is referred that 𝐸𝑃𝐶𝑆 is 
constructed from XORing six 16-bit blocks of EPC 
code, thus the length of 𝐸𝑃𝐶𝑆  is 16-bit. Since in 
authentication phase of protocol, 𝑀1 = 𝐸𝑃𝐶𝑆 ⊕ 𝑁1 ⊕
𝐾𝑖, consequently it can be concluded that the length of 
𝑁1, 𝐾𝑖 and 𝐸𝑃𝐶𝑆 are the same. In Pang et al.’s protocol, 
short length of 𝐸𝑃𝐶𝑆 and being fix in all rounds, is one 
of the weaknesses of their protocol that can be used to 
get 𝐸𝑃𝐶𝑆. In this way, the attacker can eavesdrop two 
sessions of protocol, then by some calculations, it can 

 

Fig. 1. Pang et al.’s protocol [8]. 
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obtain 𝐸𝑃𝐶𝑆 . This attack consists of three stages as 
follows, 

Stage 1) The attacker eavesdrops one successful 
session of protocol and saves the exchanged messages 
between the reader, the target tag and the back-end 
server, including (𝐶𝑖 , 𝑀1, 𝐶𝑁2, 𝑀2, 𝑁1, 𝑀3).    

Stage 2) The attacker plays the role of the reader 
and sends 𝑁1  to the target tag and receives 
(Ci+1, 𝑀1

′ , 𝐶𝑁2
′, 𝑀2

′ ) . Then it performs following 
operations, 

                  𝑀1 = 𝐸𝑃𝐶𝑆 ⊕ 𝑁1 ⊕ 𝐾𝑖 

𝑀1
′ = 𝐸𝑃𝐶𝑆 ⊕ 𝑁1 ⊕ 𝐾𝑖+1 

where 𝐾𝑖+1 = 𝐾𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄ ), then 

𝑀1 ⊕ 𝑀1
′ = 𝐸𝑃𝐶𝑆 ⊕ 𝑁1 ⊕ 𝐾𝑖 ⊕ 𝐸𝑃𝐶𝑆 ⊕ 𝑁1 ⊕ 𝐾𝑖+1 

                  = 𝐾𝑖 ⊕ 𝐾𝑖+1 

                  = 𝐾𝑖 ⊕ 𝐾𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄ ) 

                  = (𝑁2 ≫ 𝑙 4⁄ ) 

Stage 3) The attacker omits Ki by XORing M1, M3 
and 𝑁1, then obtains 16-bit 𝛽 string. 

             𝛽 = 𝑀1 ⊕ 𝑀3 ⊕ 𝑁1 

                = 𝐸𝑃𝐶𝑆 ⊕ 𝑁1 ⊕ 𝐾𝑖 ⊕ 𝐶𝑅𝐶(𝐸𝑃𝐶𝑠 ⊕

(𝑁2 ≫ 𝑙 4⁄ )) ⊕ 𝐾𝑖 ⊕ 𝑁1 

                = 𝐸𝑃𝐶𝑆 ⊕ 𝐶𝑅𝐶(𝐸𝑃𝐶𝑠 ⊕ (𝑁2 ≫ 𝑙 4⁄ )) 

Stage 4) Since length of 𝐸𝑃𝐶𝑠 is 16, thus 𝐸𝑃𝐶𝑠𝜖 𝑈, 
that 𝑈 = {𝑢1, 𝑢2, … , 𝑢216} . Now, the attacker uses 𝛽 
and (𝑁2 ≫ 𝑙 4⁄ )  that obtained previous stages, and 
obtains 𝐸𝑃𝐶𝑠 using following algorithm, 

Algorithm1                                                           

                 𝐹𝑜𝑟 1 ≤ 𝑖 ≤ 216 

                      𝐶ℎ𝑜𝑜𝑠𝑒 𝑢𝑖 ∈ 𝑈 

                      𝛼 = 𝐶𝑅𝐶(𝑢𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄  )) ⊕ 𝑢𝑖 

                      𝑖𝑓  𝛼 =  𝛽   𝑡ℎ𝑒𝑛  

                            𝑟𝑒𝑡𝑢𝑟𝑛 𝑢𝑖  𝑎𝑠 𝐸𝑃𝐶𝑠 

                𝐸𝑛𝑑 

Then, the attacker finds the value of correct 𝐸𝑃𝐶𝑠 with 
maximum 216 run of algorithm1. 

In the rest of paper, using the value of 𝐸𝑃𝐶𝑠 some 
practical and important attacks are provided.  

B. Tag impersonation attack 

In this attack, the attacker tries to impersonate a tag to 
receive response from the reader. In the following tag 
impersonation attack has been done on the Pang et al.’s 
protocol. This attack consists of two phases as follows, 

Learning phase: In this phase, the attacker is 
eavesdropper. After one successful run, he/she saved 
the exchanges data between the reader and the target tag 
including (𝐶𝑖 , 𝑀1, 𝐶𝑁2, 𝑀2, 𝑁1).  

Attack phase: The attacker plays role of the reader 
and sends N1  to the target tag and receives 

(𝐶𝑖+1, 𝑀1
′ , 𝐶𝑁2

′, 𝑀2
′ ), and using 𝐸𝑃𝐶𝑆  that obtained in 

the last attack, performs following operations, 

1) Calculates 𝐾𝑖 and 𝐾𝑖+1 as follows, 

                          𝐾𝑖 =  𝑀1 ⊕ 𝑁1 ⊕ 𝐸𝑃𝐶𝑠                     

                    𝐾𝑖+1 =  𝐾𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄  )   

2) The attacker plays role of the tag and starts a 

new session with the reader and receives 𝑁1
′ 

from him/her. Then, he/she calculates the 

following massages and sends them to the 

reader.  

                      𝑀1
′ =  𝐸𝑃𝐶𝑠 ⊕ 𝑁1

′ ⊕ 𝐾𝑖+1 

                    𝐶𝑁2
′ =  𝑁2

′ ⊕ 𝑃𝑅𝑁𝐺(𝐾𝑖+1) 

     𝑀2
′ = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑠 ⊕ 𝑁2

′ ⊕ 𝐶𝑖+1) ⊕ 𝐾𝑖+1 

3) The reader sends received massages to the 

back-end server. Since 𝑀1
′ , 𝐶𝑁2

′  and 𝑀2
′  

calculated correctly, the back-end server 

admits the attacker and authenticate him/her.  

C. Reader impersonation attack 

In this subsection we will show that Pang et al.’s 
protocol is also vulnerable to reader impersonation 
attack. In this attack, the attacker tries to forge a 
legitimate reader. This attack can be performed as 
follows, 

1) The attacker eavesdrops exchanged data 

between the target tag and the reader, and 

calculates 𝐸𝑃𝐶𝑠  and 𝐾𝑖+1  like as previous 

sections.  

2) The attacker starts a new session with the target 

tag and sends 𝑁1
′  to him/her. Then, he/she 

receives (𝐶𝑖+1, 𝑀1
′ , 𝐶𝑁2

′, 𝑀2
′ ) from the tag.  

3) Using 𝐾𝑖+1  and 𝐶𝑁2
′ , the attacker extracts 𝑁2

′ 

and computes 𝑀3
′  as follows and forwards 𝑀3

′  

to the target tag.  

                  𝑁2
′ =  𝐶𝑁2

′ ⊕ 𝑃𝑅𝑁𝐺(𝐾𝑖+1)                 

            𝑀3
′ = 𝐶𝑅𝐶(𝐸𝑃𝐶𝑠 ⊕ (𝑁2

′ ≫ 𝑙 4⁄  )) ⊕ 𝐾𝑖+1 

4) Since 𝑁2
′ and 𝑀3

′  calculated correctly, the target 

tag admits the attacker and authenticates 

him/her and updates its secret values. 
 

D. DoS attack 

At the end of the mentioned reader impersonation 
attack, the tag updates its secret values as follows, 

                        𝐶𝑖 ← 𝑃𝑅𝑁𝐺(𝑁1
′ ⊕ 𝑁2

′) ⊕ 𝐾𝑖   

                        𝐾𝑖 ← 𝐾𝑖 ⊕ (𝑁2
′ ≫ 𝑙 4⁄  )                  

and the legitimate reader does not know these values, 
and the back-end server has updated as follows,  

                        𝐶𝑖 ← 𝑃𝐸𝑁𝐺(𝑁1 ⊕ 𝑁2) ⊕ 𝐾𝑖            

                        𝐾𝑖 ← 𝐾𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄ )                  

It can be seen that the stored secret values in the tag and 
the back-end server are different from each other and 
they are desynchronized. Hence, in the next session of 
protocol, the back-end server cannot authenticate the 
tag. 
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E. Remove existing weaknesses 

In the previous sections, we showed that the updating 
of Pang et al.’s protocol has a weakness that makes it 
vulnerable to various security attacks. In order to 
remove these weaknesses, we change the updating of 
Pang et al.’s protocol. More precisely, we modify 𝐾𝑖 ←
𝐾𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄ )  as 𝐾𝑖 ← 𝐻(𝐾𝑖 ⊕ (𝑁2 ≫ 𝑙 4⁄ )) , 

where 𝐻(. ) is a hash function. It can be seen that with 
this change, the attacker cannot obtain the secret 
parameter and perform the mentioned attacks. As a 
result, the improved version of protocol can provide 
security and privacy of RFID end-users and is secure 
against various security and privacy attacks.     

IV. CONCLUSION 

In this paper, we investigated the security of an 
RFID mutual authentication protocol that is conforming 
to the EPC C1 G2 standard and has been proposed by 
Pang et al. in 2013. The authors analyzed their protocol 
against various security and privacy attacks and were 
claimed that the protocol is secure against all attacks 
and also provide user privacy. It is shown that still there 
are some flaws on their protocol and it cannot provide 
secure and confidential communications for RFID 
users. More precisely, it is shown that their protocol is 
not secure against secret parameter reveal, reader 
impersonation attack, tag impersonation and DoS 
attacks and an adversary can perform these attacks on 
this protocol. Then, in order to provide security and 
privacy of RFID users and omit all the mentioned 
weaknesses on Pang et al.’s protocol, we modified 
updating procedure of their protocol and proposed an 
improved version of it.   
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