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Abstract— The number of reported vulnerabilities is dramatically rising every year. In addition, the combination of
different kinds of network devices, services and applications in a complex manner lead to increase the complexity of
vulnerabilities. Increasing the number of vulnerabilities and their complications show the importance of vulnerability
taxonomies which could provide a common language for defining vulnerabilities and help analyze and assess them.
Both the advantages of using vulnerability taxonomies and the features of the taxonomies that have ever been
suggested encouraged us to offer the new network vulnerability taxonomy. Our proposed taxonomy is a multi-
dimensional and hierarchical taxonomy which classifies network vulnerabilities based on their location, cause and
impact. These are three dimensions of our taxonomy. We use ITU-T X-805 security architecture to provide a
comprehensive layered classification for the location dimension and also use common weakness enumeration (CWE)
project to provide a complete layered classification for the cause dimension of the proposed taxonomy. Finally, we
evaluate our taxonomy based on taxonomy requirements. In addition, to demonstrate the usefulness of our taxonomy,
a case study applies the taxonomy to a number of network vulnerabilities. We also use this taxonomy to analyze
network vulnerabilities. The result of our analysis is a matrix that demonstrates the distribution of network
vulnerabilities based on their causes, locations and impacts. In addition to offering a taxonomy that is specific to
network vulnerabilities and is beneficial for analyzing network vulnerabilities by covering almost all possible
combinations of causes, locations, and impacts, we also introduce and consider network activities in the classification
of location dimension for the first time.

Keywords- Taxonomy; network vulnerabilities; ITU-T X-805 security architecture; common weakness enumeration
(CWE); network vulnerability analysis.

I.  INTRODUCTION complexities demonstrate the importance of

A vulnerability is a potential and susceptible
avenue of attack. In other words, a vulnerability is a
defect which, when exercised, can produce undesired
and incorrect behavior [1]. Since 1995 there has been a
marked increase in the number of vulnerabilities. The
statistics reported by CERT/CC over the past thirteen
year’s show that the number of vulnerabilities rises to
44074 until third quarter of 2008 [3]. This increases
the number of vulnerabilities and also their

classifying vulnerabilities.

Taxonomy is a classification scheme that partitions
a body of knowledge and defines the relationships
among the pieces. While beginning the scientific study
of a new field, a good taxonomy is considered an
“important and necessary prerequisite for systematic
study” [4]. A good taxonomy also provides a common
language for the study of the field [4].
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The first step in understanding vulnerabilities is to
classify them into a taxonomy based on their
characteristics. A taxonomy classifies the large
number of vulnerabilities into a few well defined and
easily understood categories [5]. Such classification
can serve as a guiding framework for performing a
systematic security assessment of a system. Indeed,
one of the main goals of developing taxonomies of
vulnerabilities has been to develop automated tools for
performing security assessment [15]. Although this
goal has not been completely realized, the taxonomies
nonetheless serve as a very useful framework for
security assessment. In addition, information bodies
such as CERT can communicate between group’s
members more efficiently by wusing common
vulnerability taxonomies [2]. Thus, a taxonomy by
providing a series of common concepts can deliver a
structured way to visit, analyze and assess
vulnerabilities.

In this paper, we classify network vulnerabilities
according to one overall view. Until now, a number of
taxonomies aimed at classifying vulnerabilities have
been proposed. With respect to context, vulnerability
taxonomies could be general or specific. Most of the
proposed vulnerability taxonomies are general or only
specific to operating systems or software flaws. Only
Ristenbatt in [6] proposed a specific taxonomy for the
network vulnerabilities. On the other hand, with
respect to classifications scheme, there are different
models of vulnerability taxonomies. Vulnerability
taxonomies could be flat or multidimensional. In
addition, vulnerability = taxonomies could be
hierarchical (layered) or linear (horizontal). Only a
layered taxonomy would provide an objective
methodology to identify and assess vulnerabilities [2].
In this paper we propose a multidimensional and
hierarchical taxonomy which classify network
vulnerabilities by a new approach based on ITU-T X-
805 [7] security architecture. ITU-T X-805 security
architecture is more comprehensive than other security
architectures and models. This architecture could be
applied to various kinds of networks and able to
provide a comprehensive and top-down perspective of
network security for network elements, services, and
applications to detect, correct, and prevent security
vulnerabilities [7]. We introduced the initial idea and
preliminary results of our proposed taxonomy in [35].
In this paper, we extend our proposed taxonomy to
fulfill the necessary requirements of a beneficial
vulnerability taxonomy. In addition, we use the
proposed taxonomy to analyze network vulnerabilities
and present our analyzing results for twenty of
network vulnerabilities in this paper.

The remainder of this paper is organized as
follows. Section II presents the related works. Section
III, briefly reviews ITU-T X-805 security architecture.
The proposed Taxonomy is introduced in section IV.
In Section V, a case study, the results of analyzing the
sample of network vulnerabilities based on the
proposed taxonomy, is presented. The evaluation of
the proposed taxonomy is explained in section VI
Finally, some concluding remarks are mentioned in

section VII. More detailed information about the
sample of network vulnerabilities and classification
results of them are presented in Appendix A.

II.  RELATED WORKS

A summary of the vulnerability taxonomies is
presented in Table 1. This table shows name, goals,
basis (dimensions) and comments of each taxonomy.
As mentioned before, Ristenbatt in [6] proposed a
specific taxonomy for the network vulnerabilities. In
[6] Ristenbatt describes a methodology named
Network Communications Vulnerability Assessment
(NCVA), which was developed to perform network
vulnerability assessment. The NCVA methodology
used two taxonomies, neither of which actually
classified information about known attacks and
vulnerabilities. The first taxonomy classified the
various types of networks according to their design
[2]. The objective of this taxonomy was to provide the
analyst with a high-level overview of the network. The
top-level categories are:

» The transfer strategy (circuit-switched or packet-
switched)

* The network transfer control method
* The transfer link structure

« Link access method or protocol

* System topology architecture

The second taxonomy in [6] outlined the typical
network susceptibilities. Ristenbatt distinguishes
between susceptibilities and vulnerabilities. He defines
susceptibilities as system features that might be
targeted by attackers. In other words, they are potential
vulnerabilities. The network susceptibilities taxonomy
has five categories:

* Topology

* Physical layer

* Data link layer

* Network layer

* Management and control

This suggests that the dimension of classification at
the first level is system components. Within each class,
Ristenbatt lists possible features that could be targeted
by attackers. The taxonomy is not hierarchical
(layered), but nevertheless it is a good example of a
taxonomy providing a systematic assessment
methodology [2].

Du and Mathur in [8] indicate that a taxonomy of
vulnerabilities need not have the mutual exclusivity
property. They argue that by classifying each flaw
under a single category, we may lose a lot of
information due to the abstraction. “The more
accurately we categorize flaws, the easier it is to avoid
a strong bias in selecting security errors.” [8]

Table I shows that other vulnerability taxonomies
are general or deal with software programs, operating
systems, or communication protocol vulnerabilities.
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TABLE L.

| Integrity Flaws [12]

Goals
Identify flaws in operating

system

["1BM VM/370 OS
(Attanasio1976) [13]

' Operating System Flaws
(RISOS project 1976)
- [14]

L I

Did not develop a
taxonomy; they were
conducting a penetration
testing experiment on the
VM/370.

Characterize
system flaws

of)erfating

Operating System Flaws |
(Protection Analysis
Project 1978) [15]

| Operating System Flaws |
[16]

UNIX security Flaws
[17]

To abstract patterns from |
flaws and hope to
automate the search for
flaws |
“Understandable record of
flaws”; “understand which
parts of the system

have more flaws”; “hel
5 P

| _designers and analysts” |
| “Provide basis for data
| organization of

| a vulnerability database”

Software Program Flaws

| 18] .
Software Vulnerabilities |
[19]

| Vulnerabitities
[20]

(Bishop) |

I

| Network Vulnerabilities |

[6]

Characterize
system flaws
“Develop a tool that |
assists...in the assessment
of tests of distributed
software atmed at
detecting security flaws”

“Describe  vulnerabilities
in a form wuseful for
intrusion detection
echanisms”

operating |

a network
assessment

For use in
vulnerability

nrnr‘Pdl e

| Threat Taxonomy [21]

Use taxonomy to “to build a |
security architecture for a

| wireless network

" Analysis
Vulnerabilities
in Firewalls [22]

“To understand firewall
vulnerabilities in  the
context of firewall
operations”

Vulnerability Taxonomy
(Gray) [23]

Vulnerability Taxonomy
for Auditing [24]

| |
Protocol Vulnerabilities |
[25] ‘

Develo_p a taxonomy to |
help the organization’s
management.

[ Develop a taxonomy for |

auditing software

D% Highlight these |
vulnerabilities such that
the teams can find and
prevent ... vulnerabilities

]

|

| Vulnerabilities
(Yongzheng, Xiochun —
2004) [26]

Seven Pernicious
Kingdoms: A Taxonomy
of Software Security
Errors [27]

Software Vulnerability
Analysis for Web
Services Software

| Systems [281

| “Designed for

risk assessment” “Warn

designers against |
repeating mistakes” |
seek to simplify the

existing software

vulnerabilities axonomies.

In order to help software

developers and security

practitioners

[ provide a framework for [

analyzing the security of
Web software services

1. By cause
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Basis/dimension of taxonomy

Based on characteristic of
Vulnerabilities
No classification

' ‘by operations’ or ‘by features’

Similar to the RISOS taxonomy, but it had 1

only 7 categories

Three taxonomies based on:
1. Genesis

2. Time of introduction

3. Location

By cause

Assumption made by the programmer

2. By impact
3. By fix

1. Nature

2. Time

3. Exploitation
4. Effect

5. Minimum number of components

6. Source of ID
By the protocol layers
vulnerabilities are present

By security property violated:
confidentiality, integrity

Used Du and Mathur’s taxonomy

Used a combination of exist-
ing taxonomies

Used Landwehr’s taxonomy

Accordmg to the features or
operations of the protocol

software that are likely to
have flaws

A unique
| classification

| Covers

THE SUMMARIZATION OF VULNERABILITY TAXONOMIES, DERIVED FROM [2]

Comments
Points out that many flaws are
due to valid design trade-offs

are likely to have flaws

The categories can be included

in a layered taxonomy that
refines functional blocks
Categories can be included in a
layered taxonomy

| The three separate taxonomies

presented in the article can be
combined under one single
framework for security
assessment

This is similar to the RISOS and
PA classification

dimension  of
Similar categories as Landwehr,

but also considers defenses or
fixes

of the major.
of  vulnerability

most
dimensions
classification

| Gives 2 list of OS features that |

“in which

Covers all components of
network systematically

" The threats are actually attacks

This is an example of work that
used an established taxonomy
for analyzing the security of
other systems

Demonstrates the use of securlty
taxonomies to help management

dimensions  of
effective

Used all
classification  for

qn:mmtv feefmo

o RISOS and PA
except that it

Slm11ar
taxonomies,
focuses on

protocol software

secur@ | Based on concepts of privilege sets and

privilege escalation

According to errors in source code, and one |
is related to configuration and environment

1ssues.

they relate all the attacks

with the software vulnerabilities each attack

exploits

Explore_s_ relationship between
risk and vulnerability

Cover causes of vulnerabilities

and vulnerabilities
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In addition, each taxonomy was developed for a
specific purpose.

Some open source projects are also recently
established to provide software security problem lists.
The first is the “OWASP Top Ten Most Critical Web
Application Security Vulnerabilities” available on the
web [10]. This project provides a high-level list of
most critical web application vulnerabilities.

The second is the “Common weakness
enumeration (CWE)” available on the web [11]. The
CWE provides a common language of discourse for
discussing, finding and dealing with the causes of
software sccurity vulnerabilities as they are found in
code, design, or system architecture. Each individual
CWE represents a single vulnerability type. CWE is
currently maintained by the MITRE Corporation with
support from the National Cyber Security Division.

There are also some works that use vulnerability
taxonomies for analyzing vulnerabilities. In [22]
Kamara et al. successfully use Du and Mathur’s
taxonomy for analyzing vulnerabilities in Internet
firewalls. They break down a firewall into its
constituent components (protocol layers), and its
operations and data flow. They analyze some of the
well-known firewall vulnerabilities, and map them to
both Du and Mathur’s taxonomy and the specific
operations and parts of the firewalls. Jiwnani et al. [24,
29] used Landwehr taxonomy to build a matrix that
helps software developers, testers, and software
auditors understand the distribution of security
vulnerabilities and prioritize their effort to achieve a
higher level of security for subsequent software
releases. Jiwnani et al. shows that the beneficial
vulnerability taxonomy for assessment process must
have three dimensions of cause, location and impact.
The assessment process can be more systematic if
these dimensions are arranged hierarchically, thereby
ensuring that all possible combinations of causes,
locations, and impacts are covered. For example,
validation errors within the system initialization
function of an operating system could lead to
unauthorized access.

Most of the existing multidimensional vulnerability
taxonomies do mnot consider all of these three
dimensions or not classify each dimension
hierarchically. In addition, most of them are used for
classifying operating systems vulnerabilities. In this
paper we propose a taxonomy with all those three
dimensions and then each of them is arranged
hierarchically by using some standard architectures
and projects to ensure that almost all possible
combinations of causes, locations, and impacts are
covered in the context of network vulnerabilities.

ITI. REVIEW OF ITU-T X-805 SECURITY
ARCHITECTURE

Security architecture is a detailed description of all
aspects of the system that relate to security, along with
a set of principles to guide the design. A security
architecture describes how the system is put together
to satisfy the security requirements [9]. Until now, the
number of security frameworks, models, architectures,
and sets of recommendations has been published. Most
of them are only suit to a particular type of network or

applications (e.g., the OSI security model [30], the
TMN security model [31], The IEEE LAN/MAN
Security Model [32]).

The OSI security model was taken by the
International Organization for Standardization (ISO) to
define security for the basic Open Systems
Interconnection (OSI) reference model. The objective
of the OSI security model is to provide a model for
securing application communications. Just as with
OSI, TMN is applicable to applications and support
software, and not the actual network infrastructure. In
fact, the TMN standard actually assumes that the OSI
layer model is used and provides a discussion of
security services and their linkage to the OSI layers.
Additionally, just as the OSI model provides
additional detail relative to protocol and application
security specifics, the TMN security model provides
in-depth recommendations for network management
security implementations in the management plane.
The TMN model does not address the end-user and
control planes. The Institute of Electrical and
Electronics Engineers (IEEE) security architecture
framework for LAN/MAN sccurity deals specifically
with recommending security protocols and services
that provide secure data exchange between entities
comnnected by a LAN or MAN. As a result, this
framework also maps onto a subset of the security
space covered by the ITU-T X-805 security
architecture.

ITU-T X-805 security architecture is more
comprehensive than other security architectures and
models [33]. This architecture could be applied to
various kinds of networks and addressed security
needs associated with network management activities,
network control activities, and end-user activities of
network infrastructure, services and applications. ITU-
T X-805 security architecture provides a
comprehensive and top-down perspective of network
security for network elements, services, and
applications to detect, correct, and prevent security
vulnerabilities. The security architecture addresses
three essential questions [7]:

1) What kind of protection is needed and against
what threats?

2) What are the distinct types of network
equipment and facility groupings that need to be
protected?

3) What are the distinct types of network
activities that need to be protected?

These questions are addressed by three
architectural components: 1) security dimensions, 2)
security layers, and 3) security planes. Fig. 1 shows
ITU-T X-805 security architecture. A security
dimension is a set of security measures designed to
address a particular aspect of the network security.
This architecture identifies eight such sets that protect
against all major security threats. In order to provide a
complete security solution, the security dimensions
must be applied to a hierarchy of network equipment
and facility groupings, which are referred to as
security layers. This architecture defines three security
layers: 1) the Infrastructure Security Layer, 2) the
Services Security Layer, and 3) the Applications
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Security Layer which build on one another to provide
network-based solutions. The security layers are a
series of enablers for secure network solutions: the
infrastructure layer enables the services layer and the
services layer enables the applications layer. The
security architecture addresses the fact that each layer
has different security vulnerabilities and offers the
flexibility of countering the potential threats in a way
most suited for a particular security layer. A security
plane is a certain type of network activity protected by
security dimensions. This architecture defines three
security planes to represent the three types of protected
activities that take place on a network. The security
planes are: 1) the Management Plane, 2) the Control
Plane; and 3) the End-User Plane.

VILNEIARILITIES

Viulnenbilities can
axtstin ench

» Layer
s plane

Fig. 1. ITU-T X-805 security architecture [7]

Applying the eight security dimensions to the
planes and layers yields an aggregate view that is
reproduced in Fig. 1.

IV. THE PROPOSED TAXONOMY

There have been many attempts to improve the
process of systematic study to find vulnerabilities.
These attempts have largely involved the development
of attack and vulnerability taxonomies that provide
valuable insights into different systems. Many
taxonomies of attacks and vulnerabilities have been
published over the years (table I), but there is still no
standard or universally accepted taxonomy. The goal
of the proposed taxonomy in this paper is providing a
common language among different groups to define
network vulnerabilities, classifying all vulnerabilities
assets in network and using it for vulnerability
discovery (Proactive) and vulnerability handling
(Reactive). In this section of the paper, a new
vulnerability taxonomy that identifies the location of
vulnerabilities including network elements and
network activities, causes of vulnerabilities and their
impacts on different security domains is presented. In
other words, it is a comprehensive taxonomy that
covers all parts of network and indicates the place
(position) of network vulnerabilities from different
perspectives.

A. Type of taxonomy

There are different models for developing
taxonomies. With respect to context, vulnerability
taxonomies can be general or specific [2]. General
taxonomies consider vulnerabilities without attention
to their hosts, yet specific taxonomies consider
vulnerabilities which are dedicated to the particular
application or system. Taxonomies developed for a
particular system are rarely useful for different
systems. However, they are more practical than

Volume 2- Number 1- May 2010 IJICT IEE]

general taxonomies in context of using them for
vulnerability analysis of those specific systems. In this
paper we proposed a specific taxonomy for the
network vulnerabilities.

Also with respect to classifications scheme, there
are different models of vulnerability taxonomies.
Vulnerability  taxonomies could be flat or
multidimensional [2]. A flat taxonomy is one that
divides the set of security vulnerabilities according to
one general criterion, but multidimensional
taxonomies classify flaws according to more than one
attribute. In addition, vulnerability taxonomies could
be hierarchical (layered) or linear (horizontal). Only a
layered taxonomy will provide an objective
methodology to identify and assess vulnerabilities. In
contrast, linear or horizontal taxonomies such as [34]
are useful only for understanding the features of a
vulnerability. They also do not aid to reduce the
subjectivity of the vulnerability assessment process.
The taxonomy must begin at a high level of abstraction
and progressively go lower. Even the lowest level of
some of the existing taxonomies has a fairly high-level
representation of the vulnerability. Such abstract
classes do not help identify specific vulnerabilities.
This shows that an effective taxonomy must be both
multidimensional and hierarchical to ensure that all
possible combinations of dimensions are covered. In
this paper we propose a multidimensional and
hierarchical taxonomy. The proposed taxonomy could
provide a comprehensive and well-defined taxonomy
for different groups of users (general or expert ones).

B. Dimensions of the proposed taxonomy

The proposed taxonomy has three main
dimensions. The first dimension (named cause) of the
taxonomy covers causes of vulnerabilitiecs. We use
CWE project for classifying this dimension
hierarchically in such a way that the taxonomy could
covers possible causes of network vulnerabilities. As
mentioned before, The CWE is a project that provides
a common language of discourse for discussing,
finding and dealing with the causes vulnerabilities. We
have used this project because it is one of the most
complete and latest projects in this context covering all
previous taxonomies. The second dimension (named
location) of taxonomy covers the locations of network
vulnerabilities. In the proposed taxonomy the locations
of network vulnerabilities are specified by both
network elements (equipments and facilities) and
network activities. The third dimension (named
impact) of the taxonomy covers impacts of
vulnerabilities. In other words, which groups of
security dimensions are damaged due to each exploited
vulnerability? Each vulnerability could be specified by
the CVE (Common Vulnerability Exposures) identifier
or any other standard and unique vulnerability
identifier. After determining the dimensions of
taxonomy, each dimension hierarchically divides to
suitable sub categories in the first, second, third and
maybe more layers. The subcategories of different
layers of cause dimension are a collection of CWE
causes that are more related to network vulnerabilities.
The subcategories of first layer of location dimension
are defined based on
ITU-T X-805 security architecture layers, planes and
dimensions. The subcategories of the other layers of
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location dimension are defined based on more related
references such as [33, 7] and the results of researches

and experiments in this center (as one CSIRT). Table
11 shows the dimensions of the proposed taxonomy.

TABLE IL.

AN OVERVIEW OF THE PROPOSED TAXONOMY

Cause Location Impact

1) The first dimension (Cause)

The first dimension of the proposed taxonomy
covers causes of vulnerabilities. For classifying this
dimension hierarchically in such a way that the
taxonomy could covers almost all of the possible
causes of network vulnerabilities, the CWE project is
used. We have used this project because it is one of the
most complete and latest projects in this context
covering all previous taxonomies. We study the CWE
project and choose the causes which are more
associated with network vulnerabilities. In other
words, CWE cross section mapped for network
vulnerabilities is provided. The first layer of the first
dimension (cause) in the proposed taxonomy includes
implementation (coding) errors, environment errors
and configuration errors. The classification of the first
dimension (cause) of the proposed taxonomy
demonstrated in tree structure to illustrate the
hierarchically structure of this dimension more
obviously. Fig. 2 shows the tree structure of the first
dimension.

Coding errors are typically introduced during code
development, including specification, design, and
implementation that lead to the vulnerability. There
are different kinds of coding errors that are classified
in the next layer of the dimension. Environment errors
include everything that is outside of the source code
but is still critical to the security of the product that is
being created. Because the issues covered by these
errors are not directly related to source code, they are
separated from the coding errors. Errors related to
NET or J2EE are samples of these kinds of errors.

| | Network elements Network activities
ayer2 o3 | L : 1 | layer2
e _E?Lf_.__'__%’fff___l [ Layerl | Layer2 | Layer3 | .| Layerl | Layer2 | Layers | .. —oo | o2 |
Subel Subcll | Subcl11 .1 Subcl Subcll Subell1 Subel Subell Subel 11 Subel Subcl 1
Subel12 Subcl12 Subel12
[
Subel2 Subel21 Subc12 Sube121 Subel2 Sube121 | Subel2
Subel122 Subc122 Subc122 | ...
Subc2 | Subec2| Subc211 | Sube2 | Subc21 Subc211 Subec2 Sube¢2l
Sube2 Sube21 Sube211 Subc212 | | Sube212
Subc212 | [
| |
| - |
' Subc22 | Subc22
Subc22 | Sube22] | Subc22 | Sube22l Subc221
Sube222 Subc222 | Sube222 [
|
| | b
| =

Configuration errors are typically introduced during
the configuration of the networks or part of it. User
faults in configuring network elements (e.g. CVE-
2009-0399), network elements default configuration
(e.g. CVE-2009-0621, CVE-2008-4311), and incorrect
and incomplete functions and settings of some parts of
the functions or components of the network (e.g.
CVE-2009-0641, CVE-2008-5027) all are samples of
configuration errors.

2) The second dimension (Location)

In the proposed taxonomy, we consider both of
network elements (security layers) and network
activities (security planes) in the location dimension
because a network vulnerability is occurred on the
intersection of a network element and activity.
Therefore, the location dimension in the proposed
taxonomy included two main parts: network elements
and network activities. Then each part is
independently divided to suitable sub categories in the
first, second, third and maybe more layers.

a) Network elements:

The classification of first part (network elements)
of the second dimension of the proposed taxonomy is
summarized in table III. The classification of layer2 is
done in such a way that could be covered all groups of
network infrastructures, services and network-based
applications to provide proper solution to classify each
subcategory of the first layer.
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Fig. 2.

As you can see in table III, the first layer of
network elements includes network infrastructure,
network services and network-based applications. The
network infrastructure consists of the network
transmission facilities as well as individual network
appliances. In fact, infrastructure represents the
fundamental building blocks of networks, their
services and applications. Therefore, network
infrastructure could be divided into three main parts:
network  appliances, communication facilities
andplatforms. All kinds of hardware or software
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L {CWE-22}

Failure to constrain
operations within the
bounds of memory buffer

| {buffer errors-CWE-119)

~Pathiname traversal
and equivalence
errors

(SR {2 1 —
" External control of
critical state data

(Cwiea2l Tk
forwarding |
(cwess)

| improper resource
shutdown or
release{CWE-404)

The classification of the first dimension (cause)

equipments which create a network are considered as
network appliances. Examples of components that
belong to the network appliances are individual
routers, switches, bridges and firewalls.
Communication facilities include different types of
communication links that could be existed between
network appliances. Communication links are different
with respect to type of network. Platforms include
platforms of network elements such as operating
systems of routers, switches, servers and so on.
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TABLE I1L

Layer2

Network appliances

Network infrastructure

Platforms

basic transport services

Basic protocols

Basic services

Network services

Value-added services

Basic applications

Network-based applications

Advanced applications

The network services are divided into five groups:
basic transport services such as ATM and frame Rely,
basic protocols such as ARP and IP, basic services
such as RPC and DHCP, application services such as
Mail and WEB and value-added services such as
VOIP and VPN. The network-based applications are
divided into basic applications and advanced
applications.

In the proposed taxonomy, the number of layers

Communications facilities

Application services

THE CLASSIFICATION OF NETWORK ELEMENTS

Layer3
! Routers
| Switches
i Bridges
| firewalls

: ._P(Lnt-to-Point WAN Links
| Ethernet Links

| os
DB

| Carrier Facilities (DS-1, DS-3)
| Frame Relay
ATM

| ARP/RARP

| NDP
IP(IPvA, IPV6)
“TCP

Name service

Directory
| AAA
| File sharing

[ vorr

| VPN

| Location services
800-services

| QoS

Instant messaging ( M)

| File transport

_ File sharing

| Web browsing/ Web browsers

| Directory assistance

| Network-based voice messaging

| Instant messaging

| CRM

| Human resource systems

. Electronic/mobile commerce

' Network-based training
Video collaboration

could be extended to more than 3 layers. For example,
for adding Cisco routers series, firstly a “Cisco series”
entry should be created under ‘“network
infrastructure—  network  appliances = —routers”
category. Finally, the leaf nodes of the structure should
be specific versions of a product. If a category for the
product does not exist, a new category should be
created using the above method, thus allowing for
specific versions to reside in that category.
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b) Network activities:

This part of taxonomy could provide a complete
classification for all network activity types. After
determining network elements in the first part of
location dimension, the group of network activities
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in the second part of the location dimension. The first
layer of network activities includes management
activities, control activities and end-user activities. The
classification of network activities is summarized in

that the vulnerability is belonged to is also determined  table IV.

TABLE IV. THE CLASSIFICATION OF NETWORK ACTIVITIES

Layer!

Management activities

Layer2
Operation

I.__.-’\_g:lpliryislrallinn

Maintenance

| Provisioning

| Configuration

Security |

Send / receive control information
Processing control information

Updating control information

| Control activities

End-user activities

Network management activities are considered as
one of the most important kinds of network activities
and almost done by network administrators, security
administrators periodically. These activities support
both OAM&P (operation, administration, maintenance
and provisioning) and FCAPS (fault, capacity,
administration, provisioning, and security) functions
related to network infrastructure, services and
applications [7]. OAM&P and FCAPS have same
purpose. However, OAM&P covered wider area in
comparison with FCAPS. Therefore, the options of the
second layer of network management activities
classification are selected from both OAM&P and
FCAPS in such a way that they covered all possible
network management activities. It should be noted that
the network carrying the traffic for these activities may
be in-band or out-of-band. Administration of user
mailboxes in an email application, provision of
authorized users of an IP service, and configuration of
an individual router or switch are samples of network
management activities for network applications,
services and infrastructure, respectively.

The control activities enable the efficient delivery
of information, services and applications across the
network [7]. It typically involves machine-to-machine
communications of information that allows the
machines (e.g., switches or routers) to determine how
best to route or switch traffic across the underlying
transport network. This type of information is
sometimes referred to as control information. So that
control activities include sending, receiving, updating
and processing control information to provide the
efficient delivery of information, services and
applications across the network. The network carrying
these types of messages may be in-band or out-of-band
with respect to the service provider's user traffic. For
example, IP networks carry their control information
in-band. Example traffic of this type includes routing
protocols, DNS, SIP, SS7, Megaco/H.248, etc. There
are different kinds of control information such as
routing tables, switching tables, etc. Sending routing
tables to a router, Sending message to initiate and

_For Using a network that only provides connectivity
For using a netwo 5
For using network

ased applications

maintain the VoIP sessions by the SIP protocol,
controlling the delivery of email by SMTP and POP
protocols are samples of network control activities for
network infrastructure, services and applications,
respectively.

Different kinds of end-user activities are related to
accessing and using the service provider's network by
customers for different purposes such as using a
network that only provides connectivity, using a
network services or using network-based applications
[7]. End-user data flows are very important in these
groups of activities, Transporting user data or voice
through network appliances, as well as while it is
being transported across communications links, user's
conversation related to VoIP service and user's credit
card number in an e-commerce application are samples
of end-user data for network infrastructure, services
and applications, respectively.

3) The third dimension (Impact)

The type of security dimensions that are damaged
by the wvulnerability is determined in the third
dimension of the taxonomy. The classification of the
third dimension of the proposed taxonomy is
summarized in table V. The first layer of this
dimension includes eight security dimensions of
ITU-T X-805 security architecture. Each subcategory
of the first layer is also divided into some
subcategories in the second layer with respect to their
counter mechanisms. Determining the impact kind (the
damaged security dimension) of the vulnerability in a
network is most important and helpful for security
assessment of the network. In addition, it is
considerable to determine necessary security actions to
deal with vulnerabilities.

It is possible that the exploited vulnerability
threatens more than one of the security dimensions and
is related to more than one kind of network activities
or elements. With respect to nature of vulnerabilities
which are maybe combinational (i.e. combination of a
specific kind of network elements with a specific kind
of network services, two specific services or other), the
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proposed taxonomy should cover these groups of
vulnerabilities. Therefore, it doesn’t have a mutual
exclusivity property.

V. CASESTUDY

In this section, we present a result of analyzing
twenty random vulnerabilities based on the proposed
taxonomy. These vulnerabilities are selected from
vulnerability databases and reports such as national
vulnerability database (NVD) [36], securityfocus [37],

TABLE V.

milwOrm [38]. Then, they are divided between our
three expert teams. In addition, we design a form
based on the proposed taxonomy to gain required
information about vulnerabilities. The result of our
analysis is one matrix that demonstrates the
distribution of network vulnerabilities based on their
causes, locations and impacts for the selected sample.
More detailed information about the vulnerabilities
and also results of classifying them by the proposed
taxonomy are presented in  Appendix A.

THE CLASSIFICATION OF THE THIRD DIMENSION (IMPACT)

Layer! Layer?

Access control

Access control lists

Intrusion detection and Prevention (ID&P) system

Authentication

Kerberos

_Role-based Access control

I-:(_)gins and passwords
X.509 certificates

Radius «Diameter

_ﬁ);l-repudiation

Data confidentiality

_Log file from web servers
| Digitally signed emails and other communications

| Encryption (3DES, AES)
| Access control Lists
| File permissions

Communication security

Separately managed networks

| Data integrity

" Availability T
Firewalls

We construct one matrix that offers different
perspectives of network vulnerabilities. The three
dimensional matrix, given in table VI, cross references
network vulnerabilities’ locations (intersection of
network elements and network activities), causes and
their impacts. After examining each vulnerability, we
specify the place of that in the cell of matrix that
corresponds to its classification in our proposed
taxonomy. We use this matrix to gain valuable
information about network vulnerabilities. First, we
will use this matrix to develop an intuition about
which network elements and activities are most
vulnerable to. For example, we find that most of the
examined network vulnerabilities are occurred on the
intersection of network services (network element) and
control activities (network activities) in the first place,
the intersection of network infrastructure and

| MPLS tunnels
| Private (leased) lines

| HMAC(MD3, SHA-1, SHA-256)
. CRCs

Redundancy and backup

ID&P techniq_ues_
Business continuity plans - |
Service level agreements with vendors of critical infrastructure

Application-specific proxies
_Network Address translators

Identity protection

Anonymity

management activities in the second place and the
intersection of Network-based applications and user-
end activities in the third place. Second, we use the
matrix to gain valuable information about impact of
network vulnerabilities. For example, we find that the
number of availability impact is higher than other
network vulnerabilities’ impact. Third, we examine
network vulnerabilities’ impact with respect to their
locations. For example, most of the vulnerabilities that
occur on the intersection of network services and
control activities lead to availability impact. Forth, we
infer from this matrix to find the most prevalent causes
of network vulnerabilities, their locations and impacts.
For example, we find that most of the examined
network vulnerabilities are due to coding errors in first
place and configuration errors in second place. In
addition, all of the coding error vuinerabilities are due
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TABLE VL THE THREE DIMENSIONAL NETWORK VULNERABILITY MATRIX: THIS MATRIX CROSS REFERENCES THREE DIMENSIONS:
VULNERABILITY LOCATIONS, VULNERABILITY CAUSES AND VULNERABILITY IMPACTS BASED ON THE PROPOSED TAXONOMY AND
DEMONSTRATES THE CLASSIFICATION RESULTS OF 20 VULNERABILITIES,

| Coding errors ‘ ]
Environment errors

Configuration errors | -
| Data handling

["AC:2 DC:2 AV:2 | AC:1 DC:1
AU:0  CS:0 PRO | AU:0 €S0

Security features i
EAC:O DC:2 AVl ]AC:O DC:0 AV:0
AU:1  CS:«0 PR: AU:0 CS:0 PR:0
NR:0 DL2 NR:0 DI: 1

NR:0 DI: 1 NR:0 DI O
| AC:0 DC:1 AV:1 | AC:1 DC:0 AV:2 | AC:0 DC:0 | AC:0 DC:0 AV:0|
N‘fvg;’;]t‘r(‘)rl“;rsfxzre AU €S0 PR:O | AUO CS:0  PRO | AU  CS:0 AU CS:0 PR
NR:0  DLO ‘ NR:O DI NR:0 DL O NR:0 DI 0
AC:1 DC:1 AV:1 ‘ AC:0 DC:0 AV:0 | ACCO DC:0 AC:0 DC:0 AV:0
AU0 €S0 PRO | AU CS:0 PRO | AU CS:0 AU CS:0 PR
NR:0 DI 1 NR:0  DIO NR:0 DL O | NRO DLO
| AC:0 DC:0 AV:0  AC:0 DC:0 AV:0 | AC:0 DC:0 AC:0 DC:0 AV:0
AU0 €S0 PRO | AU CS:0 PRO | AU  CS:0 AU:0  CS:0 PRO
NR:0 DI: 0 . NR:0 DI 0 NR:0 DI 0 NR:0 DI O
T ACO DC1 AV:1 | AC:3 DC:4 AV:6 | AC:0 DC:0 AC:0 DC:0 AV:0
AU:0 CS:0 PR: 0 AU0 CS:0 PR: 0 AU0 CS:0 AU:0 CS:0 PR:O
NR:O DI 1 NR:0 DL4 NR:0 DI 0 NR:0 DI 0
AC:0 DC:0 AV:0 | AC:0 DC:0 AC:0 DC:0 AC:0 DC:0 AV:0
AU0  CS:0 PRO | AU  CS:0 AU0  CS:0 AU:0 CS:0 PR
NR:0 DL 0 NR:0  DL0 NR:0 DI 0 NR:0 DI 0
AC:0 DC:0 AV:0 | "AC:0 DC: 1 AC:0 DC:0 | AC:0 DC:0 AV:0
AU:0 CS:0 AU: 0 CS:0 AU:0 CS:0 AU:0 CS:0 PR:0
NR:0 DI 0 NR:0  DI:1 NR:0 DL O NR:0 DI 0
AC: 0 AC:0 DC:0 AV:0 | AC:0 DC:0 | 'AC:0 DC:0 AV:0
AU:0 AU0  CS:0  PRO | AUO CS0 AU:0  CS:0 PR
NR:0 NR:0  DI0 NR:0 DL 0
AC: 0 AC:2 DC:2 AC:0 DC:0
CS:2 AU:0 CS:0

NR:0 DI 0

| AC:0 DC:0 AV:0
AU: 2
NR:0 DI 3 NR:0 DI 0

AV:1
PR:0

Network infrastructure
— management
activities

AV: 0
PR:0

N |

AV:0 |

Network infrastructure PR:0

— User-end activities

AV:O |

Network services— PR:0

management activities

AV:0 |

Network services— PR:0

control activities

AV:0

Network services— PR:0

user-end activities

AVi1
PR:0

Network-based
applications —
management activities

Network-based |
applications — control
activities

CS:0
DI: 0
DC: 0
CS:0
DI: 0

AV:1
PR:0

Network-based
applications — user-end| AU:0
activities NR:0

|AU:0 CS:0 PR:0
|NR:O DIL: 0

to problems in data handling (most of them) and
security features. Fifth, this matrix indicates which
causes of vulnerabilities in a certain location tend to
have and lead to what groups of vulnerability impacts.
For example, we find that most of the configuration
error vulnerabilities are occur on the intersection of
network infrastructure and management activities,
most of the data handling vulnerabilities are occur on
the intersection of network services and control
activities and on the Network-based applications and
user-end activities and finally most of the security
feature vulnerabilities are on the intersection of
network infrastructure and management activities.
With respect to vulnerabilities’ impact, most of the
configuration error vulnerabilities lead to data
confidentially and availability impact, most of the data
handling vulnerabilities lead to availability impact and

most of the security feature vulnerabilities lead to data
confidentially impact.

VI. EVALUATION OF THE PROPOSED TAXONOMY

In this section, we evaluate the proposed taxonomy
based on the basic requirements of a taxonomy. We
consider the proposed taxonomy to see whether the
requirements are met or not.

A. Requirements

A good taxonomy must be providing the basic
requirements of the taxonomy. In other words, for a
taxonomy to be useful it has to meet some basic
requirements. Therefore, it is important to define the
taxonomy’s requirements. They are defined in [39]. In
this section, those requirements (except mutual
exclusivity that is not necessary for vulnerability
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taxonomies) are considered in regards to the proposed
taxonomy to evaluate it. Except structured
requirement, we refer to our case study and results of
classifying samples of vulnerabilities to evaluate other
requirements,

1) Being Structured

If the taxonomy be structured, it could be become
generally approved and accepted by the security
industry. The proposed taxonomy is based on ITU-T
X-805 security architecture providing a comprehensive
and top-down perspective of network security for
network elements, services, and applications and can
be applied to various kinds of networks. Therefore, it
is structured and acceptable.

2) Completeness

A taxonomy in this context is complete if it could
cover all possible vulnerabilities and classify them.
Although it is a hard requirement to prove, classifying
samples of actual vulnerabilities by the proposed
taxonomy to some degree shows the completeness of
the proposed taxonomy. In other words, all of these
vulnerabilities are properly classified with the
taxonomy. On the other hand, the best reason to show
the completeness of the proposed taxonomy is ITU-T
X-805 security architecture. In addition, it is an
extendable taxonomy so it could be adaptable with
probable future vulnerabilities.

3) Being Comprehensive/
unambiguous/ terms well defined
A comprehensible taxonomy will be able to be
understood by those who are in the security field, as
well as those who only have an interest in it. The
determinism means the procedure of classifying must
be clearly defined. Unambiguous means each category
of the taxonomy must be clearly defined so that there
is no ambiguity as to where a vulnerability should be
classified. Terms well defined means there should be
no confusion as to what a term means. As it is so
obvious, these four requirements have same goal and
are similar property so we consider them in one group.

Deterministic/

As mentioned before, we select twenty random
vulnerability and divide them between three expert
groups (seven expert person) in our center to classify
the vulnerabilities. Similar functionality of all experts
in using the taxonomy to some degree shows
determinism and unambiguous property of the
proposed taxonomy. After studying the procedure of
classification in our proposed taxonomy, all of the
experts gain same perception about the taxonomy and
without any problem wuse it for classifying
vulnerabilities. Meanwhile, the results show that there
is enough discriminating criteria in the taxonomy to
prevent specifying more than one subcategory in each
layer of each dimension (except in required
conditions) for each vulnerability.

Besides, we obviously describe the procedure by
which classification occurs in the proposed taxonomy.

The proposed taxonomy has three dimensions and
each of them is separately classifying as different
subcategories in one or more layers. The names of
each dimension described each dimension obviously.
In addition, the terms and terminologies used in the
proposed taxonomy are almost prevalent and
unambiguous. Therefore, there is no confusion as to
what a term means. In the proposed taxonomy uses the
Common Vulnerabilities and Exposures (CVE) project
to determine vulnerabilities. The CVE project is well
established and provides terminology for describing
vulnerabilities.

4) Usefulness

A useful taxonomy will be able to be used in the
security industry. For example, the taxonomy should
be able to be used by incident response teams. For the
proposed taxonomy to be wuseful, the security
community must see it as useful and use it in some
way. As a result, Usefulness is a requirement that
cannot currently be tested. However, as shown in
previous section, classifying the number of
vulnerabilities, which are selected randomly, with the
proposed taxonomy and also using it for analyzing
vulnerabilities in our center partly demonstrate the
usefulness of the proposed taxonomy. A template form
based on the proposed taxonomy is used as a
vulnerability analysis form in our center.

VII. CONCLUSION

The taxonomies of vulnerabilities have many
advantages especially for understanding, analyzing,
detecting and even assessing them. In this paper, after
studying the existing vulnerability taxonomies and
their features, we proposed a new multi dimensional
and hierarchical taxonomy for classifying network
vulnerabilities. For this purpose, we also used ITU-T
X-805 security architecture and CWE project to
provide a taxonomy that could be able to cover all
kinds of network vulnerabilities. The proposed
taxonomy is considerable both in providing a general
classification and in analyzing network vulnerabilities.
The results of evaluation the proposed taxonomy based
on the basic requirements for a proper taxonomy and
classification of the samples of vulnerabilities and
analyzing them by using this taxonomy demonstrate
the helpfulness of it.

APPENDIX A

A number of vulnerabilities were classified by
using the proposed taxonomy to show how the
taxonomy is applied practically. Table APP.I shows
the classification result. Different centers have been
established for identification and consideration of
vulnerabilities detected in computer systems. They are
examining the reported vulnerabilities and publishing
them if their correctness is proven. NVD,
SecurityFocus and milwOrm are samples of these
centers. Each of these centers uses a unique identifier
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Vulnerability

CVE-2009-2832

CVE-2009-1892

CVE-2009-1730

CVE-2007-1301

CVE-2008-1358

CVE-2009-1602

CVE-2009-3315

Bid 33944

milwOrm 2438

CVE-2009-3663

Cause

Coding errors— source
code— data handling—
improper mput
validation— buffer
errors

Configuration errors —
when the dhep-client-
identifier and hardware
ethernet  configuration

| settings are both used

Coding errors— source
code— data handling—
improper input validation
— Pathname traversal
and equivalence errors—
path traversal

Coding errors— Source

code — data handling —
improper input validation
—  buffer errors —
Stack-based buffer
overflow

Coding errors— Source

code — data handling —
improper input validation
—  buffer errors —
Stack-based buffer
overflow

Coding errors— Source
code — data handling —
improper input validation
— buffer errors

Coding errors— source

code— data handling—
improper input validation
— Failure to sanitize
Data into different Plane
(injection) Sql
injection

—

Coding errors— source

code— data handling—
improper input validation
— Failure to sanitize
Data into different Plane
(injection) — Cross site
scripting

Coding errors— source

code— data handling—
representation errors —
improper sanitization of
special  eclements
Failure to sanitize special
element— Failure to
sanitize multiple leading
special elements

—

Coding errors— source

code— data handling—
Failure to sanitize Data
into  different  Plane
(injection)—
Uncontrolled
string

format

TABLE APP.I

Location

Network elements
Network
application

services—
services— FTP

service— Apple FTP server—

before 10.6.2
/
Network

infrastructure—

platforms—OS—client— Mac

0S X

Volume 2- Number 1- May 2010 UICT

Classification results

Network activities

activities—
control

Control
processing
information

Network  services

—Basic

services—DHCP— Debian—3

Network

services—

application services— TFTP

service—
NetDecision
Server—4.2

Network

NetMechanica
TFTP

services

—application services — mail

service —

MailEnable

Enterprise and Professional

Editions — before 2.37

Network

services—

application services — mail
service — Alt-N Technologies

MDaemon— 9.6.4

Network

services—

application services — mail
service— Quick 'n Easy Mail

Server — 3.3

Network-based applications —
Advanced applications— CMS
— NeLogic Nephp Publisher

Enterprise — 3.5.9 and 4.5

Network-based applications —
Advanced applications— CMS

— Yektaweb Academic

Network-based applications —
Advanced applications— CMS

— Kietu Hit

Network services

—

application services — WEB
service — WEB server —

httpdx Web Server —1.4

Control activities — |

control
—

processing
information
processing of certain

| DHCP requests

Control activities —
sending and
receiving control
information

Control activities—
Processing  control
information —
IMAP  "APPEND"
command

Impact

Access control

availability

Confidentially/data
integrity/availability

Data Confidentially/data
integrity/availability

Access control/data
confidentially/data
integrity/availability

Control activities —
sending and
receiving control
information —
IMAP "FETCH"
command

Control activities —
sending and
receiving control
information —

_SMTP commands

activities
using

End-user
For
network-based
applications—
admin/index.php —
Username field

—

activities
using

End-user
For
network-based
applications

—

activities
using

End-user
For
network-based
applications

—

Control activities —
sending and
receiving control
information—
h_readrequest
function

control/data
data

Access
confidentially/
integrity/availability

availability

data confidentially/ data
integrity/availability

control/
Data

Access
Authentication/
confidentially/
Communication
data integrity

security/

Communication
security/Access
control/Authentication/

Data confidentially / data
integrity/ availability
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Coding errors— source |

code— data handling—

improper input validation

— Failure to sanitize

Data into different Plane

(injection) — Cross site
| scripting | |
| Coding errors— source
code— data handling—
improper input validation
— Failure to sanitize
Data into different Plane
(injection) Sql
injection

CVE-2009-3636

CVE-2009-3758

-

Configuration errors —
changing Admin Access
configuration from
"Default Authentication"
to "Local User List
Only"

CVE-2006-3291

| Network

Coding errors— source
code— security
features— improper
authentication

CVE-2009-1155

| Network

Network-based applications —
Advanced applications— CMS
— TYPO3 — 4.0.13 and
earlier

activities
using

End-user
For
network-based
applications—
Install
subcomponent

—

the
Tool

Network-based applications—
WEB applications — WEB-
based applications — WEB
console Citrix
XenCenterWeb

—

infrastructure
network appliances — wireless
access point / Bridge— Cisco
* 350 Wireless Access Point
and Wireless Bridge
1100 Wireless Access Point
1130 Wireless Access Point
1200 Wireless Access Point
1240 Wireless Access Point
1310 Wireless Bridge
1410 Wireless Access Point

Network  infrastructure
platforms — OS — Cisco I0S
— 12.3(8)JA and 12.3(8)JAI

—

network appliances — security
devices — firewall — Cisco
ASA/ Cisco PIX — 5500
series /  7.1(1) through
7.1(2)82, 7.2 before 7.2(4)27,
8.0 before 8.0(4)25, and 8.1

| before 8.1(2)15

| Network

Configuration errors —
enable RFC4893 BGP
routing

CVE-2009-2049

Configuration errors —
configured for linecard
redundancy

CVE-2008-3807

Coding errors— source
code— security
features— cryptography
issues

CVE-2009-1473

Coding errors— source
code— data handling—
improper input validation

CVE-2008-6497

Coding errors — source
code — data handling —
information management
errors information
leak (information
disclosure)

—

CVE-2008-1156

/
Configuration errors

Network

infrastructure
platforms — OS — Cisco 108
-

Cisco
Cisco 108
Cisco 108 XE
CiscoIOS XE2.4x

—

I0S 12.x
RI2.x

2.3x

Network infrastructure—
network appliances — routers
— Cisco — uBR10012 Series

Network  infrastructure
platforms — OS — Cisco I0S
— 12.2and 12.3

—

Network  infrastructure
network appliances

switches — ATEN products —
ATEN KHI5161 IP KVM
switch with firmware 1.0.063
and the KN9116 IP KVM
switch with firmware 1.1,104

—
—

infrastructure
network appliances — router
— Neostrada Livebox ADSL
Router

—

Network  infrastructure
platforms — OS — Cisco 10S

—

12.0,12.2,12.3,and 12.4

—

—

infrastructure— |

Management
activities
administration
XenServer Resource
Kit

—

Data integrity

|
Data
integrity/availability

End-user  activities
web-browser
interface

—

Management
activities — security
—;

— AAA override-
account-disable  is
entered in a general-
attributes field

Access control /
confidentially  /
integrity / availability

confidentially/data

data
data

Authentication/
confidentially

Control activities —
Processing  control
information —
processing of BGP
update messages

' Management

| the device

|

activities—
Administration
enable Simple
Network
Management
Protocol (SNMP)
read/write access to

—

Availability

Access control /
confidentially  /
integrity / availability

Management
activities — security
— do not properly
use RSA
cryptography for a
symmetric  session-
key negotiation

" Control activities —

control
—

HTTP

Processing
information
processing
requests

Management
activities—  security
— implementation of
Multicast Virtual
Private Networks
(MVPN)

Confidentially  /
integrity / availability

data |
data |

data

Availability

Access
Confidentially  /
integrity / availability

control/

data
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Network  infrastructure
Configuration errors — | network appliances — security
IPS (intrusion
Ethernet  support are | Prevention System) — Cisco
enabled IPS 5.x before 5.1(8)E2 and
6.x before 6.0(5)E2

CVE-2008-2060 inline mode and jumbo | devices —

for each vulnerability. CVE, Bid and milwOrm are
vulnerability identifier of NVD, Security Focus and
milwOrm, respectively. As mentioned before, we
randomly select a number of vulnerabilities from
NVD, securityfocus and milwOrm. The results of
analyzing these vulnerabilities are previously reported
in section V.
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