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Abstract—In this paper, the security of two-phase relaying system with multiple intermediate nodes in the presence of
a malicious eavesdropper is investigated. To enhance the secrecy, a joint cooperative beamforming and jamming
combined with relay and jammer selection is proposed. First, the source broadcasts its signal to the relays that are
located close to source in a cluster, i.e., the source node uses a small amount of power to broadcast its message locally
to other nodes of the cluster, while destination and the eavesdropper are located outside this cluster. In the second phase,
two relays transmit re-encoded signal with optimal beamforming such that the secrecy rate is maximized.
Simultaneously, two other intermediate nodes (which act as friendly jammers) transmit random jamming signals to
degrade the eavesdropper’s channel. Our goal in this paper is to maximize the secrecy rate by applying different
methods such as cooperative beamforming, cooperative jamming and relay and jammer selection. To avoid operational
complexity, we consider the minimum number of intermediate nodes needed for relaying and jamming without losing
the performance, i.e., achieving a non-zero secrecy rate. Cooperative beamforming with multiple relays demands high
amount of information exchange and therefore increases the operational complexity. Thus, we aim to reduce the number
of relays which take part in cooperative beamforming. Limiting the number of relays may have a bad effect on the
coding gain which we compensate it with a proposed selection gain scheme. Numerical results demonstrate the
advantage of our proposed scheme compared to the scheme with no cooperative jamming. The main contribution of
this work is combining cooperative beamforming and jamming with relay and jammer selection to enhance the physical
layer security.

Keywords-physical layer secrecy; secrecy rate; cooperative jamming; beamforming;relay and jammer selection

layer secrecy. Wyner in his pioneering work [1]

.~ INTRODUCTION revealed that perfect secrecy without relying on private

Physical layer security has recently attracted a lot of ~ (secret) keys, is possible when the eavesdropper
attention and it has been regarded as a promising  channel (source-eavesdropper channel) is a degraded
approach to address reliability and security issues in version of the main channel i.e., the source-destination
wireless communication systems without upper-layer ~ channel. Csiszar and Korner generalized the Wyner’s
encryption. In early studies, single-input single-output ~ work for broadcast channels with confidential
systems with a wiretap channel model were proposed ~ messages [2]. Wyner’s approach is applied to Gaussian
as the fundamental model for investigating physical ~ Wiretap channels in [3]. The general idea is to exploit
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the physical characteristics of the wireless channel in
order to provide secure communications. The security
is measured by secrecy capacity, which is defined as the
maximum reliable rate under which a perfectly secret
communication is possible from the source to the
intended destination in the presence of eavesdroppers.

Physical layer security approaches are typically
feasible only when the source-eavesdropper channel is
weaker than the source-destination channel. Node
cooperation and generating artificial noise (also called
cooperative jamming) can be used to overcome this
challenge and increase the secrecy rate. In wireless
communications, interference is generally regarded as
an undesired phenomenon. In contrast with the
conventional belief, cooperative jamming is a
beneficial technique for the physical layer security,
where some relay nodes transmit noise signals to
degrade the channel of the eavesdropper [4], [5].
Cooperative jamming was first developed with the
motivation that multihop transmissions are preferred in
many wireless networks, and it is challenging to keep
the source information secure from those intermediate
nodes which might be untrusted nodes.

Cooperative beamforming, cooperative jamming
and relay selection are three common techniques to
overcome the security issues and enhance the secrecy
rate. In [6] and [7] cooperative beamforming is used to
enhance secrecy. In these works, a set of collaborating
nodes act as a distributed antenna system so that the
signals are combined constructively at the intended
destination. Relay selection is another approach to
utilize multiple relays for the physical layer security.
Intelligent relay selection policies can also be devised
to further increase the achievable secrecy rate. In [8],
performance of the opportunistic relay selection is
investigated in order to maximize the ratio of SNRs at
the destination and at the eavesdropper. Compared to
our work, in [8] cooperative jamming and beamforming
are not applied and only one relay is selected. In [9] an
optimal relay selection and jamming scheme is
proposed. For the relay selection, only channel gains are
needed while full channel state information (CSI) is
necessary for the cooperative beamforming. In [9], two
relays are selected to increase security; the first relay for
retransmitting confidential message to the destination
and the second one for creating interference at the
eavesdropper to confuse it. Note that although in [9] the
relay selection criterion is based on maximizing the
secrecy rate, it is assumed that the first phase is
completely secured. Comparing to our work, in [9]
beamforming technique is not established and the
interference cancellation scheme at the destination is
not considered. In [10], the authors investigate the relay
and jammer selection problem in the two-way relay
networks. Cooperative jamming strategy based on
Stackelberg security game is investigated in [11]. They
prove the existence and uniqueness of the Stackelberg
Equilibrium and develop a distributed iterative power
allocation algorithm to reach the Stackelberg
Equilibrium point.

In [12], three jamming power allocation strategies
are derived to minimize the outage probability of the
secrecy rate in two-hop wireless relaying networks with
one eavesdropper. In [13] multiple relay cooperative
beamforming combined with jamming is adopted to

maximize the secrecy rate. To enhance the security of
two-way relay network, a joint cooperative
beamforming and jamming scheme is proposed in [14].
In [15] authors use beamforming and relay selection
techniques to maximize the secrecy rate where a two-
step scheme is introduced. In the first step, where the
source transmits signal to the relays, it is assumed that
the eavesdropper is not able to receive the source signal.
Since the cooperative jamming is not applied in [15], it
is similar to “without cooperative jamming” scheme in
our work. [16] considers the problem of secret
communication through cognitive relay assisted
interference channels where the secrecy rate of
cognitive interference channels is improved via
beamforming and cooperative jamming. The authors
in [17] propose a joint decode-and-forward and
cooperative jamming scheme where the relay nodes
transmit a scaled version of the source signal and the
jamming nodes just transmit a common jamming signal
to confuse the eavesdropper. Compared to our work,
in [17] relay selection is not applied and the ultimate
goal is minimizing the transmit power subject to a
secrecy rate constraint. More recently, motivated by
multiple-input multiple-output (MIMO) techniques, the
issue of secrecy at physical layer in MIMO wiretap
channels has attained much interest [18],[19] and [20].
In [21], authors use cooperative relaying techniques to
improve the secrecy rate. In [22] cooperative jamming
is adopted to enhance security in situations where we
have untrusted relays. In [23] a cooperative jamming
scheme is proposed to overcome the attackers in the
networks where a relay node might be compromised to
become an eavesdropper. In [24] the problem of
choosing a jammer and a relay per phase is examined.
In [25], the problem of secure communications in a
four-node network, consisting of one source, one
destination, one eavesdropper and one helper is
investigated where the authors verify the question “to
jam or to relay?” for the helper to improve the secrecy.
In [26] we investigate the security of two-phase
relaying system with multiple intermediate nodes and
in the presence of an eavesdropper. In the first phase,
the source node broadcasts a signal to relays while three
friendly jammers help the source node to confuse the
eavesdropper. In the second phase, two relays transmit
the source message with beamforming coefficients such
that the received signal at the eavesdropper is
completely nulled out. It is necessary to mention that
the system model we considered in [26] is completely
different from the model investigated in this paper.
In [26] the relays and the source are not in the same
cluster and there is a link between the eavesdropper and
the source. In addition, in [26], we use the zero-forcing
method, that is a sub-optimal method.

In this paper, we propose a combined cooperative
jamming and beamforming with joint relay and jammer
selection scheme. In this paper, a wireless network
model consisting of one source node (S), M
intermediate nodes (R,, ..., Ry), a destination (D), and
an eavesdropper (E) is considered. In order to send the
message from the source to the destination, a two-phase
scheme is introduced. In the first phase, the source
broadcasts its message signal locally to the intermediate
nodes within the cluster and thus, the information rate
at the eavesdropper can be ignored. So the first phase is
completely secure. In the second phase, we use
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cooperative jamming and beamforming to send the
message to the destination. Due to the high amount of
operational complexity in cooperative beamforming
with multiple relays, we involve the minimum
intermediate nodes that are necessary to reach the
desired performance. We select two relay nodes to act
as jammers and confuse the eavesdropper while two
other intermediate nodes relay information to the
destination. Selection rules are based on maximizing
the secrecy rate. The problem of beamforming in relays
equals to an optimization problem that can be
formulated as maximizing a Rayleigh quotient. We
assume that the global CSI is available for the system
design (a common assumption as in most of the PHY -
based security literature, see e.g., [27],[71,[28],[23],[29]
and [30]). In practice, destination related CSI can be
obtained by periodic pilots, and eavesdroppers related
CSI may be obtained by monitoring the behavior of
eavesdropper.

The rest of this paper is organized as follows.
Section Il describes the system model. The combined
relay selection, cooperative jamming and beamforming
strategy is analyzed in Section I11. Numerical results are
given in Section IV. Section V concludes this paper.

Throughout the paper, upper-case letter X denotes a
matrix, boldface letter x denotes a column vector. We
denote the vector of channel gains between the source
and intermediate nodes by h,, =
[Asr,) hsr,s -+, hsr,, |, and the channel gains from the
intermediate nodes to the eavesdropper by h,, =
[Ar,E) hryEs s PRy ] @nd the channel gain from the
intermediate nodes to the destination by h,, =

[thD' hRZD' T hRMD]-

Il. SYSTEM MODEL

In this paper, a wireless network model consisting
of one source node (S), M intermediate
nodes (Ry,...,Ry) , a destination (D), and an
eavesdropper (E) is considered (See Fig.1). All nodes
in the network operate in half-duplex mode and
equipped with only one single omnidirectional antenna.
The eavesdropper is passive which listens to the
information transmitted by the source and its goal is
interpreting the source information without trying to
jam it or modify it. We assume that the channels for
different pairs of nodes are modeled using frequency-
flat Rayleigh fading with additive white Gaussian noise
(AWGN). We also assume that the direct links from the
source to the destination and to the eavesdropper, S—D
and S—E, are not available, i.e., the first phase is taken
to be secure. It is note that the source-destination
communication is performed via the intermediate
nodes. For instance, the source and the intermediate
nodes are located in the same cluster, while the
destination and the eavesdropper are far away from the
source, i.e., they are located in another cluster. This
model in also considered in some other papers in the
literature, see e.g., [9] and [30].
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Fig. 1. Our system model, consisting of a source, a destination,
an eavesdropper and M intermediate nodes. The source and the
intermediate nodes are located in the same cluster, while the
destination and the eavesdropper are located outside this cluster.

I1l.  COMBINED RELAY SELECTION, COOPERATIVE
JAMMING AND BEAMFORMING

In order to send the message from the source to the
destination a two-phase scheme is introduced. In the
first phase, the source broadcasts its message signal
locally to the intermediate nodes within the cluster. The
power of the source is chosen such that the message
signal can be decoded at intermediate nodes with high
probability while the eavesdropper cannot decode the
message. In the second phase, we select two relays, out
of M intermediate nodes. The selected relays decode the
source message and then employ optimal beamforming
such that the secrecy rate is maximized.
Simultaneously, two preselected intermediate nodes
(which act as jammers) help the source node by
generating a weighted artificial noise to interfere with
the ecavesdropper’s received signal while no
interference occurs at the destination.

Suppose that Pg is the transmit power of the source
in the first phase. So, the received signal at the ith
intermediate node can be expressed as

Yr; = \/P_ShSRix + g, (1)

where ng, denotes the additive noise at the ith
intermediate node which is a white complex Gaussian
with zero mean and variance oy, i.e., ng,~ CNV (0, o7).
Also we assume that the power of the message signal is
normalized to unity, E{X?} = 1.

To simultaneously ensure that (a) all intermediate
nodes can decode the source signal successfully and (b)
an eavesdropper cannot decode the source signal, the
channel capacity between the source and each
intermediate node must be greater than a threshold, RE,,
and the capacity between the source and the
eavesdropper must be lower than a threshold, RZ,. In
other wordsRsg, > Rf,, fori =1,2,...,M and Ry >

RE,. So we obtain

2
Ps|nse,]

o

log, <1 +
Pslhsgl?

log, (1 + —) < RE,

o

) >RR;i=12,..,M o

Combining the inequalities in Eq. (2), we get
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E
@Reth-1)0f
|hsgl?

R
@Rth-1)0?

7 <P < (3)

|h5R(min)|

here hSR(min) = min{ hgp,}i=1,,..m - Since we have
supposed that the source and the intermediate nodes are
in the same cluster, i.e., the intermediate nodes are
closer to the source than the eavesdropper, there exists
a feasible set for appropriate transmit power of the
source (due to Eq. (3)). Therefore, the source message
is sent to all intermediate nodes confidentially.

In the second phase, we select four nodes. Two of
them {R,,,, R,,} send the message to the destination by
using optimal beamforming, while the rest, {R,, R;}, act
as jammers and generate weighted artificial noise, i.e.,
apply beamforming. Suppose that w = {w,,,, w,,} is the
beamforming vector for relays and u = {u,, u;} is the
beamforming vector for jammers.

The received signals at the destination and at the
eavesdropper can be expressed as

Yp = /PaWhip x+ [Puhfp, oz +np, 4)

Ve = /PaWhig, x + \/F]uhﬂE(pJ)z + ng, ®)

where hRD(m,n) = [hRmDihRnD] ’

[hRmEhRnE] ) hRD(pJ-) = [thD'hRjD] ) hRE(p_j) =
[hr, £ hr;£]s Pr is the total transmit power of relays, and
Py is the total transmit power of jammers. n, and ng
denote the white complex Gaussian noise at the
destination and at the eavesdropper, respectively. The
jamming signal is represented by z and has unity
power, i.e., E{|Z|?} = 1. The goal of jammers is to
interfere with the eavesdropper’s received signal. Thus,
in order to completely null out the jamming signal at the
destination, u = {u,, u;} must be in the null space of

hRD<p,,-) = [thDvhRjD]. This means that

hRE(m,n) =

T —
{uhRD(p'j) = 0. ©

s.t. uwuf =1

Solving Eqg. (6), the optimal beamforming vector at the
jammers is obtained as

up = ahRjD‘ (7)
u]- = —athD, (8)
where a = 21 5. Rewriting Eq. (4) and Eq.
gl +Jrao]
(5), we have
Yp =+ PRWhﬁu(myn)x +np, ©)

VE =+ PRwth(m,n)x + \/IT]uth(PJ)Z + g, (]O)

Now, we obtain the beamforming vector at the
relays such that the achievable secrecy rate is

maximized. The achievable secrecy rate is defined
as [31]:

Rs = max{R, — R, 0}, (11)
where

Rp = 2log,(1+7p), (12)

Ry =3 logy (1 +vs), (13)

According to Eq. (9) and Eq. (10), we have

2
T
_Fr ‘WhRD(m,n)‘ PR

Yo =—— = g_rleHRD(m,n)wH' (14)

2
T
PR|WhRE(m n)l PRWHRE(M.n)wH

YE =

7= 3 oy (15)
Jﬁ+‘uh£5(p’j)| TntUGRE )

where
Hro ) = hgl’(mmh;w(m.n)
Hrgnm = th(m.n)h;?E(m,n)
Grr, ) = Mkeg, ) ke, )

Replacing Eq. (14) and Eq. (15) in Eq. (11), the
achievable secrecy rate is obtained as

Ry = [log2 (1+yD)]+, (16)

1+vE

where [x]* = max{0, x}.

For a fixed power budget, we want to have the
maximum secrecy rate. As we said before, suppose that
the selected relays are (R,,, R,) and the selected
jammers are (Ry,R;) . Since the logarithm is an
increasing function of its argument, the problem of
secrecy rate maximization is equivalent to

{ max (ix) (17)

s.t. wwl =1

By a simple calculation, we have

1+yp 1+ VODWHRD(m_n)WH

1+y; 1+ YoeWHgg,,, ., W"

w (12x2 + YODHRD(m_n)) wh

, (18)
w (szz + YOEHRE(m'n)) wh
_ Pr — PR
where  yop = oz and  yog Fratnsg By

replacing Eq. (18) in Eq. (17), the optimization problem
can be reformulated as
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wawl
{max {WEWH} (19)
s.t. wwi =1
where
A = Ly +VODHRD(m_n)
B = Iy +y0EHRE(m'n)

The above optimization problem can be formulated as
maximizing a Rayleigh quotient. By a simple
modification, it can be solved using Lagrange
multipliers. The solution of this problem is the
eigenvector corresponding to the largest eigenvalue of
the symmetric matrix B~*A. As a result, the optimal
beamforming vector can be written as

W = Vi ((szz + yODHRD(m'n))_l (szz +

yOEHRE(m,n))) (20)

where V,,,. (X) denotes the eigenvector corresponding
to the largest eigenvalue of the matrix X.

Note that in order to maximize the secrecy rate, w, the
beamforming vector for relays and u, the beamforming
vector for jammers should be obtained jointly. Since we
found these beamforming vectors sequentially, our
solution can be considered as a sub-optimal solution.

Now, we can find the best relays and jammers, this
means that, the relay pairs and jammer pairs are selected
according to

{(Rm, Ry, (R, R))} = aRrig max C:ﬁ) (21)

Note that finding a closed form solution does not seem
to be tractable, thus the secrecy capacity will be
evaluated numerically using simulations in Section IV.

IV.  NUMERICAL RESULTS

In this Section, we evaluate the performance of our
proposed scheme and compare the proposed scheme
with the existing ones. The 2D topology of the system
is demonstrated in Fig. 2, where the network consists of
a source, a destination, an eavesdropper and M
randomly distributed intermediate nodes. The source
and the destination are located at fixed points (0,0) and
(100,0), respectively. The channels between any two
nodes are modeled using frequency-flat Rayleigh
fading with a path loss, i.e., h; j~CN (0, di_‘j[’)) where
d; ; is the distance between node i and node j, and the
path loss exponent is § = 3.5. We also consider the
total power constraint, P, = 2.5W and the noise power
02 = —65dBm. The cluster is a half disk with radius
R = 16. The cluster nodes (intermediate nodes) are
uniformly distributed in the half disk as in Fig. 2. In
order to procure the average results, we execute Monte-
Carlo experiments consisting of 10* independent trials
with independent channel realizations.
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Fig. 2. A 2D topology of the system used for numerical
experiments. S(0,0), E(70,0), D(100,0) and M=8 randomly-
distributed intermediate nodes.

secrecy Rate(bit/s/Hz)
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Fig. 3. The average secrecy rates of the proposed scheme versus the
power of jammers, when M = 8, x; = 70,x,, = 100.
Power constraints of the system are P, = 2.5W, P; = 0.5W, P, =

Pr—Ps—P/=2-P,.

The average secrecy rate of the proposed
cooperative scheme versus the power of jammers is
depicted in Fig. 3 Based on allocating different powers
to jammers or relays, we get different secrecy rates. As
it can be observed, the system’s secrecy rate increases
until reaches a maximum point and then falls down
drastically because all the power is allocated to jammers
and there is no more power left for the relays to transmit
the source signal.

A fair comparison between our proposed system
that uses cooperative jamming and a system without
cooperative jamming can be performed, since we
suppose that the total power is fixed in two scenarios.
In Fig. 4, Fig. 5 and, the average secrecy rate of the
proposed  cooperative  scheme  versus  the
eavesdropper’s locations is plotted when the
eavesdropper moves from (50,0) to (110,0) and we
have M = 6, M = 8 and M = 10 intermediate nodes,
respectively. The system without cooperative jamming
is also simulated for comparison. In the latter case, the
total power is allocated to the source and the relays. As
it can be observed from these figures, the secrecy rate
of the proposed scheme with cooperative jamming
outperforms the system without cooperative jamming,
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Fig. 5. The average secrecy rates versus the eavesdropper’s
locations when M = 8. The eavesdropper moves from (50,0) to
(110,0), and the jammer power is fixed, P, = 0 dB.
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Fig. 6. The average secrecy rates versus the eavesdropper’s
locations when M = 10. The eavesdropper moves from (50,0) to
(110,0), and the jammer power is fixed, P, = 0 dB.

especially when the eavesdropper is located close to the

source.

In [15], combined relay selection and beamforming
(that we call it “without cooperative jamming”) is
compared to other schemes. It is shown that [15], their

proposed scheme outperforms the others. The scheme
that we introduce in this paper performs better than
“without cooperative jamming” scheme. As we can see
from Fig. 4, Fig. 5 and, with increasing the distance
between the relays and the eavesdropper, the
improvement of using cooperative jamming will be
marginal compare to the scheme “without cooperative
jamming”. Thus, in the cases that the distances between
the relays and the eavesdropper are too high, it is
suggested to use beamforming method without
cooperative jamming.

V. CONCLUSION

In this paper, a joint beamforming and cooperative
jamming via relay and jammer selection scheme
presented to address the secrecy issue at the physical
layer. As discussed thoroughly, to handle the
operational complexity problem and synchronization
among the relays, we only use four intermediate nodes,
two DF-based relays for transmitting the source
message to the destination and two jammers for
generating artificial noise. Our proposed scheme
significantly improves the secrecy rate, compared to the
scheme using beamforming via relay selection and
without cooperative jamming, as we evaluated via
numerical examples. The secrecy rate is improved in
the case that eavesdropper is closer to the source rather
than destination. As future work, we would like to
consider the effect of imperfect CSI on the achievable
secrecy rate. In addition, the case of multiple
eavesdroppers instead of one eavesdropper would be
investigated in our future work.
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