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Abstract—In response to the critical need for protecting critical infrastructure and managing cyber crises, this article 

introduces an operational framework for establishing national-level Cyber Situational Awareness (Cyber SA). The 

Information Sharing and Alerting System (ISAS), as the central authority, integrates the cyber situational awareness 

postures of Information Sharing and Analysis Centers (ISACs) across infrastructures, forming a unified international 

Cyber SA posture. Our framework offers a quantifiable and coherent metric for national-level Cyber SA, based on 

cybersecurity risk, determined by the impact of cyber threats on sector-specific macro missions and their 

interdependencies. Application to cyberattack scenarios demonstrates the framework's accuracy in reflecting 

situational dynamics and assessing the relative significance of different sectors and ISACs. In summary, our framework 

simplifies national Cyber SA measurement, enhances cyber crisis management and decision-making, and systematically 

addresses interdependencies among critical infrastructures. 

Keywords: cyber situational awareness at national level, macro missions, national cyber SA framework, ISAC traffic, Critical 

infrastructure. 
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I. INTRODUCTION  

In the modern era, thriving societies are built upon 

a complex web of critical infrastructure systems. These 

essential networks—delivering vital services such as 

water, electricity, and transportation—sustain not only 

our economic prosperity but also the very fabric of 

communal life [1,2,3].  

Recent incidents in 2023 have underscored the 

vulnerabilities inherent in these infrastructures, 

highlighting the urgent need for secure and resilient 

systems. For example, a fire at the Isfahan Power Plant 

in Iran illustrated the importance of effective crisis 
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management and rapid response, exposing the fragility 

of essential services. Similarly, a gas shortage during 

Iran’s harsh winter led to widespread power outages 

and civil unrest, further emphasizing this vulnerability 

[5]. These events demonstrate how local disruptions 

can trigger cascading effects, resulting in chaos and 

economic losses at both national and international 

levels. 

Critical infrastructure sectors form the foundational 

framework of modern societies, influencing numerous 

facets of life, including economic stability, community 

well-being, governance, and national security. The risk 

of failure in one critical infrastructure leading to a 
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series of failures across others is a well-documented 

phenomenon. This is particularly evident in energy 

infrastructure, characterized by its extensive 

interconnectivity; a single disruption can initiate a 

domino effect, undermining the integrity and security 

of the entire network. For instance, a cyberattack on the 

electrical grid could lead to widespread power outages, 

impacting water treatment facilities, oil and gas 

operations, and even nuclear plants. The consequences 

can be severe, threatening economic stability, 

environmental safety, societal welfare, and national 

security. 

Research has highlighted the significant risks 

associated with such cascading failures. A model 

proposed in [6] evaluates the risk of common-cause 

failures in critical infrastructures, revealing that these 

situations can be highly impactful, sometimes even 

more devastating than the cascading effects of high-

order dependencies. Additionally, a study by Gibson et 

al. [7] examined the cascading effects of coastal 

flooding due to climate change on critical 

infrastructure in Torbay, UK. Utilizing a 3D 

visualization tool, the study demonstrated that failures 

in the electricity network had far-reaching 

consequences on water, transportation, healthcare, and 

emergency response systems, estimating both 

economic losses and recovery times for each 

infrastructure. These findings underscore the 

importance of understanding and quantifying the 

cascading effects of risks in critical infrastructures, as 

well as developing strategies to enhance their 

resilience and security. 

Cyber crises can emerge from threats to critical 

infrastructure, leading to widespread disruptions of 

essential services and posing significant national 

security risks. Effective management and rapid 

response are crucial to preventing further escalation. 

By enhancing national cyber situational awareness, 

decision-makers can better detect, understand, and 

mitigate such threats, thereby strengthening crisis 

response and resilience [1,2,3]. 

In this study, we introduce an innovative framework 
for creating a national cyber situational awareness 
platform, taking into account the cascading effects of 
disruptions. In this study, we introduce an innovative 
framework for creating a national cyber situational 
awareness platform. This platform is designed with a 
clear mission focus [8,9,10] and provides a 
comprehensive national cybersecurity score to 
articulate cyber situational awareness effectively. 
Unlike conventional solutions that primarily focus on 
analyzing individual systems or components, our 
methodology shifts the spotlight to the missions and 
objectives inherent to each critical infrastructure sector, 
unveiling their intricate interconnections and mutual 
dependencies. Our definition of a 'mission' encapsulates 
a series of precisely orchestrated tasks or activities 
aimed at achieving specific objectives within a critical 
infrastructure sector.  

At the heart of our approach lies a groundbreaking 
model based on 'mission consistency.' Mission 
consistency, as we define it, quantifies the degree to 

which the missions of various critical infrastructure 
sectors align and harmonize with each other. We 
contend that mission consistency plays a pivotal role in 
achieving national-level cyber situational awareness. It 
serves as a mirror reflecting the intricate 
interdependencies and relationships woven across 
diverse critical infrastructure sectors. By measuring and 
enhancing mission consistency, we can strengthen 
coordination and collaboration among stakeholders 
while proactively anticipating and mitigating potential 
consequences stemming from cyber incidents. These 
incidents have the potential to ripple across the broader 
landscape, affecting the performance and functionality 
of critical infrastructures. Our model for mission 
consistency is comprised of three fundamental 
components: 

• Mission Importance: Signifying the criticality and 
indispensability of a mission within a given critical 
infrastructure sector. 

• Mission Dependency: Indicating the degree to 
which a mission hinges on or influences other 
missions. 

• Risk Score: Conveying the probability and impact 
of cyber threats or attacks targeting missions or a 
specific mission. 

The principal contributions of this paper 
encompass:  

• The proposition of a pioneering approach to craft a 
mission centric national cyber situational 
awareness platform.  

• The introduction of an innovative model rooted in 
mission consistency for the measurement and 
enhancement of national-level cyber situational 
awareness.  

• The practical implementation of a prototype 
system based on our proposed approach and 
model, incorporating real-world data from a 
multitude of sources.  

• The rigorous evaluation of our prototype system 
through simulations, coupled with a 
comprehensive comparative analysis against 
existing solutions.  

• A thorough exploration of the advantages, 
limitations, and promising future avenues 
stemming from our proposed approach and model. 

The rest of this paper is organized as follows: 
Section 2 provides an exhaustive review of pertinent 
literature on cyber situational awareness at the national 
level. Sections 3 and 4 expound on the intricacies and 
nuances of our proposed approach and model. Section 
5 unveils the practical implementation and exhaustive 
evaluation of our prototype system. Section 6 presents 
challenges and limitations in establishing national SA. 
Finally, Section 7 concludes the paper with a 
comprehensive summary, followed by a discussion of 
potential future work. 
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II. RELATED WORKS 

In this section, we delve into a comprehensive 
review of the state-of-the-art in cyber situational 
awareness at the national level. 

According to Endsley [11], situational awareness is 
the perception of the elements in the environment 
within a volume of time and space, the comprehension 
of their meaning, and the projection of their status in the 
near future. Cyber situational awareness refers to the 
understanding of cybersecurity risks and vulnerabilities 
affecting the IT environment, as well as the ability to 
anticipate the potential impacts of these threats [12]. It 
empowers organizations to gather, analyze, and 
respond to threat data, thereby enhancing their cyber 
defense and cyber security risk management 
capabilities. In this paper, cybersecurity risk, 
abbreviated as 'risk,' refers to the potential for financial 
loss, disruption, or damage to a firm's reputation 
resulting from failures in its information technology 
systems due to cyber-attacks [13]. Risk assessment [15] 
supports cyber situational awareness by identifying 
threats (perception), analyzing their impact 
(comprehension), and forecasting future risks 
(projection), aligning with the Endsley model’s levels. 
This integration helps in anticipating security 
challenges and making informed decisions. 

A. Developing a National Cyber Situational 

Awareness Platform: Challenges and Solutions   

Cyber situational awareness constitutes the 
capability to grasp the current landscape of cyber 
threats and vulnerabilities within a given environment 
while foreseeing potential repercussions on various 
objectives and missions [16]. It is crucial for protecting 
critical infrastructures from cyberattacks that can 
disrupt their normal operations, cause physical damage, 
or compromise sensitive data. Such attacks can have 
severe consequences for national security, public 
safety, economic stability, and social welfare. 
Therefore, it is essential to develop a national cyber 
situational awareness platform that can provide a 
holistic view of the cyber status and potential impacts 
of cyber incidents across different sectors and domains 
[16]. Such a platform can enable timely detection, 
assessment, mitigation, and recovery of cyber incidents, 
as well as facilitate coordinated response actions among 
various stakeholders [16]. However, developing a 
national cyber situational awareness platform poses 
several challenges, such as: How to collect, integrate, 
analyze, and share cyber information from diverse 
sources? How to ensure the quality, reliability, security, 
and privacy of cyber information? How to model the 
interdependencies and cascading effects among critical 
infrastructures? How to predict the future scenarios and 
outcomes of cyber incidents? How to alert the relevant 
stakeholders and provide actionable recommendations? 
How to cope with the dynamicity, complexity, 
uncertainty, and scalability of cyber situations? Several 
solutions have been proposed to address these 
challenges, such as: using data fusion techniques to 
combine cyber information from multiple sources [17]; 
using ontologies and semantic web technologies to 
represent and reason about cyber information [17]; 
using graph theory and network analysis to model and 
analyze the interdependencies among critical 

infrastructures [18]; using simulation and optimization 
methods to predict and mitigate the impacts of cyber 
incidents [19]; using alert generation and dissemination 
mechanisms to notify and advise the stakeholders [20]; 
using adaptive and scalable architectures to cope with 
the changing and growing cyber situations [21]. 

In [22] the authors aim to provide a framework for 
national cybersecurity awareness that helps 
governments and organizations better understand cyber 
threats and respond effectively. The article highlights 
the role of education, information sharing, and 
collaboration between various sectors (government, 
critical infrastructure, and organizations). It emphasizes 
that national cybersecurity awareness requires a 
comprehensive and integrated approach to protect 
national interests. 

B. Mission-Centric Approach to Cyber Situational 

Awareness  

The majority of existing solutions predominantly 
target the system or component level of cyber 
situational awareness, overlooking the mission or 
objective level [8,9,10]. They often fail to consider the 
missions or goals of individual critical infrastructure 
sectors and their intricate interrelationships. These 
solutions fall short in measuring or enhancing the 
consistency and compatibility of missions concerning 
their cyber status and potential impacts. Consequently, 
they do not provide a comprehensive depiction of 
national cyber situational awareness that encapsulates 
the interdependencies and relationships among distinct 
critical infrastructure sectors. 

In contrast, our work introduces a groundbreaking 
model designed to calculate cyber situational awareness 
at the national level. This model centers around the 
concept of macro missions and ISACs (Information 
Sharing and Analysis Centers). Macro missions 
represent the core functions or objectives of each 
critical infrastructure sector essential for their operation 
and service delivery. ISACs, on the other hand, are non-
profit organizations tasked with coordinating cyber 
information sharing and analysis among their sector 
members. Our model seamlessly amalgamates current 
threats and ISAC situational awareness scores for each 
sector and its macro missions, incorporating weights 
and dependence coefficients. The result is a quantifiable 
and coherent measure of cyber situational awareness at 
the national level. 

Our work extends beyond theory into practical 
application. We applied our model to ten distinct 
cyberattack scenarios, which we present and discuss in 
detail in section 4. 

III. CYBER SITUATIONAL AWARENESS AT THE 

NATIONAL LEVEL  

Effective crisis management in the realm of 
cybersecurity necessitates a powerful tool, one that can 
provide a comprehensive understanding of the national 
cyber landscape. This tool is known as “cyber 
situational awareness,” a concept that aims to create a 
dynamic and evolving picture of the national cyber 
environment. At its core, cyber situational awareness at 
the national level seeks to identify potential crises by 

Volume 17- Number 1 – 2025 (50-62) 
 

52 



assessing the interdependencies among critical 
infrastructures. 

While various definitions of situational awareness 
exist, they all offer unique insights and build upon the 
foundational concept introduced by Endsley [23]. For 
instance, Stiffler [25] applies this concept to military 
operations, defining situational awareness as “the 
ability to see and understand the current and near future 
situation for friendly forces and enemy forces”. This 
interpretation emphasizes the importance of 
understanding both the present and the anticipated 
future states of relevant elements in the environment. 
Similarly, Pio [25] expands on Endsley’s concept by 
identifying specific dimensions of situational 
awareness, such as spatial awareness, goal-oriented 
understanding, system comprehension, resource 
awareness, and force awareness. These dimensions 
provide a more detailed framework for understanding 
situational awareness, further illustrating the depth and 
complexity of this concept. 

Building upon Endsley’s definition, cyber 
situational awareness at the national level, particularly 
in the context of mission-based analysis, becomes a 
crucial tool for gathering information related to 
incidents, crises, threats, and the degree of risk in the 
missions. This comprehensive collection of data allows 
for a deeper understanding of the interdependencies 
among critical infrastructures and their respective 
missions. Furthermore, it enables the comprehension of 
the current state of risk in these missions. Looking 
ahead, it facilitates the projection of near-future states 
of these missions, including the potential cascading 
effects of the risk of one mission on others. This 
comprehensive approach to cyber situational 
awareness, therefore, provides a solid foundation for 
informed decision-making. It not only considers the 
current cybersecurity landscape but also anticipates 
future scenarios, thereby enhancing the resilience of 
critical infrastructures. 

Cyber situational awareness (Cyber SA) is the 
ability to understand and anticipate the cyber 
environment and its impact on the missions and 
objectives of an entity [14]. To achieve this goal, the 
hierarchy of cyber-SA At the national level, abstractly, 
can be understood as a multi-tiered system that involves 
three levels: national, critical infrastructure, and 
organizational. Each level has different roles and 
responsibilities in forming and maintaining cyber-SA 
and different sources and types of information to 
support their decision-making. 

 

As depicted in Figure 1, the foundational entities in 
our conceptual architecture are those that contribute to 
organizational situational awareness. Each organization 
contributes to its own Situational Awareness (SA) by 
disseminating information amongst relevant sectors. 
Every Critical Infrastructure (CI) is equipped with its 
own Information Sharing and Analysis Center (ISAC). 
An ISAC serves as a node within a CI, enhancing 
situational awareness by collecting data on cyber 
threats and facilitating two-way information exchange 
between the CI and its associated private and public 
organizations. At the apex of this structure, contributing 
to national-level cyber situational awareness is the 
Information Sharing and Alerting System (ISAS). ISAS 
collates SA data from a variety of infrastructures and 
disseminates this information to ISACs of other 
infrastructures after updating the national situational 
awareness. This tiered structure ensures a holistic and 
synchronized approach towards maintaining national 
cyber situational awareness. In [14], the conceptual 
architecture of the ISAS system is outlined, providing a 
detailed explanation of the system's key components 
and their interrelationships.  

The process of generating cyber situational 
awareness at the organizational level [25]  involves 
certain steps, where we can map the awareness gained 
from these steps to the levels of awareness in the 
Endsley model [22]: perception, comprehension, and 
projection. This process begins with observing events 
and incidents, which corresponds to the perception 
level. The organization then extracts features and 
processes patterns from these observations, leading to 
content processing and decision-making, which aligns 
with the comprehension level. Finally, the organization 
monitors the effectiveness of missions and takes action 
to control, determine the source, manage, and respond 
to the incident, which falls under the projection level. 
For instance, Security Operations Centers (SOCs) 
within an organization could use various tools and 
techniques to detect and analyze cyber-attacks, assess 
their impact on the mission objectives, and implement 
appropriate countermeasures [2, 26]. This approach 
ensures a comprehensive and coordinated effort to 
maintain cyber situational awareness at the 
organizational level. 

Moving up to the infrastructure level, the same three 
key levels of Endsley’s model - perception, 
comprehension, and projection - are applied. The 
process begins with pre-processing data generated from 
SOCs at organizational levels, aligning with the 
perception level. The infrastructure then evaluates and 
refines the status of missions, which determines the 
current situation of the infrastructure, corresponds to 
the comprehension level. Finally, the infrastructure 
makes decisions about the cyber situational awareness 
and the next status of missions, and monitors the state 
of the infrastructure territory, falling under the 
projection level. In addition, the infrastructure level 
could coordinate and collaborate with other 
infrastructures to share information and resources, 
thereby enhancing the overall resilience and security of 
the critical systems. This approach ensures a 
comprehensive and coordinated effort to maintain 
cyber situational awareness at the infrastructure level. 

 

Figure 1.  Hierarchy of Cyber Situational Awareness: 

From Organizational to National Level [14]. 
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At the national level, maintaining cyber situational 
awareness also adheres to Endsley’s model, involving 
the three key levels: perception, comprehension, and 
projection. The process commences with receiving 
information about incidents and crises of critical 
infrastructure missions at the national level in time and 
space intervals, aligning with the perception level. The 
national level then interprets and understands threat 
information to deal with crises, corresponding to the 
comprehension level. Lastly, the national level 
determines the levels of dependence between 
infrastructure missions in continuous events and 
visualizes the future state of the infrastructure mission 
in the near future, falling under the projection level. For 
instance, the national level could use predictive models 
and simulations to forecast the potential outcomes and 
risks of different scenarios and to plan and execute the 
best course of action. This approach ensures a 
comprehensive and coordinated effort to maintain 
cyber situational awareness at the national level. 

 

As shown in Figure 2, the missions of the ISACs are 
interconnected, creating a complex network of 
dependencies. Each ISAC focuses on its own mission, 
gathering and analyzing information related to its 
specific critical infrastructure. However, due to the 
interdependencies between different missions, the 
actions taken by one ISAC can have significant effects 
on others. 

Managing these dependencies is a complex task that 
goes beyond the capabilities of individual ISACs. This 
is where the ISAS becomes operative. Operating at a 
higher level, the ISAS has a comprehensive view of the 
entire network of ISACs and their missions. It receives 
situational awareness information from various 
infrastructures and updates the national situational 
awareness accordingly. By doing so, the ISAS can 
effectively manage the dependencies between different 
missions, ensuring a coordinated response to cyber 
threats and enhancing the overall resilience and security 
of the critical systems. This highlights the crucial role 
of the ISAS in maintaining national cyber situational 
awareness. 

IV. PROPOSED SOLUTION 

The significance of cyber situational awareness is 
particularly pronounced at the national level, as it 
directly impacts the functioning and stability of critical 
infrastructure systems that underpin our modern society 
[11]. These systems are interconnected and 
interdependent, forming a complex network that is 
susceptible to cascading failures and adverse effects 

resulting from cyberattacks. Consequently, 
policymakers and practitioners face the crucial task of 
calculating the national cybersecurity score by 
considering the dependency network of these critical 
infrastructure systems. However, there is currently a 
dearth of a comprehensive and systematic framework to 
measure and assess the national cybersecurity score in 
relation to the interconnections of critical infrastructure 
systems.  

Generally, National Cyber SA Posture refers to the 
comprehensive understanding and real-time awareness 
of the state of cybersecurity at the national level. It 
involves the aggregation and analysis of information 
from various sources, including government agencies, 
private sector organizations, and intelligence entities, to 
provide a holistic view of the cyber threat landscape. In 
the mission centric view [8,9,10], which is considered 
in this paper, the National Cyber SA Posture is defined 
as the assessment of how cybersecurity threats affect 
the missions of critical infrastructures. The objective of 
the National Cyber SA Posture is to present a 
comprehensive view of the condition of these critical 
infrastructure missions and to evaluate the impact of 
cyber threats on their effectiveness.  

The national cybersecurity score quantifies the 
extent to which critical infrastructures are exposed to 
cyber threats and the degree to which these threats have 
disrupted the missions of these infrastructures. 
Essentially, the national cybersecurity score indicates 
the level of risk in the missions [15] of critical 
infrastructures. This risk is not only due to direct cyber 
threats but also includes risks resulting from 
dependencies on other missions that have been 
disrupted. Therefore, the national cybersecurity score 
provides a comprehensive view of the overall impact of 
cyber threats on the functioning of critical 
infrastructures. It takes into account both the direct 
effects of cyber threats and the cascading effects 
resulting from interdependencies among different 
missions. This score is crucial for assessing a country’s 
vulnerability to cyber threats and its ability to maintain 
the functioning of its critical infrastructures in the face 
of such threats. National cyber situational awareness 
posture is numerically expressed as the national 
cybersecurity score. 

Our proposed solution, as depicted in Figure 1, is 
based on the hierarchy of situational awareness. In this 
abstract model, ISAS is connected to all ISACs, while 
there isn't necessarily a direct relationship between 
ISAS and the organizational levels of situational 
awareness. For the effective operation of ISAS, each 
ISAC must provide ISAS with the following 
information in the form of situational awareness posture 
of the relevant infrastructure when faced with a threat: 

1. The ISAC cybersecurity score of the relevant 
infrastructure reflects the extent to which the missions 
of the critical infrastructures are implicated in cyber 
threats and the degree of risk these threats pose to the 
infrastructures’ missions. 

2. A list of observed threats that have an impact on 
the missions of relevant infrastructure. For each threat, 
the information includes: 

 

Figure 2.  Interdependencies among critical infrastructures 
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• Details of threat information, including the type 
of attack, attacker, campaign, malware, and 
tools used by the attacker [27]. 

• The threat exposure phase 

• The threat risk score 

• The threat risk score per mission, which 
quantifies the potential impact of cyber threats 
on the specific objectives of each critical 
infrastructure mission. [28] 

The threat exposure phase indicates the stage of the 
threat lifecycle that the infrastructure is currently facing 
[29]. It is divided into five distinct stages: Identify, 
Protect, Detect, Respond, and Recover. Each of these 
stages carries a different weight, reflecting their relative 
importance in the process of maintaining cyber 
situational awareness. ISAC updates the risk score of 
the threat at different threat exposure phase and 
immediately sends it to ISAS. Threats with an impact 
are those for which a risk score greater than zero has 
been calculated. 

To establish the missions of infrastructure and 
interdependencies, we undertook extensive surveys, 
research studies, and expert interviews within various 
sectors to identify their macro missions and 
interdependencies. Additionally, in our methodology, 
we assign initial weights to the submissions based on 
their perceived importance and the degree of 
dependency. It is crucial to note that these initial 
weights are not static; they are designed to be updated 
in response to the empirical performance of the 
framework. This dynamic adjustment ensures that the 
model remains accurate and reflective of the actual 
operational environment. The weights play a pivotal 
role in our analysis, as they determine the influence of 
each sub-mission on the overall mission dependency. 
By continuously refining these weights, our framework 
can adapt to changing conditions and maintain its 
effectiveness in assessing the resilience of critical 
infrastructures. 

To ascertain the interdependencies between 
missions with greater precision, we deconstructed each 
mission into its constituent sub-missions. The inter-
mission dependence is then determined by a weighted 
aggregation of the dependency degrees of these sub-
missions. This method allows for a nuanced analysis of 
how disruptions in one area can propagate through the 
network of missions. For example, if a sub-mission 
within the energy sector’s macro mission—such as 
maintaining the operational integrity of the power 
grid—is compromised, it can be quantitatively assessed 
how this perturbation might influence a sub-mission in 
the transportation sector, like the functionality of traffic 
control systems. 

Upon receiving the situational awareness 
information from each ISAC, ISAS promptly computes 
a new situational awareness posture. The cyber 
situational awareness posture at the national level 
encompasses several key components: 

1. National Cybersecurity Score 

2. National cybersecurity score of different 
infrastructures 

3. The risk of the missions of different 
infrastructures 

4. The impact of risk of a mission of an 
infrastructure on the missions of other infrastructures 

5. The risk of missions affecting the risk of other 
missions 

In calculating the cyber situational awareness at the 
national level, certain considerations are taken into 
account: 

Critical infrastructures are essential components of 
the built environment that ensure the interconnectivity 
and good operability of any major urban area. Examples 
of critical infrastructures include transportation, energy, 
health care, and communication systems. The national 
value of each critical infrastructure depends on how 
much it contributes to the overall security and the 
functioning of society’s vital systems. In our proposed 
solution, we assign a value coefficient to each 
infrastructure to reflect its relative importance and 
resilience. The value coefficient is determined by 
considering the impact, vulnerability, and 
interdependency of each infrastructure on national 
security and public welfare. Likewise, the missions of 
each critical infrastructure have different significance 
for protecting cyber assets from the viewpoint of cyber 
situational awareness. Cyber situational awareness is 
the ability to monitor, analyze, and respond to cyber 
threats and incidents in real-time. Therefore, our 
solution aims to enhance the cybersecurity and 
resilience of critical infrastructures by using the value 
coefficient as a guide for prioritizing and allocating 
resources. 

The missions of each critical infrastructure vary 
depending on the nature and function of the sector [30]. 
For instance, the mission of the transportation sector is 
to ensure the safe and efficient movement of people and 
goods, while the mission of the energy sector is to 
provide reliable and affordable power supply. 
However, both sectors face similar cyber threats, such 
as ransomware attacks, denial-of-service attacks, or 
sabotage attacks, that could disrupt their operations and 
cause significant economic and social impacts. 
Therefore, our solution assigns a high-value coefficient 
to these sectors, and prioritizes the protection of their 
cyber assets, such as control systems, sensors, or 
networks, from potential attacks. Our solution also 
provides them with real-time cyber situational 
awareness, which enables them to detect, analyze, and 
respond to any cyber incident that may occur, and to 
coordinate with other sectors and authorities to mitigate 
the consequences. In this way, our solution helps these 
sectors to achieve their missions and to maintain their 
security and resilience. 

In the subsequent sections, we provide an in-depth 
exploration of our methodology. We begin by 
delineating the critical infrastructure sectors, 
elucidating their macro missions, and illuminating the 
web of interdependencies. Finally, we present our 
methodology for calculating national situational 
awareness, both for individual sectors and their 
constituent macro missions. 
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A. Calculation of National Cyber Situational 

Awareness 

Some definitions and basic assumptions: 

• I: Number of critical infrastructures 

• Mi: Number of Missions in Infrastructure No. i. 

• Wi: Coefficient representing the value and 
importance of each infrastructure sector or 

element. It satisfies the condition: ∑ 𝑊𝑖 = 1𝐼
𝑖=1  

• 𝑚
𝑖
𝑗

: Coefficient representing the value and 

importance of mission number j from 
infrastructure i. It satisfies the condition: 

∑ 𝑚
𝑖
𝑗

= 1
𝑀𝑖
𝑗=1  and ∑ ∑ 𝑚

𝑖
𝑗

= 𝐼
𝑀𝑖
𝑗=1

𝐼
𝑖=1  

• (𝑅𝑆𝑥
𝑖 , 𝑅𝑆𝑥

𝑖,1, … , 𝑅𝑆𝑥
𝑖,𝑀𝑖): The understanding of 

risk state ‘x’, which is linked to infrastructure 
‘i’, encompasses the following elements: 

o 𝑅𝑆𝑥
𝑖 : Total risk score of threat x reported 

from infrastructure i 

o 𝑅𝑆𝑥
𝑖,𝑗

: The amount of threat risk score per 
mission number j in infrastructure i related 
to the threat x 

To calculate the threat score at the ISAS level, it's 
crucial to consider that similar threats may be reported 
from various infrastructures. Therefore, the risk 
associated with the threat across all infrastructures is 
factored in. Additionally, for visualization and future 
prediction, we take into account the impact of disrupted 
missions caused by this threat on other missions. 
Moreover, to normalize the threat score and align it with 
the importance of the reporting infrastructure, it's 
multiplied by the coefficient corresponding to the 
exposure mode weight. Formula (1) outlines the 
calculation process for threat situational awareness at 
the national level. 

 

(1) 
𝑅𝑆𝑥

𝑖𝑠𝑎𝑠 = ∑(𝑤𝑖 × 𝑊𝑆𝑥
𝑖 × 𝑅𝑆𝑥

𝑖 )

𝐼

𝑖=1

+ 𝑑𝑒𝑝𝑥
𝑖  

Here, 𝑊𝑆𝑥
𝑖  represents the weight of the exposure 

mode reported by ISAC, and its values are determined 

as per Table 1. 𝑅𝑆𝑥
𝑖  stands for the threat score reported 

by ISAC number i. Lastly, 𝑑𝑒𝑝𝑥
𝑖  indicates the value that 

specifies the impact of risks in the missions of 
infrastructure number i due to threat x on the missions 
of other infrastructures. The method for calculating this 
value will be explained further below. 

 

Formula (2) illustrates how we calculate the 
dependence coefficient (dep) for infrastructure number 
i concerning threat x and its impact on the missions of 

other infrastructures. In this equation: 𝑚𝑗
𝑖  is the 

coefficient representing the value and importance of 

mission number j in infrastructure number i. 𝑅𝑆𝑥
𝑖,𝑗

 
stands for the threat risk score per mission number j in 

infrastructure number i due to threat x. 𝐵𝑗
𝑖 signifies the 

extent of dependence of missions from other 
infrastructures on mission number j in infrastructure 
number i. 

 

(2) 𝑑𝑒𝑝𝑥
𝑖 = ∑(𝑚𝑗

𝑖 × 𝑅𝑆𝑥
𝑖,𝑗

× 𝐵𝑗
𝑖)

𝑀𝑖

𝑗=1

 

Formula (3) details how we calculate the weight of 

dependence 𝐵𝑗
𝑖 for the jth mission in infrastructure i 

concerning its reliance on missions from other 

infrastructures. In this equation: 𝑚𝑒𝑙,𝑘
𝑗,𝑖

denotes the 

weight of dependence of mission j in infrastructure i on 
mission l in infrastructure k, as determined by experts. 

𝑚
𝑘
𝑙
 represents the coefficient of value and importance 

of mission number l in infrastructure number k. This 
complex interplay allows us to assess the dependencies 
between missions across different infrastructures, 
crucial for accurate threat score calculations. 

 

(3) 
𝐵𝑗

𝑖 = ∑ 𝑤𝑘 ∑ 𝑚
𝑘
𝑙

𝑚𝑒𝑙,𝑘
𝑗,𝑖

𝑀𝑘

𝑙=1

 

𝐼

𝑘=1,𝑘≠𝑖

 

B. Calculating the cyber situation at the national 

level 

The calculation of the national cyber situation based 
on the score of current threats has an effect that is new 
at the ISAS level. And the reported cyber situation of 
infrastructures is done according to formula 4. 

= 𝑤𝐶𝑇 ∑ 𝑅𝑆𝑥
𝐼𝑆𝐴𝑆

𝑥∈(𝑐𝑢𝑟𝑟𝑒𝑛𝑡 𝑡ℎ𝑟𝑒𝑎𝑡𝑠) +
ISAS

SA

)𝑤𝑆𝐴𝐼𝑆𝐴𝐶
∑ (𝑤𝑖𝐼

𝑖=1 × 𝑆𝐴𝐼𝑆𝐴𝐶𝑖
 

(4) 

Where: 

• SAISAS is the cybersecurity score of the national cyber 

SA calculated by ISAS  

• wCT is the weight assigned to the current threats 

component of the formula  

• RSx
ISAS  is the risk score of the x-th current threat 

calculated by formula 1  

• 𝑤𝑆𝐴𝐼𝑆𝐴𝐶
 is the weight assigned to the ISAC 

situational awareness component of the formula  

• Wi is the weight assigned to the i-th ISAC  

• SA𝐼𝑆𝐴𝐶𝑖
 is the situational awareness score reported by 

the i-th ISAC 
The current threats component of the model 

represents the current level of exposure and potential 
damage of the national cyber situation to cyber threats. 
The ISAC situational awareness component of the 
model represents the current level of awareness and 
preparedness of each sector to cyber threats. The 
weights assigned to each component and each ISAC 
reflect their relative importance or contribution to the 
national cyber situation. The weights are determined by 
using a multi-criteria decision analysis method based on 
expert judgment. 

TABLE I.  WEIGHT RELATED TO DIFFERENT 

EXPOSURE SITUATIONS IN A THREAT 

exposure mode WS 

Identify (ID) WI 

Detect WD 

Respond Wres 

Recover Wrec 
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In this section, we will discuss some of the 
advantages and limitations of using our model for 
calculating the cyber situation at the national level. 

One of the advantages of using our model is that it 
can capture the dynamic and complex nature of the 
cyber situation by considering both the current threats 
and the ISAC situational awareness. For instance, our 
model can reflect how a new threat or a change in ISAC 
awareness can affect the national cyber situation score. 

One of the limitations of using our model is that it 
relies on the quality, accuracy, timeliness, and 
completeness of the data collected and reported by 
ISAS and ISACs, which may vary or be inconsistent 
across different sources and levels. For example, some 
ISACs may have more or less data than others, or some 
data may be outdated or inaccurate. 

In the hierarchical model presented, it is assumed 
that ISAS is connected with ISACs of critical 
infrastructures and only receives significant and 
impactful threats from them. Given that critical 
infrastructures in each country are limited and 
experience has shown that the number of significant 
and impactful threats is not high, scalability 
considerations are not addressed in the proposed 
solution. 

These are some of the pros and cons of using our 
model for calculating the national cyber situation at the 
national level. In the next section, we will provide some 
scenarios to illustrate how our model works in practice. 

V. EXPERIMENTS AND RESULTS 

This chapter presents the experiments and results of 
the study. The purpose of the study was to evaluate the 
proposed model for calculating Cyber SA at the 
national level, based on the concept of macro missions 
and the cybersecurity scores of ISACs. The study also 
introduced the ISAS, a central authority that receives, 
analyzes, and disseminates Cyber SA information from 
various critical infrastructures, and coordinates and 
executes the best course of action to deal with cyber 
crises and their impact on national security and 
resilience. 

Iran has faced numerous cyberattacks on its critical 
infrastructures in recent years. These attacks have been 
attributed to various state and non-state actors, posing 
serious threats to Iran’s national security and economy. 
As a result, Iran has been under increasing pressure to 
enhance its cyber situational awareness at the national 
level. In this section, we will summarize some of these 
attacks and evaluate our proposed model for calculating 
the cyber SA at the national level. MITRE’s ATT&CK 
framework provides a comprehensive view of the 
tactics and techniques employed in these cyberattacks, 
aiding in the understanding and mitigation of such 
threats [31]. In this section, we will summarize 9 
cyberattacks that Iran has faced on its critical 
infrastructures in recent years. We will also evaluate 
our proposed model for calculating the cyber situation 
at the national level in each scenario. 

Table 1 provides a detailed introduction to the 
cyberattack scenarios, listing the threat number, type of 
attack, and the infrastructure affected. Table 2 provides 
a comprehensive overview of each threat scenario, 

detailing the date, condition, threat risk score, threat 
risk score per missions, SAISac, and final situational 
awareness number. 

For instance, consider the cyberattack on the 
National Iranian Gas Company (NIGC) (Threat 1, Row 
1 in Table 2). This attack disrupted the gas distribution 
network, causing widespread outages at gas stations 
across Iran. The initial situational awareness score for 
this attack was calculated at the identification stage (ID) 
with a threat risk score of 30 and threat risk score per 
missions distribution as follows: M18 = 20, M17 = 7, 
and M16 = 3. The situational awareness score (SAISac) 
at this stage was 30, leading to a final situational 
awareness number of 16.94. 

During the response phase, the threat risk score for 
the gas company attack was adjusted to 25, with 
recalibrated mission scores of M18 = 17, M17 = 6, and 
M16 = 2. This resulted in a situational awareness score 
(SAISac) of 25, leading to a final awareness score of 
14.12. Simultaneously, a cyberattack on the Iran 
Railway Company was identified with an initial threat 
risk score of 15 and a situational awareness score of 15, 
resulting in a final score of 17.58. As recovery 
progressed for the gas company attack, the threat risk 
score decreased to 2, with mission scores adjusted to 
M18 = 1, M17 = 0.5, and M16 = 0.5, giving a SAISac 
of 2 and a final awareness score of 5.45. Meanwhile, the 
railway attack entered the response phase with a threat 
risk score of 13 and a SAISac of 13, resulting in a final 
awareness score of 5.02. 

By the end of the incident, all scores will return to zero, 
indicating the resolution of the crises. The detailed 
tracking and adjustment of scores through each phase 
illustrate how the framework effectively quantifies the 
impact and response to cyber threats, providing a clear 
picture of situational dynamics and aiding in decision-
making. 

TABLE II.  QUANTITATIVE INFORMATION OF THREATS 

Threat 
Num. 

Type of Attack Infrastructure 

1 Cyberattack on National 

Gas Company 

Energy 

2 Cyberattack on Iran 

Railway Company 

Transportatio

n 

3 Cyberattack on 

Intelligent Fuel System 

Energy 

4 Cyberattack on 

Television 

ICT 

5 Cyberattack on Ports 

Organization 

Transportatio

n 

6 Cyberattack on Ministry 

of Transportation 

Transportatio

n 

7 Cyberattack on Mahan 

Airlines 

Transportatio

n 

8 Cyberattack on Nuclear 

Facilities 

Energy 

9 Cyberattack on 

Telewebion 

ICT 

 

From Table 2, we can see that our model can capture 
the changes in the cyber situation at the national level 
as different attacks occur, progress, or end in different 
phases. It reflects the relative importance of different 
components and ISACs in determining the situational 
awareness score. For example, the attack on the 
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intelligent fuel distribution system has a higher impact 
on the situational awareness score than the attack on the 
radio and television because Energy-Oil-Oil Products-
Distribution or Energy-Gas-Distribution has a higher 
weight than ICT-Communications. Furthermore, it is 
essential to consider the wide-ranging implications of 
our method for enhancing cyber defense strategies and 
informing policymaking endeavors. Our approach 
serves as a strong tool that empowers nations to 
strategically allocate their resources and efforts in 
safeguarding critical infrastructures against cyber 
threats. By systematically identifying the most 
vulnerable or invaluable components and ISACs, it 
enables countries to prioritize their cybersecurity 
initiatives effectively. Moreover, our model equips 
nations with the capability to maintain real-time 
vigilance over their national cyber landscapes. This is 
achieved by offering a quantifiable and easily 
understandable metric that can be readily 
communicated and comprehended by diverse 
stakeholders. This real-time assessment capability is 
pivotal for swiftly responding to emerging threats and 

ensuring the continual resilience of critical 
infrastructure. As shown in Figure 3, the situational 
awareness scores varied significantly across different 
stages of the cyberattack, highlighting the effectiveness 
of our model in tracking these changes. In addition, our 
platform provides real-time cyber threat analysis, as 
illustrated in Figure 4, showcasing various charts and 
metrics that help in monitoring and responding to 
threats promptly. 

In summation, our framework represents a 
significant advancement in the realm of national-level 
cyber situational awareness. Anchored in current 
threats and ISAC situational awareness scores, it has 
been rigorously tested across various cyberattack 
scenarios targeting critical infrastructures. Our 
comprehensive evaluation highlights its effectiveness 
and utility in enhancing cyber situational awareness. 
Additionally, we have pinpointed potential areas for 
further refinement and future research to advance both 
our system and its broader applications.

TABLE III.  SITUATIONAL AWARENESS SCORES OF DIFFERENT SCENARIOS OF CYBERATTACKS ON IRAN’S CRITICAL INFRASTRUCTURES 

   Inputs Output 

Threat 

Number 

date Condition Threat 

Risk 

Score 

threat risk score 

per mission 

SAISac Final 

Situational 

Awareness 

Number 

1 xxx-xx-xx ID 30 M18 = 20, M17 = 

7, M16 = 3 

30 16.94 

1, 2 xxx-xx-xx Respond, ID 25, 15 M18 = 17, M17 = 

6, M16 = 2, M2 = 

15 

25, 15 14.12, 17.58 

1, 2 xxx-xx-xx Recover, Respond 2, 13 M18 = 1, M17 = 

0.5, M16 = 0.5, 

M2 = 13 

2, 13 5.45, 5.02 

1, 2, 3, 4 xxx-xx-xx End, Recover, ID, 

ID 

0, 2, 40, 

30 

M1 = 0, M2 = 2, 

M10 = 20, M18 = 

20, M2 = 30 

0, 2, 40, 

30 

3, 0.46, 22.95, 

41.65 

2, 3, 4 xxx-xx-xx Recover, ID, 

Respond 

2, 40, 37 M2 = 2, M10 = 

20, M18 = 20, 

M2 = 37 

2, 40, 37 No change, 

No change, 

40.29 

2, 3, 4 xxx-xx-xx Recover, Respond, 

Respond 

2, 36, 37 M2 = 2, M10 = 

18, M18 = 18, 

M2 = 37 

2, 36, 37 No change, 

38.4, 

No change 

2, 3, 4 xxx-xx-xx End, Recover, 

Recover 

0, 2, 2 M2 = 0, M10 = 1, 

M18 = 1, M2 = 2 

0, 2, 2 37.58, 18.47, 

2.06 

3, 4 xxx-xx-xx End, End 0, 0 M10 = 0, M18 = 

0, M2 = 0 

0, 0 0.94, 0 

4 xxx-xx-xx ID 30 M2 = 30 30 14.6 

4, 5, 6, 7 xxx-xx-xx ID, ID, ID, ID 30, 8, 5, 

3 

M2 = 30, M2 = 8, 

M2 = 5, M2 = 3 

30, 8, 5, 

3 

No change, 

15.91, 17.06, 

17.75 

4, 5, 6, 7 xxx-xx-xx Respond, ID, ID, 

ID 

28, 8, 5, 

3 

M2 = 28, M2 = 8, 

M2 = 5, M2 = 3 

28, 8, 5, 

3 

16.81,  

No change,  

No change,  

No change 

4, 5, 6, 7 xxx-xx-xx Respond, Respond, 

Respond, ID 

28, 6, 4, 

3 

M2 = 28, M2 = 6, 

M2 = 4, M2 = 3 

28, 6, 4, 

3 

No change, 

16.35, 16.12, 

No change 

4, 5, 6, 7 xxx-xx-xx Recover, Recover, 

Recover, Respond 

1, 2, 2, 2 M2 = 1, M2 = 2, 

M2 = 2, M2 = 2 

1, 2, 2, 2 3.47, 2.54, 2.08, 

1.85 

4, 5, 6, 7 xxx-xx-xx End, End, End, 

Recover 

0, 0, 0, 1 M2 = 0, M2 = 0, 

M2 = 0, M2 = 2 

0, 0, 0, 1 1.38, 0.92, 0.46, 

0.23 

7, 8, 9 xxx-xx-xx End, ID, ID 0, 5, 30 M2 = 0, M22 = 3, 

M1 = 1, M3 = 

0.5, M2 = 0.5, 

M2 = 30 

0, 5, 30 0, 6.51, 20.57 

8, 9 xxx-xx-xx Respond, Respond 4, 28 M22 = 2, M1 = 1, 

M3 = 0.5, M2 = 

0.5, M2 = 28 

4, 28 20.02, 19.09 
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8, 9 xxx-xx-xx Recover, Recover 1, 1 M22 = 1, M1 = 0, 

M3 = 0, M2 = 0, 

M2 = 1 

1, 1 13.67, 1.02 

8, 9 xxx-xx-xx End, End 0, 0 M22 = 0, M1 = 0, 

M3 = 0, M2 = 0, 

M2 = 0 

0, 0 0.47, 0 

 

Fig. 3. Changes in Situational Awareness Scores Across Different Stages of Cyberattacks 

 

 
 

Fig. 4. Platform Dashboard Showing Real-Time Cyber Threat Analysis 

 

VI. CHALLENGES AND LIMITATIONS IN 

ESTABLISHING NATIONAL CYBER SA 

This paper presents a framework for establishing 

national cyber situational awareness. Within this 

framework, in addition to an abstract overview of key 

nodes, the ISAS node is specifically examined, 

focusing on its collaboration with ISACs. However, 

creating an accurate and up-to-date national cyber 

situational awareness picture that can be effectively 

utilized for managing cybersecurity crises requires 

collaboration between hundreds, if not thousands, of 

government and private entities—posing numerous 
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challenges. This paper addresses a small portion of 

these challenges by providing a framework and model 

for visualizing cyber threat data and calculating 

situational awareness at the ISAS level. Below are 

some of the key challenges: 

 

1. Integration of Multiple Data Sources: 

Comprehensive situational awareness necessitates the 

integration of data from a wide range of national and 

international sources, including government agencies, 

private sectors, and critical infrastructure. This process 

is often technically complex and time-consuming. 

 

2. Timeliness and Accuracy of Information: For 

situational awareness to be effective, information must 

be both timely and accurate. Delays or inaccuracies in 

shared information via ISAS can lead to an incomplete 

or misleading national cyber posture. 

 

3. Cross-Agency Coordination: National-level 

situational awareness requires close coordination 

between various entities, including law enforcement, 

intelligence agencies, and private sector organizations. 

Differences in objectives, operational processes, and 

technical capabilities can hinder effective 

collaboration. 

 

4. Trust and Information Sharing: Building trust 

among ISAS participants is essential. Without 

sufficient trust, organizations may hesitate to share 

complete or sensitive threat information, which can 

undermine overall situational awareness. 

 

5. Standardization of Data Formats: The absence of 

standardized formats for sharing threat data can 

complicate efforts to consolidate and analyze 

information from different entities. Ensuring 

interoperability between diverse systems remains a 

persistent challenge. 

 

6. Evolving Threat Landscape: Cyber threats 

continuously evolve, and adversaries often employ 

sophisticated or novel techniques that may not be 

immediately recognized by ISAS. This limits the 

system's ability to provide a fully up-to-date and 

accurate picture of national cyber situational 

awareness. 

 

7. Resource Constraints: Developing and maintaining 

national cyber situational awareness using ISAS 

requires significant resources, including skilled 

personnel, advanced technological infrastructure, and 

continuous updates. Resource limitations can diminish 

the system's effectiveness. 

 

8. Legal and Policy Issues: Legal and policy barriers 

often complicate the sharing of threat information 

across entities or national borders. Balancing 

compliance with both national and international 

regulations while maintaining real-time situational 

awareness is a complex challenge. 

 

9. Visualization of Complex Data: Translating vast 

amounts of threat intelligence into actionable insights 

for decision-makers is difficult. Effective visualization 

tools and dashboards are essential, but developing 

these for a national-level audience with varying levels 

of technical expertise presents a significant challenge. 
 

VII. CONCLUSION 

This paper introduces a robust framework designed 
to enhance Cyber SA at the national level, addressing 
the escalating threats to critical infrastructures. At its 
core, the framework uses ISACs across various sectors 
to improve threat detection, information sharing, and 
coordinated incident responses. The establishment of 
the ISAS as a centralized hub is pivotal; it processes and 
disseminates Cyber SA information, orchestrating a 
synchronized response to threats and thereby enhancing 
the resilience and security of national infrastructures. 
This framework not only integrates sector-specific 
insights to foster inter-sectoral collaboration and a 
unified defense posture but also introduces a novel 
approach to quantifying interdependencies within and 
across infrastructures, focusing on mission consistency. 
This strategic emphasis aids in understanding and 
mitigating the cascading effects of cyber incidents. 
Validated by practical applications and simulations, the 
framework demonstrates adaptability to evolving 
threats and the potential to integrate cutting-edge 
technologies. These features suggest its viability for 
long-term application. Ultimately, this framework 
provides a comprehensive strategy for advancing 
national Cyber SA, underscoring the necessity for 
advanced analytics and collaborative efforts in 
cybersecurity. Future research should explore how 
predictive analytics and machine learning could further 
refine and enhance cyber defense strategies. The 
adoption of this framework is poised to significantly 
elevate global cybersecurity practices, boosting 
proactive defenses against cyber threats. 
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