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Abstract—This paper investigates the physical layer security of a wireless network assisted by a Reconfigurable
Intelligent Surface (RIS) in the presence of full-duplex active eavesdropping. In this scenario, the RIS cooperates with
the Base Station (BS) to transfer information to the intended user while an active attacker attempts to intercept the
information through a wiretap channel. In addition, the attacker sends jamming signals to obstruct with the legitimate
user’s signal reception and increase the eavesdropping rate. Our objective is to maximize the secrecy rate by jointly
optimizing the active and passive beamformers at the BS and RIS, respectively. To solve the resulting non-convex
optimization problem, we propose a solution that decomposes it into two disjoint beamforming design sub-problems
solved iteratively using Alternating Optimization (AO) techniques. Numerical analysis is conducted to evaluate the
effects of varying the number of active attacking antennas and elements of the RIS on the secrecy performance of the
considered systems under the presence of jamming signals sent by the attacker. The results demonstrate the importance
of considering the impact of jamming signals on physical layer security in RIS-aided wireless networks. Overall, our
work contributes to the growing body of literature on RIS-aided wireless networks and highlights the need to address
the effects of jamming and active eavesdropping signals in such systems.
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. INTRODUCTION and jamming attacks can compromise the secrecy and
integrity of wireless communications [1]. The use of
encryption algorithms is a common method to ensure
security in wireless networks, but due to the rapid
development of technology and computing power,
physical layer security checks have been introduced as
a supplement to conventional methods. This approach

Ensuring security is crucial in 5G and 6G wireless
communication networks, as wireless networks have
become an essential part of our everyday life for
exchanging data and communicating with ease.
However, malicious activities such as eavesdropping
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can evaluate the security performance of wireless
networks using parameters like the secrecy rate, which
indicates the maximum effective rate that can be
delivered effectively. Passive eavesdropping attacks
involve intercepting signals without transmitting any of
their own, while active eavesdropping attacks send
disruptive signals to interfere with legitimate
transmissions. An active attack whose sole purpose is
to cause interference is known as a jamming attack [2],

[3].

Reflective Intelligent Surfaces (RIS) are a
fundamental technology that can improve performance
of wireless communications and increase system
transmission rates by adjusting reflection coefficients.
RIS comprises a flat surface that consists of numerous
reflective elements, each capable of inducing
independent amplitude or phase shifts to the propagated
signal [4], [5].- RIS has important applications in new
wireless networks as it offers various benefits including
reduced interference, better coverage, and improved
energy efficiency. Additionally, RIS can be used in
conjunction with existing wireless systems, making it a
viable option for improving the security and efficiency
of both current and future wireless networks[6].

The use of RIS for enhancing physical layer
security has been extensively examined in literature.
For instance, [7] investigated the maximization of
coverage rate between the transmitter and the receiver
in the presence of an attacker when RIS is present.
References [8], [9] investigate how RIS can improve
physical layer security in wireless communications
against multi-antenna eavesdroppers. An effective
algorithm was introduced to jointly optimize active and
passive  beamforming. A  secure  wireless
communication system was proposed in reference [10]
that utilizes Multi-Input Multi-Output (MIMO) based
on RIS. Multiple antennas are used by the Base Station
(BS) to communicate with a legitimate multi-antenna
user while protecting against multi-antenna passive
eavesdroppers. The design of the transfer covariance
matrix to maximize the secrecy rate was proposed using
an alternating optimization algorithm that combines the
Taylor series expansion method and predicted gradient
ascent method. Authors in [11] analyzed the influence
of RIS on secure wireless transmission, whereby an RIS
is implemented to aid the secure MIMO system to
improve privacy performance. Artificial Noise (AN) is
employed to mislead the passive eavesdropper.
Reference [12] investigated the advantage of using RIS
in  multi-user Multi-Input Single-Output (MISQO)
systems when passive eavesdroppers are present. They
showed that the secrecy rate could be maximized by co-
designing secure beamforming, AN, and RIS phase
shift. An iterative optimization method was suggested
to deal with the formulated non-convex problem.
Reference [13] proposed a RIS-assisted anti-jamming
strategy for wireless communication security. Their
goal was to increase the system’s rate when a clever
jammer was present, which aims to deteriorate the
quality of the intended communications by jamming the
signal on the channels used by legitimate users. A
backscatter communication system that uses RIS was
considered by reference [14] to prevent jamming
attacks. Here, the attacker tries to jam the signal in order
to keep the legitimate user from getting the desired
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signal. In order to fend off the jamming attack, an RIS
is placed close to the user and acts as a transmitter to
transform all the received signals into the intended
signal. The objective of this paper is to maximize the

Signal-to-Interference-plus-Noise Ratio (SINR) at the
user, subject to power constraints at the source. In
reference [15], an aerial RIS was proposed, whereby the
impact of jamming attacks can be reduced by increasing
the legal signal and transmission rate. Conversely, in
reference [16], legal communication was attacked using
RIS as a jammer, without the use of any internal energy
to create jamming signals, which minimizes the
received signal power in the legitimate receiver. To
achieve secure transmission, RIS is used as a jamming
device to create and broadcast jamming signals, thereby
disturbing the reception of eavesdroppers, as shown in
references [17], [18]. In reference [19], a co-jammer
was introduced in the presence of RIS, who tries to
mislead the eavesdroppers. This increases the secrecy
rate and effective energy by jamming signal
transmission.

Full-duplex communication is a promising technique
that allows radio signals to be transmitted and received
simultaneously on the same frequency. Consequently,
in future wireless networks, it can greatly increase
spectrum efficiency and decrease communication
latency [20], [21]. In a communication system based on
RIS, to improve performance, reference [22], [23]
considered a Full-duplex legal receiver that sends the
jamming signal to the receiver to mitigate the
eavesdropper. This leads to the joint optimization of
received beamforming, signal jamming, and passive
beamforming, thereby seeking to increase the security
rate.

As discussed above, in most of the previous papers
on RIS-assisted networks, only passive or active attacks
have been considered. Motivated by the need for
improved wireless network security, in this paper, we
focus on a more professional adversarial attack in which
a full-duplex active attacker can act as an eavesdropper
and a jammer at the same time. In particular, we
investigate the secrecy rate maximization problem by
optimizing the beamforming vector at the BS and phase
matrix at the IRS. To solve the resulting non-convex
optimization problem, we propose an alternating
algorithm. Through computer simulations, we show the
superiority of our proposed method. The paper presents
several contributions, including:

e Investigating the security problem of the
physical layer in a system based on RIS in the
presence of a full-duplex active attacker who
can act as an eavesdropper and jammer
simultaneously.

e Including direct channel performance
evaluation assuming low probability of
disconnection between the BS and user, unlike
many previous studies that ignore this aspect.

e Formulating a non-convex optimization
problem for secrecy rate maximization by
jointly optimizing beamforming and reflection
coefficients for the RIS network. To solve the
problem as two separate sub-problems, an
alternative algorithm is suggested.
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e Demonstrating through simulation results the
significant impact of a jammer on secrecy rate
and emphasizing the importance of RIS in
improving it. The impact of changing the
number of active attacking antennas is also
analyzed, the number of active attacking
antennas has increased, resulting in an
increase in the secrecy rate.

The structure of the rest of this paper is as follows. In
Section II, the system model is covered. Section Ill
presents the formula for the problem, the secrecy rate
that can be achieved, and the suggested algorithm for
solving the optimization problem. Simulation results
can be obtained in Section IV. Section V includes
concluding remarks.

Il. SYSTEM MODEL

This paper focuses on a communication system that
utilizes RIS, as depicted in Fig.1, where a base station
that has K antennas is used to serve a user with one
antenna that an active eavesdropper (denoted as "eve")
is present. The eavesdropper is equipped with N,
receiving antennas and N, transmitting antennas, and is
assumed to have perfect self-interference cancellation,
as described in [24], [25]. By altering the phase of the
signal received from the base station, the RIS,
consisting of L reflecting elements, and base station
collaborate to deliver information to the user. However,
the full-duplex active eavesdropper listens to the
information through the wiretap channel and sends a
jamming signal to the RIS and the user to disrupt the
legitimate user’s reception of the signal and decrease
the secrecy rate.

The channel gains from BS to the RIS, BS to the
user, BS to the active eavesdropper, RIS to the user, RIS
to the active eavesdropper are denoted as Hg; € C-*X
hg, € C&*1, Hg, € CVK h, € Ct** and H,, €
CN<L respectively. The channels that equivalent to the
baseband from eavesdropper to RIS and eavesdropper
to user are indicated by G,; € C-*Nt and g,,, € CNe¥1,
We make the assumption in this paper that the Channel
State Information (CSI) of all the channels is fully
known. This can be accomplished by techniques like
local oscillator power leakage from the RF frontend of
the eavesdropper receivers [26] or eavesdropper can
also be an active user in the secure transmission system
but not be trusted by user [8]. The signals that the
eavesdropper and legitimate user received are given as

Y, = hi, ws + gl va + hi, 0(Hg,ws +
G, va) +n, 1)

Y, = Hg,ws + H,,0(Hg,ws + G, va) + n, (2)

we denote 6 = diag(B,e/™,B,el%,...,Be/) as the
reflection coefficient matrix of the RIS. q; and B; with
1 =[1,2,...,1] are the phase shift and amplitude at the Ith
RIS element. The signal transmitted from the BS is
given by x = ws, where w and s~ cN(0,1) denote
beamforming vector and information bearing for user,
respectively. Additionally, The jamming signal a is
transmitted by means of vector v, which represents the
beamforming vector at the eavesdropper. The additive
white gaussian noise (AWGN) associated with the user
and the eavesdropper is n,, and n, ~ CN(0, *). The rates
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that can be attained at the active eavesdropper and the
legitimate user are provided by
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Figure 1. System Model of the RIS-assisted Communication
Network Against an Active Eavesdropper
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Consequently, the attainable secrecy rate can be
expressed as

R =[R, — R.]* )

Since the cases with a non-positive secrecy rate lack
meaning in the context of this study, [z]* = max(z, 0),
for the discussions henceforth we delete the [.]*
operation [27].

I1l.  BEAMFORMING DESIGN

This study aims to maximize the secrecy rate by
jointly optimizing the transmit beamforming vector w
at the BS and the phase shifts 0 at the RIS, building on
the discussion above. This problem can be expressed as

max R; (6a)

w,6

s.t. Il W< Pgs (6b)
16,l=1, Le[L2,...,L] (6¢)

Evidently, this is a Non-deterministic Polynomial-
time hard (NP-hard) problem due to the unit modulus
constraints and non-convex objective function. The
optimal solution cannot be found directly by utilizing
existing algorithms. This study proposes a low-
complexity AO-based algorithm in order to address this
challenge. In this way, we turn the optimization
problem into two separate sub-problems and examine
each of the created sub-problems separately. In the
following, a method to solve these sub-problems will be
discussed.

A. Active Beamforming
First, we assume that the parameter 8 are fixed and
derive the optimal value of w. Therefore, it is



D uictr

necessary to rewrite problem (6)’s objective function.
max R (79)
w

sit. Il wli;< Ppg (7b)

This problem has a non-convex objective function. By
defining w = ww# and v = vv¥, the terms within the rate
have been rearranged in order to streamline the
discussions

R, =log(l + (HBuWng)(I + GeuVGI;u _1)
®)
R, = log(I + (Hpe; WHE,)(I + H;; VH)™)
9)
Where HBu = i(hgu + hZLBHBl)' Geu = i (ggu + hﬁtecel)v
1 o 10"
Hp, = — (Hp, + H,,6Hp)) and Hp, = — (H,.0G,). The
followirewg problem is a result of transfeorming problem

).

max log(1 + (Hg,ww/HH ) (1 + G, v GE)™1)
w

Aq
+ log(H,e,vv"H[L) (10a)
Az
log((H;e;vviHIL) + (Hpe ww7HE,))
Az

Problem (10) is still non-convex and intractable.
Therefore, the objective function is converted into an
equivalent counterpart by using the Weighted
Minimum Mean Square Error (WMMSE) idea to
manipulate alliteratively using the BCD technique[28].
The first step in our process is to introduce the auxiliary
matrices (e;, (i € 1,2,3),x, (G € 1,2)), which we use to
reformulate A;, 4, and A5 in the problem’s objective
function, respectively. The Mean Square Error (MSE)
matrix function of A, should be considered as follows:

Ey(x,w) = (I = x{'Hp,W)(I — x{'Hp,, W)" +
X' (I + Gy Vi Gy )Xy (11)
Similarly, A4, is given by
Ey(x,w) = (I = x3'Hy V) (I — x5 Hy V)™ + x5 x;
(12)

The following lemma is necessary to solve this
problem.

Lemma 1: [29] Denoting E € c¢ as any positive
definite matrix, we obtain the following function

—log(E) = max 6(8) (13)
secdxd s>0

Where  §(S) = —Tr(SE) + log|S| + N, the optimal

solution for problem (13) is known as s?* =Eg'.

Based on Lemmal, we can obtain the following

equalities,
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A= Srr;glx log(&) — Tr[e (E1(x, W))]  (14)
1>0,%1

A; = H;g)i log(e;) — Tr[e;(Ez(xz,w))]  (15)

- &
A; = max log(es)
£3>0
—Tr[es((Hpe vw"HiL) (Hpe, ww?HE, )] (16)

We substitute the formulas above into problem (10),
which has been rewritten as

max log (&) — Tr[e; (U — xiHp, W)U —
x{-IHBuw)H + x{I(I + GeuwHGEu)xl)] +
log(e;)) _TT[SZ((I — x5 H; V) —
x5 Hyo V)P + x?"z)] + log(e3)
_T7[53((H1e1VVHH1He1) + (HBeIWWHngI))]

(17b)

(17¢c)

Then, we use the BCD algorithm and to separate
problem (17) into three sub-problem. In the sequel, We
first solve problem (17) to optimize x4, x,, given w and
&1, &2, E3.

(17a)

s.t. | wIP< Py

QO ={e,&,63>0, x1,x,, W}

x, = argmin  Tr(g E;(x, W)] (18)
X1

x, = argmin Tr[e;E,(x,, W)] (19)
X2

In order to solve problems above, we consider their
respective first-order derivatives, and the closed-form
solution of x; and x, is given by

%, = (I + Gouvv?GH, + Hp, wwi"HE )" THy, w (20)
xy = (I + Hygww"HI, )" H v (21)

In the next step, the goal of solving problem (17) is to
optimize ¢, €,, €5, based on x;,x, and w. It has been
observed that the objective function of problem (17) is
independent of the matrices &, €,, 5. By employing
Lemmal, the closed-form solutions of ¢, ¢,,&5 are
driven as

& = [(I — x{'Hp,W)(I — x{' Hp, W)"

+xf (I + Gy v GH ) x ]2 (22)
& = [(I — %3 Hyev)(I — x5 He )" + x§2x,] 7" (23)
&3 = [ + Hyvw"HL, + HgowwHE, 171 (24)

Next, problem (17) is solved to design w optimally,
given x4, x, and &, &,, &5. In order to continue, problem
(17) should be rewritten in terms of w, as
min  —log (&) + Tr[e (I — xfHp, W)
w
(I - x{-IHBuW)H + x{-l (1 + GeuVVHGgu)xl)] -

log(e;) (25a)
+Tr[e((I = x5 Hy V) = x5 Hpo WP + x5 x,)]
—log(es)
+Tr[e3((Hpe vV HEL) + (Hpo wwHE, )]
s.t. | wl?< Py (25b)

Here we are looking for w, so we assume other values
to be constant and ignore them. After simplification, we
reach the following final problem:
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min  Tr(exHg,ww?HE, x,) — Tr(e;xFHp, W)
w

_Tr(glengxl) + TT'(ngBeIWWHngI) (26&)
s.t. llw ”2S PBS (26b)

In MATLAB, CVX toolbox can solve the objective
function of the equivalent main problem, which is a
linear and convex function.

A. Passive Beamforming

In this subsection, the passive beamforming at the
RIS is designed while the transmit beamforming at the
BS is fixed. To this end, problem (6) is reformulated.
Therefore, the sub-problem will be

max Ry (273)

s.it. 16]=1 Le[12...,L] (27b)

The objective and constraint functions of the problem
(27) are non-convex. The transmission model’s terms
are rearranged to streamline the discussions.

(hj, +h},6Hz)w = (hi,w) + hil diag(p)Hpw
=hi, + hf diag(Hg,w)e (28a)
Then we consider changing the following variables.
[hf,w, i} diag(Hgw)] = Hgy, (299)
[Lel" =¢ (29D)
By applying these relations, we will be

Il (h, + hi,6Hp )W II2= @"HE  Hpe =
Tr(Eg;p®) (30)

Where ® = ¢ ¢". Similarly, we have

[géuv, i diag(Gev)][1, @17 = Gerp  (31a)
I (ggu + hyugGelu)V = QOHGgluGelu(p =
Tr(E.;.©) (31b)

[Hg.w, H;.diag(Hz,W)][1, ¢]" = Hp ¢ (32a)
| (Hge + H;.60Hp)W I°= @"HE, Hp o0 =

Tr(Eg9) (32b)
and finally
[0' Hlediag(Gelv] [1' (p]H = Gejer® (338)

I (HleeGeI)v "22 QDHGglelGelel(p = Tr(EeIeI@)
(33b)

The secrecy rate has been reinterpreted using the
definitions above.

Tr(Epip®) ) _
TT(Eery©)+03

R; = log (1 +
Tr(Epje®) _
—lOg (1 + W) = lOg (Tr(EeIuG)
+05 + Tr(Eg;p©)) — log(Tr(Eee0) + o

+T7(Ep;0)) — log(Tr(Ee,0) + 030) +
10g(Tr(Eere10) + 0&) (34)

By introducing auxiliary variables ¢, and 5, we can
achieve the following equalities by applying the same
method as in (14)

—log(Tr(Ee9) + o+ Tr(Eg0)) =
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fsngg{_&(TT(EeIeI@) + 02 + Tr(Egy @))
4
+ log(&,)} (35)

—log (Tr(Eelue) + 0-1%)) =
max{—e5(Tr(Eer ) + 0i)) + log(es)}  (36)

The optimization problem for secrecy rate has been
restructured with the reformulations above.

min R, = —log(Tr(E,;,,0) + ¢2

£4,€5,0
+ Tr(Egn,®) + ¢?)
+ £4(Tr(E1/0) + 0
+ Tr(Eg0) + 02)
—log(Tr(Eerer®) + 02)
+ &5(Tr(Eep©) + 0f) — log(es)
—log(es) (37a)
s.t. & >0, e&>0 (37b)
©=0, rank(®@) =1 (37¢)
G)l,l = 1, Vl eEL (37d)
For problem (37), the optimized ¢, and &5 is obtained:
1
84 - TT(E9191®)+TT(EBIEO+O'§) (38)
€5 : (39)

T Tr(Eey0)+02

We can use toolboxes like CV X to tackle the phase shift
problem, ignoring the rank-1 requirement and turning
to semi-definite relaxation. If the found optimal does
not satisfy the rank-1 constraint, Gaussian
randomization can be employed [22], [30].

C. Algorithm Design

At this point in the process, according to the two
defined sub-problems, the general algorithm presented
for solving the combined problem of RIS phase shift
optimization and beamforming vectors is shown in
Algorithm 1. The inputs of this algorithm are channel
parameters and e, which is the maximum acceptable
relative error for the minimum user security rate. In the
t th iteration of this algorithm, the active beamforming
sub-problem is solved by using the values obtained in
the previous iteration of the algorithm for the RIS phase
shift in the passive beamforming sub-problem, and its
answer is used as the required values to solve the
passive beamforming sub-problem. This process
continues until the relative error associated with the
minimum security rate of the user is less than e.

Moreover, we evaluate the computational
complexities of the proposed algorithm. Considering
the computational complexity of the sub-problem
related to the active beamforming, which is defined as
O(K? +2N2) and the sub-problem related to the
passive beamforming, while it reaches convergence in
T, iteration, it is defined as O(T,(L + 1)*®). Each
iteration’s main algorithm’s computational complexity
is equal to the sum of their complexity, i.e. O(((K? +
2N3) + Ty (L + D*5)log(€)). Now, assuming that the
algorithm converges in T,, the computational
complexity of this algorithm is O(T,(((K? + 2N?3) +
Ty (L + 1)*5))log ().
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Algorithm1 alternating iterative algorithm for
solving security rate

Input: channel parameters, ¢
1) Imitialization: ¢ =0, set w', ¢*.
2) Repeat
a) Given ¢'.w* obtain £, ="
b) Given ¢ %}, 2! obtain w'*?
c¢) Given ¢, £%,. 2 W' obtain 57}
d) Given 4%}, =™ wi*l e

3) Until '”T'fl— <e

=1 obtain 9"1

Output Optimal transmit beamforming,
passive beamforming.

IV.  NUMERICAL RESULT

We provide numerical results in this part to assess
the suggested system. We assume that a BS with K
antennas is situated in the center of the polar
coordinates in our simulations. Additionally, to help
with signal transmissions, RIS with L reflecting
components are put around the BS at permanent points.
We suppose that the RIS is situated on a circle with a
radius of 40 and an angle of% that is centered at the BS.

Also, the location of the user and the eavesdropper is
(30,8) and (25, B), respectively, where g = U[0,"].
The noise variances are set as o,, = g, = —105dBm.
We assume H = ,/L,d~¢Q generates all of the channel
coefficients involved, where the path loss at reference
distance dy = 1m is referred to as L, = —30dB, d is
the link distance, ¢ signifies the exponent of the path
loss. The corresponding path loss exponents is set as
Epu=¢€ge =375 |, ep =&y =€ =22, € =
g, = 2.5 and @ is the Rician components is given by
[27], [31]:

Qz\/gQLoS_}_\/gQNLOS (40)

where k=1 is the Rician factor, Q%°S is the
deterministic Line of Sight (LoS), and the NLoS
components QN°S are i.i.d. complex Gaussian
distributed with zero mean and unit variance. The los
component is given by

Q1% = ap, (v *4)af, (v1°P) (41)
where ap,_(v4°4) and ap, (v4°P) are defined as
aDT(VAOA)

— [1’ e 2nj><%><sinvA"A

) s €

27rjx%>< (Dyr—1)sinvA%4

(42)
aDt (VAOD)

=1, ezmx%xsinv“‘w

), @

21 jx%x(Dt—l)sinvA"D T

(43)
Where D, and D, represent the numbers of antennas at

the receiver and transmitter sides, respectively. The
variable d refers to the distance between the antennas,
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Figure 2. Achievable Secrecy Rate vs. the Transmit Power

while A represents the wavelength, v4°P is the angle of
departure and v4°4 is the angle of arrival, Both of them
are considered to be randomly distributed within
[0,2r]. For simplicity, we set %= % The stopping
threshold for the alternating optimization techniques is
defined as e = 1073, The eavesdropper is a full
duplex, but the without jamming scheme is used as a
benchmark, where the Eve is deployed with Nr
antennas to evaluate the impact of the eavesdropping.
Furthermore, the scheme without RIS is also used as a
benchmark, where only the beamformer w is optimize.

The possible secrecy rate for both situations with
and without a jammer is displayed against the transmit
power of the BS in Fig.2. The number of antennas (K)
and reflecting elements in RIS (L) are set to 3 and 36,
respectively. As we can see, in every scenario, the
secrecy rate rises as the BS’s transmit power grows.
This increase occurs because as the power of the BS
increases, the effect of beamforming on the power
received by the user also increases, leading to an
increase in the signal-to-noise ratio (SNR) at the user
end. Additionally, increasing the BS’s transmit power
also increases the power of the received signal in the
RIS, which leads to a greater effect of the RIS phase
shift optimization on the system’s secrecy rate. In other
words, the RIS can optimize the phase shift of the
reflected signals to enhance the desired signal’s power
and reduce the interference from the eavesdropper.
Moreover, we can infer from Fig.2 that an increase in
the number of eavesdropping antennas leads to a
reduction in the secrecy rate of the system. This is
because with more eavesdropping antennas, the
eavesdropper can capture more information about the
transmitted signal, making it more difficult to maintain
secrecy.

Fig.3 illustrates the effect of increasing the number
of antennas at the base station on network secrecy rate
when the power of the base station and reflecting
elements in RIS are set to 30 dBm and 36 dBm,
respectively. As shown in the figure, increasing the
number of antennas allows for more precise
beamforming, resulting in a higher overall secrecy rate.
Similarly, an increase in the number of eavesdropper
antennas also leads to better beam shaping capabilities,
which decreases the secrecy rate. Active attack
strategies effectively reduce the achievable secrecy rate
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Figure 3. Achievable Secrecy Rate vs. Number of BS’s Antennas

by disrupting communication between legitimate
transmitter and receiver nodes through jamming
signals. Therefore, advanced encryption techniques and
physical layer security mechanisms such as artificial
noise generation, beamforming, and power control
should be deployed to combat these attacks and
optimize network security and performance.

Fig.4 depicts the secrecy rate versus the number of
reflecting elements at the RIS, where Pgs = 30dBm
and K = 3. As expected, an increase in the number of
RIS elements results in higher secrecy rates, as more
phase shift optimization centers become available.
Conversely, without reflective elements, the secrecy
rate remains constant regardless of the number of such
elements added. Interestingly, the gap between the
secrecy rates in the presence and absence of a jammer
widens with increasing numbers of RIS reflection
elements. This is due to the presence of malicious
signals sent to the RIS via the jammer, which adversely
affects the secrecy rate.

Fig.5 demonstrates the convergence of Algorithm 1
in relation to the secrecy rate as a function of the
number of iterations, with varying numbers of active
attacker antennas. The plot shows that as the number
of iterations increases, the achieved security rate
exhibits a non-decreasing trend. Specifically, it can be
observed that as the number of iterations increases, the
secrecy rate also increases, and Algorithm 1 requires
approximately 18 iterations to converge, depending on
the number of antennas used. This figure evaluates the
effectiveness of the algorithm in solving the problem
of maximizing the secrecy rate, clearly demonstrating
the increasing trend of the secrecy rate with the number
of iterations.

V. CONCLUSION

This paper investigates the security of a R1S-assisted
system in the presence of a full-duplex active attacker.
The beamforming vector of the base station and the
RIS reflecting elements’ phases are jointly optimized
to maximize the network secrecy rate. We therefore
suggest an innovative approach based on alternating
techniques to address the ensuing non-convex
optimization issue. According to our numerical results,
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Figure 5. Converge of the Proposed BCD Algorithm

A full-duplex attacker can substantially decrease
the network’s secrecy rate especially when the number
of antennas is high. The findings indicate that wireless
networks using Reconfigurable Intelligent Surface can
benefit from an increased rate of secrecy by raising the
number of reflective elements, Base Station power, and
the number of antennas. Considering these factors is
vital when designing secure RIS-assisted systems in
the presence of potential attackers.
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