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Abstract: Despite the huge use of cloud computing, due to its large dimensions and availability for all users, this type of
network is weak and vulnerable to malicious attacks. Therefore, as a useful complement to existing security methods,
trust management plays a crucial role in discovering suspicious behaviors in the cloud computing network. The critical
question is, how can we find ideally and effectively users with suspicious behaviors in these complex environments. In
this paper, the Markov chain model has been used to calculate the short-term reliability of users in the cloud network,
and the trust management system has been proposed to mitigate the effects of complex environments to calculate the
user’s status. Furthermore, a new computational model has been introduced with relevant, practical factors for
calculating the long-term trust that reduces the effect of changing environmental parameters in the calculations. In the
Markov chain, in each time unit the transition occurs from one state to another, the number of these states can be
counted. In this paper, two modes of normal (faultless) and having a risk (damaged, and having a fault) are considered
for users. The simulation results show that the proposed algorithm, Markov chain trust management can more
effectively detect suspicious behaviors of users in the cloud computing network, and in a meaningful way, provide a
better rate of delivery of packets compared to their counterparts, and ultimately provide better security in the cloud
computing network. To assess the effectiveness of the introduced Markov chain model, we compared it with two TBID
and RFSN models. We have used MATLAB software to compare the performance of the cloud network.
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computing network. In addition, in recent years,

1. Introduction there have been several solutions proposed based on
Security and trust are two closely related trust. S o

concepts, which are used on a large number of Trust measuring is |n|t|aIIy_a topic of interest to
occasions instead. The main difference between researchers in the social and sociological sciences, to
them is complexity and high level of overhead in identify the level of trust in humans. Then to
security. Traditional security mechanisms, such as examine its effects on business transactions, and in
authentication and cryptography, cannot protect this this regard, somewhat of a kind of reputation is
type of network against external attacks by hosted posed instead of accuracy [1].

users. For example, surveillance can send the wrong Since the last decade various ways for trust
information to the network through users who have management in computer networks have been
been conquered or distort the results they have proposed to identify unreliable users, and much
achieved. These incorrect data are sent across the progress has been made in this regard, but existing
cloud network and can lead to false interpretation trust management systems still find it difficult to
and decisions by users. Traditional and old identify reliable and unreliable users accurately
mechanisms cannot detect the difference between because network users are inherently unpredictable
the surveillance users with the primary users and the and are in the midst of a mess of false information
authenticity of these users are recognized correctly, and hostile behaviors.

and thus the wrong data easily is entered to the cloud ~ Unconstrained users can enter false or
network. To reduce these problems, trust and misleading dat_a to the network, to invalidate the
security issues have been widely discussed as a tool correct data or increase the system error rate, so that
for providing more protection in the cloud the network performance becomes unacceptable [2].
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The main issue is how we can achieve the ideal
detection rate of surveillance users in complex
environments. This question is a critical issue in trust
management in the cloud network.

Trust management, offers a practical idea to
determine and evaluate the reliability of network
users, which brings the reliable and faultless
operation of computer networks. This idea applies to
various routing, data accumulation, and attack
exploitation activities. Because adding or deleting
users from the network is based on the predicted
trust of the users, to eliminate or alternate unreliable
users from the network [3].

In this paper, in the first section, we have an
introduction, which explains about trust and
necessity of existing this factor in the cloud network.
The second section will be a literature review, which
will present a complete investigation of past
researches regarding this issue. After that, in the
third section, we will discuss trust in cloud
computing, and why we need such criteria in this
network. The fourth section will be a Markov chain
and trust management in short-run. In this section,
we will discuss how can we use the Markov chain to
predict trust and reliability in short-run. The fifth
section will be measuring long-term trust value with
the use of the Markov chain model. Section sixth
will be explained Markov chain trust management
algorithm gradually and explain how such an
algorithm will be used to predict the trust. Section
seventh will show the simulation results, and finally,
we will have a conclusion in section eighth.

Novelty and contribution of our proposed
system:

In this paper, it is assumed that the trust level
can be estimated for the current state of each user
and a TMS model is proposed to mitigate the effects
of complex environments, on the calculation of the
user’s status in the short and long term. This Markov
chain-based model can provide users with a degree
of trust-ability in short-run according to their current
behaviors. This method is used to determine the
status of users and to determine whether users are
reliable or not. The predicted value only reflects the
degree of assurance and accuracy in the short-run.
We assume that the process of changing the status of
users in this model follows the Markov chain.

Unlike the existing systems which have very
high computational loads — like the RFSN system,
which uses the Bayesian model for each user to
predict the future behavior of other users, our system
is not cause lots of computational loads for the
system and doesnot reduce the performance of the
system.

2. Literature Review

Researches about cloud security have started
with particular attention to the issue of information
trust management, and various models have been
presented in this regard [4].
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In the RFSN (Reputation-based Framework for
Sensor Network), using the Bayesian model, a
model has been developed in which each user has the
criteria for the reputation of other users and can
predict their future behaviors. Using a mathematical
tool to calculate and update the values of fame and
being well known, they used them to determine the
trust of users [5].

Subsequently, with a small change in the above
framework, a quantitative framework was proposed
to measure its reliability and distribution of it to
counter attacks. In 2009 to reduce the amount of
computing and less use of communications and
storage space, a slight model of TMS was proposed,
in which the idea of grouping was used. Its
complementary research focused on regional block
groupings [6].

The first model can calculate the trust-ability of
users in the RFSN complement model. In this model,
a distributed framework for the accuracy of
information was presented, which was based on the
selection of trust-ability of the gateways. In this way,
each user has a reliability table that sends the trust-
ability of its adjacent users to the gateways.

In recent models, a new method for locating and
determining a weak area, based on trust management
was presented. Following, a protocol called TIBFIT
for managing information reliability, for the security
of combined data was presented. Finally, a
hierarchical structure of the TBID for the trust
management of information was introduced, that
used intrusive detection methods [7].

Fuzzy logic can be used to deal with inappropriate
descriptions of intrusions [8]. Although it has better
flexibility, for some uncertain issues, its accuracy of
detection is less than the neural network. To reduce
the training time of the neural network, we can use
fuzzy logic with the neural network to quickly detect
unknown attacks in the cloud computing network.

In [9], they used IDS based on neural network and
fuzzy clustering. At first, a dataset is divided into
training and validation sets. Then by applying
clustering method on the training set, a new different
training set is generated. For each different training
subsets, different training neural network is used. At
this step, to solve the errors of each neural network,
the fuzzy aggregation model is used to combine the
results of wvarious neural networks. The True-
Negative Criterion, which determines the number of
attacks that have been appropriately detected, has
not been conducted. If the number of training
samples increases, the training time will be
increased.

In [10], the authors used (Fuzzy Clustering-
Artificial Neural Network) FC-ANN, which is
presented in [10], and have come up with multi-
layered IDS. In this model, the input and output data
packets receive the UDP, IP, ICMP, and TCP values,
and send to a shared queue for analysis. Then packet
analysis is performed, and through efficient
matching, surveillance packages will be detected by
generating an alarm.
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In [11], an over-observer detector system was
designed by wusing the adaptive neuro-fuzzy
algorithm. For the implementation, they used
Cloudsim simulator. This detector monitors the
performances of virtual machines. The ANFIS
(Adaptive Network-based Fuzzy Inference System)
model uses a Sugeno Fuzzy inference system and
using a network analysis model, which trained in
150 rounds and at an error rate of about 2% was
stopped as the best detection rate [25-31].

3. Trustin Cloud Computing

In this section, we describe the current and
existing mechanisms of building trust in the cloud
network including:

-Trust based on reputation

-Trust based on SLA

After creating primary trust and using the cloud
service, the user must reassess and reassure their
trust. The SLA (Service License Agreement) is a
legal contract among cloud users and cloud service
providers. Therefore, monitoring Quality of Service
(QoS) and validating SLA in trust management of
cloud computing is very important. But there are two
problems in this regard [1-6]:

-SLA focuses on apparent elements of cloud
performance and does not express intangible
components, such as security and privacy [30].

-Many users cannot merely monitor quality.

For this purpose, we can use the help of a third
party specialist company. In a private cloud, this is
done by a trusted cloud agent or trusted scrutineer
(such as the CTA that is being surveyed in the
transparency cloud mechanisms section). In a hyper-
cloud or among several clouds, there may not be
much dependence on trust scrutineer. In the public
cloud, individual users and some enterprise users
may use a trusted agent (a cloud entity that is a
specialist in business) [26, 27].

3.1. Clarify Mechanism in the cloud

3.1.1. STAR: To increase cloud clarity, the Cloud
Security Association (CSA), has provided STAR
program with the ability to self-assess security
controls for cloud providers, either in the form of an
initial accounts assessment matrix or in the form of
a cloud control matrix. STAR is a useful resource for
users when searching for cloud services. Although
cloud providers provide self-assessment
information, users can use the evaluations of
independent expert organizations as third-party
companies [1, 7].
3.1.2. CTP: The cloud trust scrutineer is introduced
as one of the cloud services, and so-called Trust-as-
a-Service (TaaS). The cloud trust scrutineer
includes:

-ldentification service

-Ability to log in to multiple cloud provider
systems separately
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-A profile acceptance service that enables the
user to view the security profile of several cloud
providers, according to standard criteria’s.

However, as with STAR, the main disadvantage
of CTP is that the cloud provider gives the
information [1-8].

4, Markov Chain and Trust Measurement in
Short-run

In the Markov chain, in each time unit the
transition occurs from one state to another, the
number of these states can be counted. In this paper,
two modes of normal (faultless) and having a risk
(damaged, and having a fault) are considered for
users. The Markov chain is also a random
memoryless process, which means that the
conditional probability distribution of the next state
depends only on the current state and does not
depend on previous events [1, 9].

In this paper, it is assumed that the trust level
can be estimated for the current state of each user
and a TMS model is proposed to mitigate the effects
of complex environments, on the calculation of the
user’s status in the short and long term. This Markov
chain-based model can provide users with a degree
of trust-ability in short-run according to their current
behaviors. This method is used to determine the
status of users and to determine whether users are
reliable or not. The predicted value only reflects the
degree of assurance and accuracy in the short-run.
We assume that the process of changing the status of
users in this model follows the Markov chain.
Therefore, estimating the reliability of users can be
modeled as a Markov model with the following five
elements [10].

Q=(RV,Q,A,m) Q)
Where: R = {r;, 1y, ...,7y} is the set of normal
statuses. V = {v;,v,, .., vy} is the set of having
fault and uncertain situations. Q = {q,} is transition
matrix of situations, which is a k * k matrix. q,
represents transition rate from i to j: i,j ER U
V System parameters A4, 1,, 15, A, that A; represents
the parameter of the distribution index, in which the
status of each user is between R and V.m =
{m,, my, ..., Ty} represents the initial value or
status of distributed confidence [28, 29].
m; = PO{X(t) = T'l'}, 1<i<N
M= PfX(®) =1}, N+1<j<N+M

N+M
E m; = 1
i=1

where X (t) is known as user status at the time ¢. 4,
A5, A3 and A, are distributed index parameter from R
toR,RtoV,VtoV,andV to R status respectively. T;
is the time that the user operates in 4; status. As the
status change from A, to 1, the A will change and as
a result, the users status will change accordingly [1-
11].

)

4.1. Hypothesis
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To formulate the above Markov chain, we must
consider the following assumptions:

-In all N+ M existing conditions, the
probability of changing the user status is in their own
range. That is, the status of each node cannot be out
of N + M bounds.

-The Markov chain presented in this paper is
time-independent, ergodic, irreducible, and non-
periodic [1, 5, 12].

4.2. Formulation

To calculate the final amount of confidence,
first of all, we should form the Q matrix. To do this,
consider a positive and a small enough number of .
Then we calculate the transition probability over the
time interval of [¢,t + ].

Pj(2) = PIX(t +7) = jI X(8) = i} =
T

P{T, <t} = fﬂe—lktdt =1-—e M =

0
MT+0@), L,jER, i #] 3)
P1—(N— D4t —MAt+0(1) i,j
ER, i=j
1-(M—-DA31—MA,t+0(7) i,j
eV, i=j

Then we can calculate the conversion rate of g, ;
transformation and obtain the Q matrix at the end.
P i(z) — P ;(Q

Qi,j = lim L7 VAL l']( ) (4)

r—0% T

According to the above formulas, we can obtain
the k = k transition matrix of Q in:

[errl erle

()
Qryr: " Qryry
Also, we can use the Fokker-Planck equation
and use the current probability distribution for
predicting the absolute probability of user mode in
the next phase. The resolution process is as follows
[12, 20]:

Q:

(B @+ Py () = (P () .. Py (8) * @

(P,(0) .., (@) =7 (6)
m;=1 1<i<N+M

By the formulas mentioned above, we can
calculate the probability of any statuses.
Furthermore, users trust can be measured from the
following equation [25]:

N
T=) RO= ™)
N1,

where T predicts the amount of the desired trust,
which, of course, is only related to the state of the

[1 _ e—(mz+1v/14)t]
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next step. In this paper, we have defined T as the
amount of trust in the short-run, but the exact level
of user’s trust-ability is valuable over the long run.
Following, we will discuss the idea of long-run
authentication [1, 13].

5. Measuring Long-term Trust Value

This section discusses the idea of how to
recognize and measure the reliability of cloud users
in the long run. This idea can more accurately
identify reliable users from unreliable users and can
provide more security in the cloud network [13-20].

5.1. Computing User Status

In different environments, the probability,
which shows that users in the normal state will be
under attack, is not constant. It is assumed that users
have only two situations: the standard and risky case
or tricky situation. Besides, users have a specific and
specific performance in different circumstances [1].

In this paper, the actual state of the users is
calculated in four situations: status, actual status,
short-term reliability, and long-term reliability.

For example, assume that one user in short-term
has T; reliability, and in a next time slot a risky
behavior will occur for that. This user is still in the
normal state, but due to bad and undesired behaviors,
its reliability decreases in the long run. From this
idea, the real status and amount of reliability could
be calculated for each user.

5.2. Computing Reliability in Long-term

In one of the previous papers, a framework for
determining the long-term reliability of user based
on dynamic memory factor is presented. In this
paper, to describe a newer model, at first, we define
the following formula:

Trust_1™Y = B, trust_1* (8)
+ Sytrust_s

trust_1t: the amount of long-run reliability at
time t.

trust_s: the amount of short-run reliability in
[t,t + 1] interval.

Trust_1"¢": The amount of long-run reliability
att + 1.

B4, Bo: are inconstant memory norms that can be
set dynamically [1].

Using Equ. 8, we can easily understand the
disadvantages of this idea. If the reliability is too low
for a user in a long-run, then the long term reliability
of that user will show lousy behavior at the current
time, while the user was working well. Therefore,
this method cannot accurately determine abnormal
behavior.

Therefore, we will propose a new method for
identifying hostile users and calculating the long-run
reliability, which formulates as follows:
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trust_1"°V = B trust_1™ + fytrust_f : i,j €R,
trust_1™ > trust_f

trust_1"¢Y = B,trust_1™ + Bytrust_f : i,j €R,
trust_1" < trust_f

trust_1"¢Y = B, trust_1" 9)
+ Bytrust_f: i
ER,j
eV, trust_1™
> trust_f

trust_1"¢" = B trust_1" + B,trust_f: i ER,j
eV, trust 1" < trust_f

trust_1m°" = B trust_1™ + fytrust_f: j € R,i
eV, trust_ 1" = trust_f

trust_1™°V = Bytrust_1" + fitrust_f:j €R,i
eV, trust_ 1™ < trust_f

i: Current status of the user.

Jj: Next status of the user.

trust_1": The amount of long-run reliability at
the current time.

trust_f: The amount of predicted reliability
from the current time to the next time slot.

From Equ. (9), we can quickly and accurately
obtain new long-term reliability. For example, at
time t, if the current state of the node is normal (it
belongs to the set of normal states), and the next state
of the node is from a set of uncertain nodes, then we
will have: i €R,j € V.

For more explanation about this:

B = 0.35,8, = 0.65, trust_f

= 045, trust_1"
=0.85
- trust_1™®" = B trust_1"
+ Sytrust_f
= 0.35*0.85+ 0.65 * 0.45 = 0.59

(10)

Although the method mentioned above still has
some weak points, it has been able to effectively
mitigate the shortcomings of previous methods as
well as the impact of the environment.

6. Markov Chain based Trust Management
(MCTM) Algorithm

In Markov chain algorithm, in each time step the
transition occurs from one state to another, the
number of these states can be counted. In this article,
two modes of normal (faultless) and having a risk
(damaged, and having a fault) are considered for
users. The Markov chain is also a random
memoryless process, which means that the
conditional probability distribution of the next state
depends only on the current state and does not
depend on previous events [1, 9].

In this paper, it is assumed that the trust level
can be estimated for the current state of each user
and a TMS model is proposed to mitigate the effects
of complex environments, on the calculation of the
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user’s status in the short and long term. This Markov
chain-based model can provide users with a degree
of trust-ability in short-run according to their current
behaviors. This method is used to determine the
status of users and to determine whether users are
reliable or not. The predicted value only reflects the
degree of assurance and accuracy in the short-run.
We assume that the process of changing the status of
users in this model follows the Markov chain [24].

The step of the suggested algorithm is as

follows:

1. First, the initial trust amount and status of
the users are allocating them.

2. The primary values of A4,1,,45,4,
parameters are given.

3. After that, the following loop will be
repeated.

4. For each node, we calculate the rate of
change (gq; ;) by the (3), (4) equations.

5. Using the (5), (6), and (7) formulas, we will
calculate short-run trust.

6. Consider the amount of trust_f
(predicting trust from current time to the
next time slot) and trust_1" amount of
long-run trust at the current time.

7. After a certain period, each user monitors
the other users in it's neighboring, to obtain
their status.

8. The new value of the long-run trust
(trust_1™¢"), can be calculated by use of
the Equ. (9).

9. If the network condition is changed, the A
related parameters should be recalculated
{41, 22,23, A4}

10. trust_1" = trust_1""

11. The amount of trust_1™ will be entered
again to the algorithm.

12. We start a new loop.

7. Simulation Results

To evaluate the efficiency of the introduced
Markov chain model, we compared it with two
TBID and RFSN models. We have used MATLAB
software to compare the performance of the cloud
network. Figure 1, shows the simulation of the
reliability of the regular users by increasing the time.
The above figure shows the effectiveness and
feasibility of the new MCTM algorithm.

In different environments, the probability,
which shows that users in the normal state will be
under attack, is not constant. It is assumed that users
have only two situations: the standard and risky case
or tricky situation. Besides, users have a specific
performance in different circumstances [1].

In this paper, the actual state of the users is
calculated in four situations: status, actual status,
short-term reliability, and long-term reliability [22,
23].
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Fig. 1. Comparison of the accuracy measurement percentages for
normal users. Our proposed algorithm (blue line) is compared
with the TBID (green line) and RFSN (red line) models, in terms
of the trust values for the cloud computing.

It can also be seen that the amount of oscillation
in the calculations (with increasing time) has a
noticeable improvement over the other models. The
higher accuracy is due to the Markov chain to predict
and to consider more parameters in the calculations.
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proportion of malicious users in cloud environment

Fig. 2. Our proposed algorithm (blue line) is compared with the
TBID (green line) and RFSN (red line) models, in terms of the
percentage of successful operations against malicious attacks
with respect to increasing time

Figure 2, shows the percentage amount of
successful decisions when the network will be
attacked, with the use of different methods. These
attacks reduce the accuracy and trust of normal
users, increase the credibility of the affected users,
and increase the amount of incorrect information in
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the network. The figures show that, in all of the three
algorithms selected for comparison and simulation,
with increasing time and collecting more
information about the adjacent users, a better
situation than these attacks is found, but the stability
of the MCTM algorithm is better than the two other
algorithms.

Figure 3, shows the relationship between
successful process rates, in increasing number of
risky users. Of course, with an increase in the
percentage of risky users, the transaction success
rate is reduced. However, the slop and success rate
in MCTM algorithm is better, which shows that due
to the use of Markov chain, the detection rate of
risky users has more accuracy than the other two
algorithms, which prevents a significant reduction in
the percentage of successful operation.
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Fig. 3. Our proposed algorithm (blue line) is compared with the
TBID (green line) and RFSN (red line) models, in terms of the
successful operation ratio with increasing the percentage of risky
users

Although the method mentioned above still has
some weak points, it has been able to effectively
mitigate the shortcomings of previous methods —
like very high computational loads that they impose
to the system and also very high amount of time that
they need to do the process - as well as the impact of
the environment. The previous systems cannot work
in real-time and needs some time to detect any kind
of attack or risk, the previous systems used the
previous history of the network in order to acquire a
pattern and then by use of that pattern they can
recognize the reliable users from the risky users. Our
proposed Markov chain-based model can provide
users with a degree of trust-ability in short-run
according to their current behaviors. This method is
used to determine the status of users and to
determine whether users are reliable or not. The
predicted value only reflects the degree of assurance
and accuracy in the short-run.
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8.

Conclusion
Cloud computing can be called a new paradigm

in information technology, that has attracted the
attention of many specialists and industry experts.
Cloud computing, in addition to being a prominent
phenomenon in the information technology market,
is also considered as one of the most important
sectors in the industry that has affected all of its
ecosystems. However, there are still many concerns
about the cloud. The most important of such
concerns are security, privacy, and trust.

chain

The simulation results show that the Markov
reliability management algorithm more

effectively detects and manages suspicious users in
the cloud network. Besides, by increasing the
percentage of good data, it provides a better delivery
rate of packets than the other methods and can offer
higher security rates in the cloud computing

network.
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