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Abstract— Reading traditional meters is always time-consuming and expensive. Using smart meters solves most of the
problems existing in the traditional meter network. Smart meters are an advanced form of traditional electro-
mechanical devices that can measure energy consumption in real-time and communicate through one or more wired or
wireless networks. These devices can communicate from long distances and get changed, making them an easy target
for attacks. This paper studies the security mechanisms in smart meters networks and suggests some security solutions
in such networks. We have developed software for managing the information of smart meters and controlling them
remotely. In this paper, we present the implemented security mechanisms in the developed smart meter management
software. The proposed solutions for enhancing the security of this software include implementing the authentication
system, enabling user management, and defining different access levels to prevent users from connecting without proper
authentication and access control in the developed software. Moreover, hashing the password with a random salt
technique is implemented for securing the database. Furthermore, we have secured the software platform to prevent
web attacks such as Clickjacking and CSRF attacks.
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profitability and reducing the time to provide products
for the companies' market, as well as the lack of laws
related to these devices, have caused manufacturers to

l. INTRODUCTION
With technological advancements and the

expansion of the use of devices related to the Internet of
Things and smart homes, the issue of the security of
these devices has become more urgent. To establish the
security of these devices and related software, in
addition to examining the methods of preventing
attacks on them, we need to assess the security
weaknesses in these devices to correct them and prevent
them from being infiltrated and attacked. Despite of
many advantages of these devices, the priority of
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ignore security issues and design vulnerable devices
which have many security holes making them easy
attack targets[1]-[3].

Smart meters are an advanced form of traditional
electro-mechanical devices that can measure energy
consumption in real-time and communicate through
one or more wired or wireless networks. They have
digital displays to show energy consumption to
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subscribers and communication units to communicate
through the network to the relevant energy
organization. A smart grid refers to an infrastructure
that includes smart meters, communication networks,
and infrastructure between smart meters and related
entities, including energy consumers, energy
consumption  operators, energy suppliers, and
consumption control systems [4]-[6].

Our only concern will not be smart meters security
but also the connected network and each device used in
the smart grid. We have developed smart meter
management software that monitors and collects data
from the smart meter network [7]. In this paper, we
study the security issues of smart meter networks and
investigate the wvulnerabilities of smart meter
management software, possible attacks, and methods to
prevent these attacks.

1. COMMON ATTACKS IN SMART METER
NETWORKS

Although the Internet of Things provides significant
progress in social development, economic benefits, and
government activities, attackers can use it as a network
for widespread cyberattacks that may cause irreparable
damage. The Internet of Things connects many devices
with uncertain security settings. If the mentioned
devices are not secure, they can be misused, and their
control can be hijacked by hackers and turned into
cyber soldiers, known as bots or zombies. In general,
the CIA triad or the security triangle is a respected
security model that is the basis for developing security
systems and policies. This trilogy includes
confidentiality, integrity, and availability of
information and services [8]-[10]. Each cyberattack
considers one or more parts of the CIA triad, and the
attacker tries to destroy that feature in the system or
data. The common attacks in the loT environment and
smart meter networks [11]-[14] are as follows.

A. Distributed Denial of Service(DDoS) Attack

In the Denial of Service (DoS) attack, the attacker
uses fake requests to involve the target system's
resources and prevent it from serving. In the enhanced
model of a DoS attack, the Distributed Denial of
Service (DDoS) attack, the attacker sends requests from
many sources. This attack affects the availability side
of the security triangle. DDOS attacks include TCP
SYN Flood, Teardrop, Ping of Death, and Smurf
attacks. Many devices are needed to execute this attack,
and loT devices are very suitable. In the misused loT
devices for this attack, usually, the user does not realize
the device has been compromised and misused by the
attacker. For example, baby monitor devices and smart
toys have a user interface with limited access. These
devices may work even if they are attacked and become
a bot and a member of the botnet network, which makes
the user unaware of this happening.

B. Eavesdropping Attack

Such attacks destroy the user's privacy by gaining
illegal access to the user's data or communication
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network. This attack can be implemented on a wireless
communication channel or a power line. Detecting such
attacks is difficult, considering the attacker tries to
remain hidden. This attack is usually executed through
the WAN networks.

C. Man-in-the-Middle Attack

In this type of attack, the attacker places himself
between the communication path of the two parties and
records the messages sent between the two parties. The
two parties think that they are directly communicating
with each other and that there is no middle person. This
attack can be implemented in a LAN or WAN network.
If implemented inside the local network, it can
compromise the communication between the smart
meter and the gateway and provide false information
from the smart meter to the gateway. For example, it
can inform the gateway that the amount of shared
consumption is less than the actual amount. If this
attack is implemented in WAN, the security and privacy
of people will be compromised on a large scale. The
carrier can also spoof remote commands to gateways
from approved entities.

D. Packet Injection Attack

These attacks are performed by injecting fake
packets into the network, such as wrong commands for
smart meters. Packet injection attacks are typically
executed over a WAN. These attacks can be used to cut
off part of the energy supply network or compromise
the billing process by creating false bills, causing
financial losses to service companies.

E. Replay Attack

A replay attack occurs when an attacker eavesdrops
on messages over a secure network connection and then
falsely delays or resends them to mislead the receiver.
This attack is more dangerous than other attacks
because the attacker does not need advanced skills to
decrypt the message after it is captured from the
network. The attack can also succeed only by resending
the entire message that has been encrypted.

F. Malware Injection Attack

These attacks are usually implemented by injecting
malware into the WAN network to affect the
communication between devices and the consumption
reporting and billing process. The situation of demand
and consumption in the smart energy network may be
disrupted due to the instability of the consumption
report.

G. Remotely Connecting and Disconnecting Service
(RCDS)

The possibility of remotely connecting and
disconnecting the service to the smart energy network,
if attackers misuse it, can cause the entire network or
parts to be disconnected. If this attack is executed on a
large scale, it can cut off many users' water, electricity,
or gas. These attacks are usually carried out through the
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WAN network and by injecting packets with false
information.

TABLE I. TABLE |. COMMON ATTACKS IN THE SMART

METERS NETWORKS

Attack Target Security Service

DoS/DDoS Auvailability

Eavesdropping Confidentiality

Man-in-the-Middle Confidentiality

Packet Injection Integrity
Replay Integrity
Malware Injection Integrity
RCDS Availability
Firmware Manipulation Integrity

H. Firmware Manipulation

Firmware manipulation includes changing the
metrological or non-metrological part of the smart
meter or gateway. If the attacker manipulates the
metrological part, it can disrupt the billing process of
the target device. For example, this goal can be
achieved by falsely reporting the amount of
consumption. Manipulating the firmware of a meter or
gateway can be done through direct physical access or
the WAN network. These attacks can affect a single
user but also can be carried out on a large scale. It is
possible to manipulate the firmware of many gateways
remotely. These attacks are summarized in Table I.

1. SECURITY MECHANISMS IN SMART METER
NETWORKS

To communicate between the components of smart
energy networks, including the producer, energy
production location, energy transmission tools, and
user, a hybrid network is needed, which includes a core
network and millions of local networks. The core
network is for communicating between different parts
of the network and can include connection gateways for
local networks and powerful and high-bandwidth
routers to transfer messages to different parts of the
smart grid. In this network, wire-based transmission
methods such as fiber technology enable high-volume
and high-speed transmissions.

Local area networks are intended to include smart
meters, sensors, and smart electronic devices installed
on the energy production infrastructure. These
networks usually have limited bandwidth and
computing power, which reduces the possibility of
monitoring and protecting them. In these networks,
unlike the core network, wireless transmission methods
such as WiFi and ZigBee technology and cellular
networks are used frequently, which are more
accessible and less expensive [15]. One way to solve
security problems in the smart grid is by using protocols
and security methods, such as the types of encryption
used in computer networks. However, it is not possible
for two reasons:
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1) A major part of the smart grid includes smart
meters. Smart meters use light-embedded systems that
have limited processing power and memory. Due to
these limitations, these devices may not be able to
perform the number of calculations required for some
types of encryption.

2) The smart grid uses different devices from
various vendors that may not follow the same security
protocols.

Therefore, we should consider specific security
solutions for the smart meter networks [15]-[18] as
follows. These solutions are summarized in Table I1.

Authentication: The identity of people and smart meters
must be verified through strong authentication methods.
Organizations must apply a strict access policy that
allows access to the network only when the person and
device are authenticated. One of the methods to
authenticate the smart meters is to filter sending packets
into routers based on the combination of the MAC
address and IP address of the meters. There are attacks
in which the hacker can change his MAC and IP and
impersonate another device, but by applying a filter on
these two variables at the same time, it will be more
difficult for the attacker.

Malware Protection: Malware protection must be
implemented in smart meters, central systems, and
monitors. Smart meters should only be able to run
software if the device manufacturer produced it. For
this purpose, the manufacturer must place a secure
memory in the meter that contains the desired keys for
software validation. The smart meter can validate any
installed software before running using this key.
However, considering smart meters are commonly
used, supporting software produced by another
approved company is necessary. In order to achieve this
goal, the central part of the network should be able to
change the secure memory that stores the validation
keys in the meters, or there should be an anti-virus on
the meters to prevent malware infection. Due to the
amount of memory and the low processing ability of
these smart meters, it seems far-fetched.

Using Network Intrusion Detection Systems (IDS) and
Network Intrusion Prevention Systems (IPS): As it is
clear from the name of these systems, the goal is to
detect and prevent unwanted access to the network. The
implementation carried out in these systems is better to
use the combination of comparing the system status
with the defined normal status and the received traffic
with the characteristics of each attack. These devices
should be placed at the edge of the core network to
prevent an attacker from accessing the core network and
critical systems. One of the measures that can be taken
to prevent denial of service attacks is to limit the
number of packets received from each IP.

Annual Vulnerability Assessment: New vulnerabilities
are regularly found in all devices an attacker can
exploit. The vulnerabilities of the devices inside the
smart grid should be evaluated at least annually, and
necessary measures should be taken, including updating
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the firmware of smart meters. For more sensitive and
core devices, this assessment should be done monthly.

TABLE I1. SUMMARY OF SECURITY SOLUTIONS FOR SMART

METER NETWORKS

Security Solutions Recommendations

Authentication eAuthenticating  based on  the
combination of the MAC address and

IP address.

Malware Protection | ePlacing a secure memory in the meter
that contains the desired keys for

software validation

eChanging the secure memory that stores
the validation keys in the meters.

Using NIDS and e Placing IDS and IPS at the edge of the
NIPS core network.

Vulnerability
Assessment

Updating the firmware of smart meters
annually.

Updating more sensitive and core
devices monthly.

Refrain from Preferring  cable  communication
Wireless technologies such as fiber or copper
Communication wire.

Separating the network of smart meters
from the Internet and other shared
internal networks.

Educating Users

Providing training programs to educate
employees and consumers about the
best security practices for using
network facilities and software.

Encryption Encrypting  transmitted  packets
between smart meters and the core
network using light cryptography

techniques.

Using OSGP-AES protocol.

Refrain from Using Wireless Communication: Despite
the cost-effectiveness of wireless communication for
smart meters, cable communication technologies such
as fiber or copper wire should be used to prevent the
abuse of wireless network weaknesses. Considering
that in Iran, unlike European countries, there is a single
producer for each utility, all these meters can be directly
connected to the desired organization through a cable
connection. Due to the separation of the smart grid
network from the Internet and other networks,
including the shared internal network, many attacks can
be prevented, and a secure physical communication
environment can be created between the organization
and smart meters.

Educating Users: In some cases, user actions can
introduce new vulnerabilities in smart meter networks.
For this reason, awareness and training programs
should be planned to educate users about the best
security practices for using network facilities and
software. This user can be an organization employee or
a consumer.
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Encryption: Communication between smart meters and
the core network must be encrypted. Cryptography is
divided into symmetric and asymmetric encryption. In
symmetric encryption (such as AES), the same key is
used for encryption and decryption. In asymmetric
encryption (such as RSA), private and public keys are
used for encryption and decryption. If encryption is
done with a private key, decryption will be done with a
public key and vice versa. Despite being more secure
and not needing a secure channel for transferring the
key, asymmetric cryptography requires high computing
power and cannot be used in smart meters. Symmetric
encryption requires less computational processing, but
it is necessary to have a secure channel for encryption
key transfer between devices.

As a recommendation for the security protocol, we
suggest the OSGP protocol, which is currently being
used in many European countries on a large scale in
smart grid projects. This protocol was developed by the
OSGP Alliance and published as a standard by the
European Telecommunications Standards Institute
(ETSI) [18]. It follows the OSI model, and the devices
that use this protocol have a frequency between 9 kHz
and 95 kHz. The OSGP protocol requires using a
mandatory security protocol in the transport layer called
OSGP-AES-128-PSK, abbreviated as OSGP-AES.
OSGP-AES provides a two-way protected
communication channel between the user and the smart
meter. This secure channel provides data confidentiality
using AES-128-CCM encryption, data and origin
integrity through authentication, and anti-replay
protection using sequence numbers. OSGP-AES
secures both unicast and broadcast messages. All OSGP
messages are sent within the secure channel created by
OSGP-AES. These messages include the reading of
smart meter data, such as the amount of energy
consumption, and the security of important functions,
such as changing the configuration of smart meters.
Since messages and communication channels are
protected, encryption and two-way authentication
would be established in the network, and the network
would resist replay attacks. OSGP- AES is
implemented in a way that uses a unique key for each
device. Using unique keys means that if one of the
smart meters is compromised, the key of the other
meters will remain safe. OSGP-AES is specifically
designed for networks with limited memory and
computing power that use legacy devices. The priority
considered in its design is for use in power line
communication networks. For this reason, it can
provide high performance while maintaining security.

In Table I11, we can see the comparison between our
suggested security solutions and the ones presented in
[6]. Some said security measures in this paper are not
discussed in the other one, such as vulnerability
assessment, malware protection, and educating users.
Due to this fact, these methods haven’t been concluded
in this comparison.

We have recommended authentication based on the
MAC address and IP address combination for devices
and user and passwords for users. Reference [6]
suggested using a digital signature for this purpose. The
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digital signature may be more secure than our proposed
method, but it’s also pricier.

On the other hand, we recommended encrypting

transmitted packets between smart meters and the core
network using light cryptography techniques like
OSGP-AES protocol. Reference [6] suggested
application layer encryption in addition to TLS for
encryption which has more overhead than our
recommended method.
Moreover, we have suggested using cable
communication technologies such as fiber and
separating the smart-meter network from the Internet
and other shared internal networks. Reference [6]
suggested a gateway-based approach, where the
gateway acts as a communication unit between the
metering devices in the customer premises and the
utility. The gateway is also responsible for ensuring the
privacy of the customer.

V. IMPLEMENTING SECURITY MEASURES ON
SMART METERS MANAGEMENT SOFTWARE

Security mechanisms such as authentication of
devices, refraining from using wireless communication,
and using intrusion prevention and detection systems
should be considered when implementing the
infrastructure of smart energy networks. Some other
issues, like encryption, are also established when
implementing the infrastructure using the OSGP-AES
protocol. Training users should also be planned and
done periodically by organizations. Protection against
malware should also be considered by the manufacturer
while constructing smart meters. This paper presents
the implemented security mechanisms in the Smart
Meter Management Software as follows.

A. User Authentication and defining different levels of
access

To prevent users from connecting without
authentication in the developed software, if the user is
not yet logged in to the system, any page he wants to
open will be redirected to the login page, and only after
logging in will he be able to check the desired section.
We have also defined some restrictions for user
passwords, such as containing at least eight characters,
not containing only numbers, not being among common
passwords, and not including user information such as
name and username in the password, as illustrated in
Fig. 1.

According to the usage of the program, two types of
access groups named Administrators and Operators
have been defined, which have different levels of
access.

1) Administrators: Administrators group has full
access and can see all pages. In addition to viewing
meters, they can add and remove smart meters in this
software. Users of this group can see different access
groups and define a new one. These users can view
existing users, filter them based on their access group
and user type, delete a user or define a new user, as
shown in Fig. 2. In addition to changing his password,
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the user with management access can change other
users' passwords.

2) Operators: Users of this group, unlike
administrators, can only view and cannot perform any
action that requires adding or deleting an item from the
database. This user can only change his password. The
operator user can also not perform actions such as
adding a new meter, deleting an existing meter,
deleting the meter's data, activating or deactivating
meters, and changing the time of smart meters, as
illustrated in Fig. 3. Other features of the software,
including the possibility of viewing meters'
information and taking action to repair them, have been
given to this user.

B. Database Security

In the management software, in the table where we
store the login information of the system users, the
password field has been hashed with SHA-256 and the
random Salt algorithm to protect the users' passwords.
As shown in Fig. 4, because giving an un-hashed value
to the hash function always returns a fixed character
string that an attacker may find using comparison, Salt
is added to increase security. Salt is a random character
string that is added to the beginning or the end of the
desired string, which is the user's password here, and
then hashed to make the attacker's work more difficult.
We have added Salt to the beginning of the password
before hashing it. The hashed data may be used to
verify the integrity of copies of the original data
without having to have the actual data itself. This is
what we do when a user logs into the software. By
comparing the hashed value of the user's password
stored in the system and the hash obtained from the
user's input password, we find out whether the
password is the same or not, and if it is the same, we
allow the user to log in. The hash function is
irreversible, so we can freely store it in the database.

C. Securing Software Infrastructure and Establishing
Security Against Common Web Attacks

This section will discuss the best case of using the
Django framework to secure the software [19]-[20] and
the changes that should be made after the software
production process is completed. Moreover, we will
discuss the changes made to the program to be safe
against common web attacks.

e Securing Software Infrastructure

a) Using the latest version of the technologies
used: The first thing suggested for maintaining
security is to use the latest version of the
technologies used for developing software,
including programming languages, packages,
and libraries.

b) Disabling DEBUG: Enabling DEBUG mode
in the program while developing is useful. If
the program crashes, it will generate a
descriptive error page that includes the
problem trace and metadata, including all
current Django settings. This feature is a path
for troubleshooting, but it can also play the
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role of a guide for the attacker. That is why we
disabled this feature after finishing the
software production.

c) Securing SECRET_KEY: This parameter is a
random character string created for the
cryptographic signature. This parameter is
hashed in the code and must be kept safe.

d) Defining allowed hosts and domains for the
software: Normally, the ALLOWED_HOSTS
parameter, which defines the host and allowed
domains, is empty. In this software, the
restriction is placed on the host '127.0.0.1" and
domain 'localhost'. If this system needs to be
used in another domain, the desired domain
must be added to this list. By limiting this
parameter, the software becomes resistant to
HTTP header attacks.

e) Using HTTPS: If we use HTTP instead of
HTTPS, which uses TLS, the attacker can find
all the information transferred between the
server and the client, including authentication
information and API codes. TLS is a protocol
to create encrypted and authenticated
communication between network devices.
Steps have been taken to resolve the issue,
including automatically converting HTTP
requests to HTTPS, forcing web browsers to
communicate over HTTPS only, and enabling
this on subdomains in addition to the main
domain.

e Establishing Security Against Common Web
Attacks

a) Clickjacking Attack: In this attack, a
malicious site puts another site inside an
invisible frame. This attack tricks the user into
clicking on a web page element that is
maliciously invisible or masquerading as

TABLE IlI.
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another element. We prevent this attack by
disabling the possibility of using our site in
any frame.

b) CSRF Attack: A CSRF attack, or single-click
attack, is an attack in which an attacker tricks
a user into making a web request that he did
not intend to receive. The attacker often steals
the user's active cookies in this way and uses
them to access the site in the future. To deal
with this attack, we define in the program that
cookies are available only through HTTPS
requests, that JavaScript is not allowed to
access them, and that cookies are sent only on
an HTTPS connection. We use the CSRF
token to increase security. This unique token
is generated for each session, request, or ID.

In Table 1V, we point out the advantages and
disadvantages of our implemented security methods for
the Smart Meter Management Software.

V. CONCLUSION

Different attacks can threaten smart meter networks,
such as DDoS attacks, replay attacks, malware injection
attacks, packet injection attacks, and many others. Each
attack targets one or multiple vulnerabilities. In order to
secure smart grids, we should fix our vulnerabilities.
For this purpose, we have suggested security solutions
including  authentication,  encryption, malware
protection, annual vulnerability assessment, and using
network intrusion detection and prevention systems.
Some are related to smart grid infrastructure security,
while others are related to smart meter management
software security. Our course of action for securing the
smart meter management software is implementing
user authentication, defining different levels of access
for users, establishing database security, securing
software infrastructure, and dealing with the most
common web attacks.

COMPARISON OF THE SECURITY SOLUTIONS FOR SMART METER NETWORKS

Security Solution This Paper

[6] Comparison

Authentication based on
the MAC address and IP
address combination for
devices and user and
passwords for users

Authentication

Digital signature

The digital signature may be more secure
but it’s also pricier.

Encryption Light cryptography
techniques like OSGP-AES

protocol

Application layer encryption
in addition to TLS

Application layer encryption in addition
to TLS suggested in [6] has more
overhead than our recommended method.

Fiber communication
technologies.

Separating the smart-meter
network from the Internet
and other shared internal
networks

Securing infrastructure

Gateway-based approach

The gateway is responsible for ensuring
the privacy of the customer in [6]. We
suggested a more secure infrastructure.

Intrusion Detection Using IDS and IPS
at the edge of the core

network

Using IDS and IPS

Similar
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nart Ninistr 3 \ / /L0G OUT

Home » Authentication and Authorization » Users » Add user

Start typing to filter...

Add user
Alarms + Add First, enter a username and password. Then, you'll be able to edit more user options.

Msssagss + Add [ Please correct the error below.

AUTHENTICATION AND AUTHORIZATION Username: [test ]

Groups + Add Required. 150 characters or fewer. Letters, digits and @/./+/-/_ only,

Users + Add Password:

‘Your password can't be too similar to your other personal information

Your password must contain at least 8 characters.

METERS
Your password can't be a commonly used password,

Gas consumption reports + Add Your password can't be entirely numeric.
Maintenance reports + Add
This password is too short. It must contain at least 8 characters.
Meters + Add . .
This password is too common.
Power consumption reports + Add This password is entirely numeric.

posswordontrmaion: (]

Enter the same password as before, for verification.

Save and add another Save and continue editing SAVE

Fig. 1.Password restrictions

Site administration

ANALYSIS .
EN o

Alarms 4+ Add 4 Change
Messages + Add  # Change My actions
None available
Groups +Add  # Change
Users +Add  # Change
Gas consumption reports + Add # Change
Maintenance reports + Add # Change
Meters +Add  # Change
Power consumption reports + Add  # Change

Fig. 2.First page for user from administrators group

Site administration

ANALYSIS "
s [

Alarms @ View

Messages @ View My actions
None available

Gas consumption reports @ View

Maintenance reports @& View

Meters @ View

Power consumption reports @ View

Fig. 3. First page for user from operators group

International Journal of Information & Communication Technology Research



Volume 15- Number 4 — 2023 (32 -40)

¥
&
+
¥
4
+

smartmeterd Extra options
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— & New
s lysisy ¢ T ¥ id password last_login is_superuser userna
~ ¥ analysis o Edit 3cCopy @ Delete 1 pbkdf2_sha256$320000$h5GGFkzci7YZaiwmBRqIHc$bGhIIF... 2023-01-15 15:54:42.106115 1 admin
v auth_gr{
W auth_grd [ Edit 3¢Copy @ Delete 2 pbkdf2_sha256$3200008k8GcOiVKNdnoSEBxS1ISkn$hRKjGe... 2023-01-15 15:56:34.101754 0 mahdiyeh
# auth_per. ~
I auth_use t J Check all With selected: .~ Edit #c Copy @ Delete =4 Export

Fig. 4. Hashed password stored in database table

TABLE IV.

ADVANTAGES AND DISADVANTAGES OF THE IMPLEMENTED SECURITY SOLUTIONS

Security Solution

Advantages

Disadvantages

User authentication and defining
different levels of access

USErs

No unrestricted access to data

. Easier to assign new access or
remove it from groups to do it
manually for each user

. Can assign multiple access groups to

. Requires extra work at the beginning to
define different access groups and determine
which group the user belongs to.

Database security .

Hashed password with salt is almost
irreversible, even if the attacker
gains access to our database.

Hashed password takes more space in
database than a plaintext password.

Securing software infrastructure

TLS

e Our website will only be available
on our suggested domains and IPs

. HTTPS is more secure because of

e By disabling DEBUG, the attacker
won’t be able to use its data.

e  TLS has overhead and it will take longer to
access our site

e We will also be unable to use DEBUG data
for debugging issues.

Security against common web attacks

. Prevent CSRF attack

. Prevent Clickjacking attack

e  Because we disabled framing other websites
on our page, we won’t be able to use this
feature for advertisement purposes either.

[1]

[2]

[3]

(4]

[5]

(6]

[7]
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